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CGNAT. TpaHcnsauua ceTeBbIX aapecoB Ans
IPv4

3auyem NAT npumeHseTcs Ha npakTuke: TexHosorna NAT no3BonsieT 3KOHOMUTbL afpecHoe
NPOCTPAHCTBO IPv4 1 CHMXaeT BEPOATHOCTb B3/IOMa YCTPOMCTB, HaXoOALWMXCA B CETW onepaTopa
cBa3n. Ha CKAT gocTynHa HacTporKa ABYX PeXUMOB:

e CGNAT — TpaHchsumnsa ceTeBbIX afpecoB 1 MOPTOB MO3BOISET COBMECTHO NCMO/b30BaTb
ny6nnyHbIn IPv4 agpec HeCKOIbKMMK abOHEHTaMKN U NPOAJIEBAET UCMOJIb30BaHNE

OrpaHNYeHHOro agpecHoro npocTpaHcTea IPv4.
e NAT 1:1 — TpaHcnaumsa ceTeBoro aagpeca 181 No3BoNseT Ha3Ha4YUTb abOHEHTY C NpuBaTHbLIM IP

ny6nnyHbIn IP agpec 6e3 n3meHeHns HaCTPOeK Ha ero obopyaoBaHUM U Ha MapLLpyTU3aTope,
rOoe OH TEPMUHUPYETCS.

MpoBepuM Ha TecTax:

TecT 1. HacTtponka CGNAT un NAT 1:1 yepes CLI

TecT 2. HacTporka CGNAT n NAT 1:1 yepe3 GUI

TecT 3. HacTponka Bbirpy3ku NAT |og Ha BHELIHWIA KONIJIEKTOP U SIOKaNbHO B hann

YCcNnoBUsl TeCTOB:

( 1. YctaHoBka CKAT “B pa3pbiB”
b 2. TIK C NHTepHEeTOM, noakato4eHHOM Yepe3 CKAT.
3. CKAT pacnonoxeH mexnay asyms L2- nnu L3-ycTponcteamm npoBangepa

CPE R1 SSG R2 ISP network

l80.64.8.2/24 lgg.64.8.1/24 10.8.1.2/38 18.8.1.1/38

MpucTynaem K TeCTUPOBaHMIO. [eNCTBUSA MOrYT BbINOJHATLCS Kak B Fparuyeckom uHTepgdence
CKAT, Tak 1 yepe3 CLI. Bbibop cnocoba 3a KAMEHTOM, B MHCTPYKLUN NpeacTasieHsbl oba cnocoba

TecTt 1. HacTtpouka CGNAT u NAT 1:1 yepes CLI

Co3spaHue ycnyru NAT

Ha3HayeHwne ycnyrun NAT Ha aboHeHTa
Co3paHue obpaTHOro MapLupyTa
lMpoBepKa NPOXoXXAeHNa Tpadurka
BbiBOA MHOpPMaLMK O TPaHCAALMAX



1. CozpaHue ycnyru NAT (CLI)

Beooum KOMaHAY B KOMaHOHOM CTPOKE:

CGNAT:

fdpi ctrl load profile --service --profile.name cg nat --profile.json '{
"nat ip pool" : "10.10.10.0/24", "nat tcp max sessions" : 2000,

"nat _udp max sessions" : 2000 }'

NAT 1:1:

fdpi ctrl load profile --service --profile.name bi nat --profile.json '{
"nat ip pool" : "10.10.10.0/24", "nat type": 1 }'

3Ha4yeHNsa B KOMaHe:

e load profile — co3paHue npodunsa
e service 11 — Homep ycnyru Ha CKAT, onsa ycnyru NAT 370 11
e profile.name — Ha3BaHMe co3faBaemoro npoduns, cg nat mbi nat
e profile.json '{ "nat ip pool" : "10.10.10.0/26", "nat tcp max sessions"
: 2000, "nat udp max_sessions" : 2000 }' — HacTpouku npodunas B popmaTe json:
o nat_ip pool — noacetu NAT-nyna Yepes 3ansaTyto. Ecim TpebyeTca NCKAYUTD
KpalHme agpeca, MOXXHO 0ob6aBuTb B KoHel, ~ (10.10.10.0/24~), Toraa B nyne 6yayT
agpecac10.10.10.1n010.10.10.254.
o nat_tcp max sessions — MakcMManbHOe KOJMYeCTBO tCp ceccum Ha 04HOro
aboHeHTa.
o nat _udp max sessions — MaKCWMaJsibHOe KOJIM4YEeCTBO udp TPaHCAALUMIA Ha OLHOIro
aboHeHTa.
o nat type — pexum paboTtel NAT. 0 — ona CGNAT, 1 — gnsa NAT 1:1. Mo ymonyanwutio 0,
no3TomMy faHHoe nose gssa CGNAT He ykasaHo.

2. HaszHauyeHue ycnyru NAT Ha aboHeHTa (CLI)
CGNAT

HasHaveHue ycnyru NAT Ha aboHeHTa Bo3MOXXHO no IP nan CIDR

MNpumep KOMaHAbl NOAKAOYeHNs ycnyru no IP:
fdpi ctrl load --service --profile.name cg nat --ip 100.64.0.1
Mpumep noakao4eHns ycayrun Ha secb CIDR:

fdpi ctrl load --service --profile.name cg nat --cidr 100.64.0.0



NAT 1:1

MprMep KoOMaHObl NOAKA0YEHUS ycayru no IP:

fdpi ctrl load --service --profile.name bi nat --ip 100.64.0.1
Mpumep noaknyveHns ycnyru Ha secb CIDR:

fdpi ctrl load --service --profile.name bi nat --cidr 100.64.0.0

3TUX KOMaHA A0CTaTo4YHO A4 HacTpovikm NAT Ha CKAT. Mpu 3Tom CKAT no ymonyaHuio paboTaeT B
peXxume rnpo3pavyHoro MocTa, To ecTb co3gaet NAT TpaHCAaUnn n HanpasaseT Tpagpuk B obe
CTOPOHbBI, HO HE y4aCTBYET B MapLUpyTu3aLniy.

3. Co3paHue obpaTHoro mapwpyTta (CLI)

Y1066l 06paTHLIN Tpadmk B cTopoHy NAT nyna 6611 CMappyTusnpoBaH K aboHeHTaM, noTpebyeTtcs
co3naTb mapwpyT K NAT-nyny Ha cnegytowem 3a CKAT maplpyTu3aTope 1 caenatb 3TOT MapLupyT
N3BECTHbLIM OCTa/IbHbIM MapLUpyTM3aToOpaM CeTu.

PaccmMoTpuM CuMTyaumio, KOrga Ha MaplipyTusaTtopax, mexay kotopeiMu ctouT CKAT, HacTpoeHa
CTbiKOBO4YHas ceTb 10.0.1.0/30, IP Ha nHTepgence MapLLpyTn3aTopa CO CTOPOHbI aboHeHTOB (R1) -
10.0.1.2, IP Ha nHTepgence mapwpyTtmnsaTopa nocne CKAT (R2) - 10.0.1.1 (cm. cxemy).

ip route 18.18.18.8 255.255.255.192 18.8.1.2
router ospf 1
redistribute static subnets metric-type 1

CPE R1 556G R2 ISP network

lga.64.8.2/24 l88.64.8.1/24 18.8.1.2/38 WAT pool 18.18.18.8/26 lg.8.1.1/38
for CIDR 18@.54.9.8/24

Ha mapwpyTtunsatope R2 notpebyetca HacTponTb MapwpyT K NAT-nyny. Anq cisco-like CLI HacTponka
OyneT BbIrNsaeTh Tak:

conf t
ip route 10.10.10.0 255.255.255.192 10.0.1.2

Takxe notpebyeTcs HACTPOUTbL PEAUCTPUOYLINIO CTAaTUYECKUX MApLUPYTOB, YTObLI 06 3TOM
MapLUpyTe 6bIS0 N3BECTHO He TOIbKO R2, HO 1 B 0CTasibHON ceTu onepaTopa. B cnyyae, ecim

ncnonb3yetcs ospf:

router ospf
redistribute static subnets metric-type

foe 1s router ospf 1 — HoMep npouecca OSPF Ha MaplpyTu3aTope.



4. MpoBepka npoxoXXpeHus Tpacduka n opueHtauum uitepgpencos (CLI)

C tectoBoro K nposecTun nposepky npumeHeHusa NAT:

e [IpoBepuUTb AOCTYMHOCTL poyTepa R2.
e BbiMONHUTL KOMaHAy ping 10.0.1.2. Ecnu R2 HegocTyneH, To Heobxoaumo nposepuTb
opveHTaumio nHTepgencos CKAT.

B In nHTepdenc nogknoveHsl aboHeHTbl, B Out nHTepdenc NogkIOHeH NHTEPHET.
OnpenennTb rae Kakonm nHTepgenc BO3MOXXHO NyTeM rnepesoga nopTa, nogkao4eHHoro Kk CKAT, B
coctosHue down Ha R1 n BbIBeCTU CTaTyC MHTepgencos Ha CKAT.

fdpi cli dev xstat|grep --no-group-separator -Bl "Link status" | paste - -
sort

Device 02: : Link status: link down

Device 02: : Link status: link up

MpoBepnTb cooTBeTCTBME B fastdpi.conf
Mpn HeobX0AMMOCTM M3MEHWUTL HaMNpaBieHNe 1 CAeNlaTb PecTapT CepBUCa Yepes KOMaHay

service fastdpi restart
5. BoiBoa uHopmauum o TpaHcnauuax (CLI)

Mo Kaxxaomy IP BO3MOXKHO cAeflaTh BbIBOL TeKyLlero coctoaHmsa ycnyrn NAT.

MpocmoTp Yepes fdpi ctrl kKonuyecTBa aKTUBHLIX CECCUI U HA3Ha4YeHHOro besioro agpeca ans
KOHKPETHOro ceporo agpeca:

fdpi ctrl list status --service --ip 192.168.4.20

Pe3synbTart:
AboHeHTCKMe npuBaTHble IP-agpeca TpaHcaupytoTcs B MybaunyHelie IP-agpeca.

TecT 2. Hactpouka CGNAT u NAT 1:1 yepes GUI

e Co3paHue ycnyru NAT

HasHaveHwue ycnyrun NAT Ha aboHeHTa
Co3paHue obpaTHOro MapLupyTa

e [IpoBepKa NPOXOXXAEeHMA Tpaduka
BblBO4 MHPOPMALMN O TPAHCAALMAX



1. Cozpanue ycnyru NAT (GUI)

1. OTkpbiBaeM™ pa3nen YnpasneHue DPI/Ycnyru. Bknagka CGNAT. Co3pnaem lMNpodusib € uMeHeM

cg_nat.
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MpHEHAR TAf RAT CraTye

2. HazHauyeHue ycnyru NAT Ha aboHeHTa (GUI)

B ToM e pasgene “YnpasneHue DPI/Ycnyrn”, Bknagka CGNAT.

B npaBon KonoHke “AboHeHThl” nobasnsem aboHeHTa, BbIbMpaem Tun “6e3 npmneaskn”, seoamm IP
aboHeHTa, BbibUpaem 11 ycayry “CGNAT” nnm “NAT 1:1”, yka3biBaeM rasoyka “a” BKAOYUTb,
Bblbupaem npodunb, Haxxumaem “MpumeHnTs” 1 “CoxpaHnTs”.

Eaa Yomyro Moge o= Npodns.

Tapisck B

DO el T

3TUx KomMaHA A0CTaTo4YHO A4 HacTpovikm NAT Ha CKAT. Mpu 3Tom CKAT no ymon4yaHuio paboTaeT B
pexume npo3payHoro MocTa, To ecTb co3gaet NAT TpaHCaaumm n HanpasaseT Tpaguk B obe
CTOPOHbI, HO HE y4acTBYyeT B MapLUpyTU3aLunu.

3. Co3paHue obpaTHoro mapwpyta (GUI)

[lencTeua Te xe, 410 U B N. 3 HacTponkn Yyepes CLI



4. MpoBepka npoxoXXpeHus Tpacduka n opueHtauum uitepgpencos (CLI)

C tectoBoro K nposecTun nposepky npumeHeHusa NAT:

e [IpoBepuUTb AOCTYMHOCTL poyTepa R2.
e BbinonHUTL KoMaHAy ping 10.0.1.2. Ecnu R2 HegocTyneH, To Heobxoaumo nposepuTb
opveHTaumio nHTepgencos CKAT.

B In nHTepdenc nogknoveHsl aboHeHTbl, B Out nHTepdenc NogkIOHeH NHTEPHET.
OnpenennTb rae Kakonm nHTepgenc BO3MOXXHO NyTeM rnepesoga nopTa, nogkao4eHHoro Kk CKAT, B
coctosHue down Ha R1 n BbIBeCTU CTaTyC MHTepgencos Ha CKAT.

il aS Experta -

MNpoBepuTb cooTBeTCTBME B fastdpi.conf
Mpn HeobX0AMMOCTM M3MEHUTL HaMnpaBieHne 1 caenaTb pecTapT cepBuUca Yepes KoMaHay

service fastdpi restart
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5. BoiBoa uHopmauum o TpaHcnauuax (GUI)

Mo ka)xgoMmy IP BO3MOXHO cenaTth BbiBOA TeKkyLero coctosHusa ycayru NAT (GUI)
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Pe3synbTart:

BblBOAMTCS MHGOPMaLIMS MO TPAHCASLMN NPUBATHOrO agpeca B NyOANYHBIN.

TecT 3. HacTtpouka Bbirpy3sku NAT log Ha BHeLLHU#H
KOJI1eKTOP U JIOKaJZIbHO B hann

 XypHanupoBaHue B TEKCTOBOM popmaTe

e DKCMOPT BO BHELLUHWE KOJIJIEKTOPbI

PaboTa ¢ NAT log BO3MOXHa B [iByX BapMaHTax: 3anucb 0KaabHO B (halil UK BbIrPy3Ka Ha BHELUHWN
KONIEKTOP.

BapuaHT 1. BepeHue XypHana TpaHCAsUUMA B TeKCTOBOM popMmaTe yepes CLI

Ana 3anucu NAT TpaHCnaumim B TeKCTOBLIN f1or Ha cepBepe CKAT B KOH(DUTrypaLMOHHOM (aie
/etc/dpi/fastdpi.conf HacTpauBatoTCca cnepyolme napamMmeTpsbl:

ajb _save nat=
ajb save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat:por



tsrcpostnat:ipdst:portdst
ajb nat path=/var/dump/dpi
ajb nat ftimeout=

roe:

* ajb_save nat=1 — akTMBMPOBaTb 3aNNUCb TPAHCNALNA B TEKCTOBbIN J10T
* ajb _nat path=/var/dump/dpi — mecTo pa3meLLeHuns (aisios C 3anncbIo J0ros (Mo
ymon4daHuo /var/dump/dpi)
e ajb nat ftimeout=30 nepnoAn4HOCTL 3anucu
e ajb save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat
:portsrcpostnat:ipdst:portdst — cnucok un Nopagok 3anucbliBaeMbIxX Nosen, rae:
o ts — timestamp (BpeMeHHas MeTKa)
o ssid — naeHTUdunKaTop ceccum (ansa ceasm ¢ gaHHbIMKU Netflow/IPFIX no o6bemam)
o event — cobbiTne (co3faHune nam yganeHume ceccum)
o login — noruH aboHeHTa
o ipsrc — IP agpec ucto4yHuka 3anpoca (aboHeHTa)
o portsrc — nopT NCTOYHMUKa 3arnpoca (aboHeHTa)
o ipsrcpostnat — IP agpec ucto4yHuka 3anpoca (aboHeHTa) nocne NAT TpaHCAALUK
o portsrcpostnat — nopT nctoyHuka 3anpoca (aboHeHTa) nocne NAT TpaHCaAaLUK
o ipdst — IP agpec nony4aTtens 3anpoca (xocTa)
o portdst — nopT nonyyaTtens 3anpoca (xocTa)

O oaiinosas cuctema fnist 3anNUCK NIOroB AOSHKHA GbiTh BbICTpON 1 NIokanbHOM (HUKakux NFS un
Apyrux remote), LaHHbIA BapuaHT XYPHaIMPOBAHNA PEKOMEHAYETCS TOJIbKO B LiesifaxX
KPaTKOBPEMEHHOW ANarHOCTUKM

BapuaHT 2. DKCNOpT TPaHCAALMKA Ha BHewlHUe KonnekTopsbl B popmaTe IPFIX

Ina aHann3a gaHHbIX N0 coBepweHHbIM NAT TpaHCAAUMAM Ha BHELWHUX CUCTEMAX MOXKHO
3KCNOPTMPOBATL 3TW AaHHbLIX No ceTu B opmaTe ipfix (aka netflow v10). IkcnopT NAT TpaHCchauuin
HacTpanBaeTCa cneaywmMy napameTpamu:

ipfix dev=eml
ipfix nat udp collectors=

.4: ,1.2.3.5:
ipfix nat _tcp collectors= .6:

1.2.3
1.2.3
roe:

e eml — MM4 CeTeBOro nHTepdenca ans sKcnopTa
e ipfix nat udp collectors — agpeca udp KONNEKTOPOB
e ipfix nat tcp collectors — agpeca tcp KonnekTopos

HacTtpouka XypHana TpaHcnauumn yepes GUI

OTkpbiBaeM pa3gen YnpasneHue DPI/KoHpurypauns. lobaBnsem B pexmMme pegakTopa napameTpsl
3anmncKn NoKanbHO B (halsl WK BbIrPy3KM Ha BHELWHUI KosstekTop. CoxpaHaeM n genaem pectapT
cepsuca.
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