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Mpouecc TeCTUPOBAHMA U UHTErpaLum

9T1an 1. NoarotoeBka cepBepoB U BUPTYasibHbIX MaLUUH

006sA3aHHOCTM onepaTopa CBA3M WM NapTHepa, KOTOpPbIW rOTOBUT obopypoBaHue ans
NOCTaBKM:

1. NoaroToBuTh cepeep nam VM cornacHo TpeboBaHnaM:

o TpeboBaHua ana CKAT (DPI, BRAS, NAT). B cnyyae ucnonb3osaHus VM gns CKAT
BbIMOJIHUTbL HAaCTPOWKY

o TpeboBaHus ans GUI

o TpeboBaHua ana QokE
Ha cepBep CKAT Henb3s ctaBuTb QOE.
Ha cepBep CKAT B0o3MOXHO cTtaBuTb GUI ToNbKO B paMkKax Tecta. ins
NPOAYKTUBHbIX MHCTannauuin GUI posxeH ObiTb BblIHECEH Ha OTAe/IbHbIA CepBep
mnu VM.
GUI n QoE Mo)XHO 00beAUHATL HA OAHOM cepBepe, B AAHHOM cniy4yae TpeboBaHusA
K cepBepy CyMMMUpPYIOTCS.

2. YCTaHOBMTb onepaunoHHyto cnctemy VEOS. Oba3aTenbHo HacTpouTh Firewall ons
OrpaHnYeHns JoCTyna v UCronb30BaTb CJIOXKHbIE NAPOIN.

3. OpraHu3oBaTb CETEBYIO CBA3ZHOCTb MeX/Y BblAesIeHHbIMU cepepamn nam VM.

4. MpepoctaBuTb AOCTYN NO SSH (22 NopT) K KaXA0oMy cepBepy Yepes ceTb UHTepHeT nan VPN.
GUI pononHuTensHo TpebyeT poctyn no HTTPS (443 nopT). Kax bl cepeep LO/KEH UMETb
LOCTYN K Ny6AMYHBIM pecypcam B UHTepHeTe ana yctaHosku MO. MposepuTb coeguHeEHNE C
MOMOLLbIO KOMaHA:

ping vasexperts.ru

,D,OCTyrIHO [Ba BapWaHTa NpenocTtaBgIEHNA AOCTYyNa:

1. Mpucnatb NOrMH K Naponb Ans SSH.
2. Wicnonb3oBaTh rOTOBLIN CKpUNT ANs fAobasneHnsa cepepos B Teleport. CkpunTt
nepLOCTaB/IAeTCA MO 3anpocy Yepes MeHedxepa.

0O6sa3aHHocTu VAS Experts:

1. MNMoakn4nTLCS K cepBepamM vyepes SSH.
2. OobaBuTb cepsepbl B Teleport ons fansHenwero obcayxumsaHus.

9T1an 2. YCTaHOBKA KOMMNOHEHTOB

YCTaHOBKa 3aBUCUT OT MCMOJIb3yeMoro oyHKLNoHana.
O6sasaHHocTu VAS Experts:

1. CKAT (BRAS, NAT, DPI): YctaHoBuTb MO CKAT Ha cepsep nam VM
2. GUI (pekomeHayeTcs K ycTaHoBke): YcTaHoBuTb GUI (DPIUI2) Ha oTaenbHbIA cepeep nan VM.
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[06aBNTb BCE KOMMOHEHTHLI U MPOBEPUTb UX AOCTYMNHOCTb.

3. QOE (pekomeHAayeTCs K yCTaHOBKe 4111 (hyHKLUMOHanbHOCTU DPI): YcTaHoBuTb QOE Ha
oTaeNbHbIN cepeep nan VM. CKOHGUryprmpoBaTb NPOCTPAHCTBO AJ19 XPAaHEHUSA CTAaTUCTUKN OT
DPI

4. HacTpouTb B3auMocCBA3b Mexay moaynsmu (DPI, GUI, QoE)

BO3MO>XHOCTM onepaTopa CBA3U/MapTHepa NO CAaMOCTOATEJIbHOW YCTAaHOBKE KOMMOHEHT:

1. CKAT (BRAS, NAT, DPI): MHcTannauma CKAT ¢ noMoLLblo cKpunTa

2. GUI (pekomeHpyeTcs K ycTaHoBke): NHcTannsauma GUI

3. QoE (pekomeHpyeTCs K yCcTaHOBKe AN151 pyHKUMOHanbHoCcTK DPI): install
4. HacTpouTb B3aMMocCBA3b mexay moaynsamu (DPI, GUI, QoE)

9T1an 3. HacTpouka KOMNOHEHTOB

HacTpoika 3aBUCUT OT MCMNOJb3yeMOro hyHKLNOHaNa.
ObGa3aHHOCTM onepaTopa CBA3u/MapTHepa: 3anoJHNTbL ONPOCHUK OT MeHemxepa VAS Experts
Ona NAT:

1. MpepocTaBuTb Nyn Ny6ANYHBLIX U NpUBaATHLIX IP-agpecos
2. NpepocTtaBuTb IP-agpec pecmeepa Ana Boirpy3ku NAT flow (ecam ncnonb3syetcs CTOPOHHee
pelleHue)

Ins BRAS:

1. HacTtpouTb RADIUS cepBep € y4€TOM npefocTaBieHHOro cnoBaps atpubyTtos
2. MpepocTtaBuTb UHopMauuio o Tune BRAS (L2 unn L3) n cnocobe asTopusauum
3. HacTpouTb 0TBeTbl NpefoCcTaBAseMble C BuaanHra Ana peanmsaumm cueHapues

O6sasaHHocTu VAS Experts:

Onsa DPI:
1. HacTpouTb BbIrpy3Ky cTaTuctmkm n3 DPI B QoE (Full Flow, ClickStream, DNS Flow, NAT Flow,
GTP Flow)
2. MNpepocTaBnTb y4eTHYI 3anucb VAS Cloud ana foctyna K Co34aHuio Nnosib30BaTeNbCKMX
CUrHaTyp

3. lMpenocTaBuTb paclmpeHHyto Bepcuto QOE ona oocTyna Ko BCe pa3fenaM CTaTUCTUKN
Ons NAT:

1. Co3paTb cepsuc NAT 1 Ha3Ha4YnTb Ha NpuBaTHbIE IP-agpeca
2. HactpouTb Bbirpy3ky NAT Flow. JoCcTynHbl ABa BapuaHTa:
1. Ha KAneHTCKun pecmeep
2. Ncnonb3oBaTb peweHne QoE ot VAS Expert ¢ pyHKumoHanbHocTbio NAT Flow. Mpumep
nCcnosb3oBaHmMa B cueHapum PaboTta ¢ NAT Flow. Kak HanTu aboHeHTa 3a NAT

Ona BRAS:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:instal_script
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:install_and_update:install
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:install_and_update:install
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:abuse_letters
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:abuse_letters
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:abuse_letters
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:abuse_letters

1. HactpouTb CKAT B 3aBUCMOCTM OT Tuna BRAS (L2 nnn L3).

2. MNpopaboTaTb C KNIMeHTOM HeobxoanMbix aTpnbyToB B oTBeTe 0T RADIUS cepsepa.

3. MNpoBecTn o0TNaaKy n TecTbl busHec-cueHapues (puHaHcoBasa 610KMPOBKa C PEANPEKTOM Ha
Captive Portal, cmeHa TapudHoro nnaHa, TapuHble nNaaHbl Mo pacnucaHuio).

3T1an 4. AHTerpauua u TeCcTupoBaHue

006sA3aHHOCTM onepaTopa CBA3M/NapTHepa:
1. MoAroToBMTb YaCTb TPahMKa UAN CNUCOK TECTOBLIX aDOHEHTOB 415 MPOBEPKN
O6sa3aHHocTH VAS Experts:

1. MpoeecTtun nHTerpaunto CKAT C 4acTbio peanbHOro Tpaduka nam aboHeHTOB
2. MpoTecTmpoBaTb paboTOCNOCOOHOCTEL CUCTEMBI
3. WcnpaBunTb 3aMeYaHuns, ecsiv OHU BbISIBJIEHbI

3Tan 5. Nepexop B aKcnaAyaTauuio

ObGa3aHHOCTM onepaTopa CBA3u/NapTHepa:
1. MoaTeepauTb, 4TO cucTeMa paboTaeT cornacHo TpeboBaHUAM
O6sa3zaHHocTu VAS Experts:

1. 3aBepLlnTb HAaCTPONKY M NepeaaTb CUCTEMY B IKCMyaTaumMio
2. Oka3aTb NoOLep>XKy Ha 3Tarne BHeLpeHUs
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