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NMpouecc uHterpauumn CKAT B ceTb onepaTtopa

9T1an 1. NoarotoeBka cepBepoB U BUPTYasibHbIX MaLUUH

006sA3aHHOCTM onepaTopa CBA3M WM NapTHepa, KOTOpPbIW rOTOBUT obopypoBaHue ans
NOCTaBKM:

1. MoaroToBuTb cepsep uam VM cornacHo TpeboBaHMAM:

o TpeboBaHua ana CKAT (DPI, BRAS, NAT). B cnyyae ucnonb3osaHus VM gns CKAT
BbIMOJIHATbL HAaCTPOMKY

o TpeboBaHus ans GUI

o TpeboBaHua ana QokE
GUI n QoE MoxXHO 06beanHATbL Ha OAHOM CepBepe, B JaHHOM ciydae TpeboBaHuMA K
cepsepy CyMMUPYIOTCA.

2. YcTaHoBMTb onepaunoHHyto cuctemy VEOS. ObsizaTenbHo HacTpouTh Firewall ons
OorpaHvyeHuns 0ocTyna v NCNoJib30BaTb CNOXKHbIE MaposIn.

3. OpraHu3oBaTb CETEBYI CBA3HOCTb MeXAY KOMMOHEHTaMMU.

4. MpepoctaBnUTb JOCTYN Mo SSH (22 NoOpT) K KaXX40oMy cepBepy Yepes ceTb MHTepHeT unn VPN.
GUI pononHutensHo TpebyeT poctyn no HTTPS (443 nopT). Kaxabin cepeep AO/KEH NMETb
LOCTYyN K Ny6nMYyHbIM pecypcam B UHTepHeTe ana yctaHoBku MO. MpoBepuTb COeAUHEHNE C
NMOMOLLbIO KOMaHL:

ping vasexperts.ru

JloCcTynHO [1Ba BapvaHTa NpeAoCTaBNEHUS NOCTYNa:

1. MpucnaTb fOruMH 1 Nnaposb ans SSH.
2. Acnonb3oBaTb roToBLIM CKPUNT AN fobasneHns cepsepos B Teleport. CkpunT
nepAoCTaB/iAeTCA Mo 3anpocy Yyepes MmeHeaxepa.

O6sasaHHocTu VAS Experts:

1. MNMopkn4nTbCs K cepeepam yepes SSH.
2. [obaBuTb cepsepbl B Teleport ons fansHenwero obcayxumsaHus.

9T1an 2. YCTaHOBKA KOMMNOHEHTOB

YCcTaHOBKa 3aBUCUT OT UCMONb3YEMOro (PyHKLIMOHaNa.
0O6s3aHHocTH VAS Experts:

1. CKAT: YctaHoBuTb MO CKAT Ha cepsep naun VM.

2. GUI (pekomeHpayeTcs K ycTaHoBKe): YcTaHoBUTb GUI (DPIUI2) Ha oTaenbHbIn cepsep nan VM.
Mpun HeobxoammocTn (Hanpumep, B TeCTOBbIX cpepax) GUI MoxeT ObiTb yCTaHOBNEH Ha TOT Xe
cepsep, 4T0 1 CKAT. Ons npoayKTMBHbIX MHCTannaunn GUI gomxeH 6biTb BbIHECEH Ha
OTAEeNbHbI cepsep nam VM.

3. QOE (pekomeHAayeTCs K yCcTaHOBKe A1 (hyHKLUMOHanbHOCTU DPI): YcTaHoBuTb QOE Ha
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oTaenbHbIn cepeep nam VM. CKOHUIypupoBaTb NPOCTPAHCTBO A1 XPaHEHNS CTaTUCTUKK OT
DPI.

9T1an 3. HacTpoMka KOMNOHEHTOB

HacTponka 3aBMCUT OT UCNONb3YyeMOro PyHKLMOHanNa.
06s3aHHOCTH onepaTopa cBA3U/NapTHepa:
Ons NAT:

3anoJIHUTL ONMPOCHUK OT MeHedxepa VAS Experts.

MpepocTtaBnTb Ny nybanyHbix IP-agpecos.

CoobLNTb, Kakne nNpmBaTHbIE CETN HEOOX0ANMO NOAKNYNTL K cepBucy CG-NAT.
MpepocTaBnTb pecrBep 414 BbIrpy3ku NAT-cobbITUIA (€CAM NCMONb3YETCA CTOPOHHEE
peLueHune).

wnh e

Ins BRAS:

1. HacTpouTb pagunyc-cepeep C y4eTOM NpegocTaBAeHHOro cioBaps aTpubyTos.
2. MNpepocTaBnTb MHGopMaumio o Tune BRAS (L2 nnm L3) n cnocobe aBTopm3aumu.
3. HacTpouTb norunky mnnnmHra.

0O6sa3aHHocTM VAS Experts:
Ana DPI:

1. HacTpouTb B3anmocBs3b mexay mogynamu (DPI, GUI, QoE).
Ons NAT:

1. MponwncaTtb nybanyHble IP-agpeca Ha CKAT.
2. Hactpoutb Bbirpy3ky NAT-cobbiTuin. oCTynHbI ABa BapuaHTa:
1. Ha KAneHTCKnin pecusep.
2. Wcnonb3oBaTb pelieHne VAS Expert — QoE ¢ pyHKumoHanbHoCTb0 NAT Flow.

IOns BRAS:

1. HactpouTb CKAT B 3aBucuMoCTM OT Tuna BRAS (L2 nan L3).

2. MNpopaboTaTb C KNNEHTOM HeobXxoAnMbIX aTpnbyTOB B OTBETE OT palanyc-cepaepa.

3. MNpoBecTn 0TNaaKy n TecTbl busHec-cueHapues (Hanpumep: 6nokuposku, Captive Portal,
thuHaHcoBasa 610KMpPOBKa).

9T1an 4. NHTerpauusa U TeCcTupoBaHue

ObGa3aHHOCTM onepaTopa CBA3u/NapTHepa:
1. MoAroToBUTbL YacTb TpaukKa UM CNNCOK TeCTOBbIX aDOHEHTOB A1 NPOBEPKU.

O6sa3aHHocTu VAS Experts:



1. MpoBecTun nHTerpaunto CKAT ¢ 4acTblo peasibHOro Tpadurka nam aboHeHTOB.
2. MNpoTecTnpoBaTb PaboToCNOCOBHOCTL CUCTEMBI.
3. WcnpaBuTb 3aMeYaHuns, eCsi OHW BbISIBJIEHbI.

dT1an 5. NMepexop B aKcnayaTauuio

006sA3aHHOCTM onepaTopa CBA3U/NapTHepa:
1. NonTBepanTb, 4TO cucTeMa paboTaeT cornacHo TpeboBaHUSM.
0O6s3aHHocTH VAS Experts:

1. 3aBepLlmnTb HAaCTPOMKY M NepefaTb CMCTEMY B 3KCMJIyaTaumio.
2. OKa3aTb NoAOep)XKy Ha 3Tarne BHegpeHus.
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