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Cxembl nopgknwovyeuua CKAT

BAXXHASA UH®OPMALLUA NO PABOTE DPI AJid ®UJbTPALUN NO CMNCKAM
POCKOMHA[LA3O0PA

MNpenmywectsom CKAT sBnseTCS UCNOJb30BaHUE BCeX (PYHKLNA B OOHOM YCTPOWNCTBE, HO B
3aBMCMMOCTYM OT 3ada4n, CKAT MoxeT 6bITb MCNOMb30BaH TOJIbKO B posiv DPI unn BNG/BRAS nnn
NAT.
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Toyka nogknoyeHns CKAT:

1. B poan DPI nogknto4yeHme ocyLecTBnseTcsa nocae tepMmHaunm aboHeHTos Ha BRAS o NAT.
TpauK fomKeH 6bITb CUMMETPUYHBIM (BeCb TpaguK 04HOro aboHeHTa NPOXoaUT Yepes OL4HO
ycTponcteo CKAT).

2. B ponn NAT mexay cyuwecTtsytowmnm BRAS n MorpaHMyHbIM MapLUpyTU3aTOPOM.

3. B poan BRAS B03MOXXHa peannsaumsa L3-connected n L2-connected cxewm.

4. Ona pyHKUUN uUnbTpaLmm BO3MOXHO TakXe nogktoydeHne nocse NorpaHn4Horo
MapLUpyTM3aTopa B pa3pbiB anjinHKa.

CxeMa ycTaHOBKHM B pa3pbiB (inline mode)

Mocne neperyHon ycTaHoBKN CKAT paboTaeT B pexxume L2 Bridge (He sBnseTcs hop B

ceTun, He BUAUM AN APYrUX CeTeBbIX YCTPOWCTB) U OCYLLEeCTBAAET Mepechiyiky
@ NakeToB MeXAy BXOAHbIMU W BbIXOOHbIMU MHTepdeincamm ¢ obpaboTkon no

Ha3Ha4YeHHbIM MpaBuiaMm.

MprMep HaCTPONKK A5 CXEMbI B Pa3pbIB.

TunoBas cxeMa NOAKJIO4EHUs Npu Hanuuum bypass dyHKuUUU
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MoapobHee Npo peanusaumnio BCTPOEHHOro bypass B kapTbl Silicom.

Cxema nopgkniovyeHun 6e3 bypass ¢yHkuum gns inline mode

B cnyyae korga Heobxoanmo obecneynTb pesepBuposaHue anHKa 6e3 npumeHeHus bypass,
NCNOJb3YIOT aJlbTEPHATUBHbLIA MapLlpyT C NpUMeHeHneM pe3epBHoON nuueH3nm CKAT.
MepeknioyeHne Tpaduka Ha anbTepHATUBHBIA MapPLLPYT KOHTPOJIMPYETCS cpeacTBaMm
MapLpyTusaunn. AKTyasibHO ToNbko Koraa CKAT paboTaeT Kak L2 Bridge v BbINONHAET PyHKLUUK
DPI, BRAS L3-Connected nnn NAT.
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Fopu3oHTasnbHOe MacwTabupoBaHue

Cxema nopgknioyeHusn HeckonbkKux CKAT B LAG ¢ banaHcMpoBKOK "symetric
hash"

LAG HacTpanBaeTCs Ha poyTepax, mexxay KotopbiMu nogkatodeH CKAT. CKAT nponyckaeT NpoToKO
LACP npo3payHo.

=]

banaHcuposka B LAG Heobxoanma ona obecneyeHns CUMMETPUYHOro Tpadmka Yyepes Kaxxaoe
ycTponcTeo CKAT.

e [Tpumep No KoHGUrypuposaHuto Juniper symetric hash
e [MpumMep no kKoHGpuUrypmposaHuo CISCO
e [Tpymep nNo KoHpUrypmposaHuo Extreme

Cxema nopknwoyeHus CKAT "Metna"
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ObpaTtuTte BHMMaHMe Ha Moau(UKaLUIO CXeMbl Bbille, ¢ ucnosb3oBaHnem VLAN (Dispatch
mode):

TpaduK KNMEHTOB NPUXOAUT Ha NePBbLIA NOPT KOMMYTaTOpPa, AOJKEH YXOOAUTb BO BTOPOM MOPT Ha
npvem CKAT (in). Janee co CKAT (out) Tpadmk NpuxoamnT Ha TpeTUN NOPT KOMMyTaTopa 1 yXoauT
4yepes 4eTBepTbi MOPT B MHTEPHET.

B LaHHOM C/lydae MOXXHO NOAKJIIOYUTL TakK: Nepsble ABa NopTa KOMMyTaTopa HacTpanBaeTe B O4WNH
VLAN, BTOpblE ABa NOpTa HacTpanBaeTe B aApyron VLAN. Taknum obpa3om Tpadumk bynet
3aBopaymBaTbCs Ha L2 yposHe B DPI.

B Bbile npuBefeHHOM cxeMe eCcTb NYHKT Figure 5 Layer 2 Dispatch Mode

MO>XHO caenaTb HaCTPOWMKK, aHaNOrMYHbIe 3TUM, HO 6e3 ncnonb3osaHus port-channel (To ecTb Besae
no 04HOMY MOpPTY).

ObpaTnTe BHMMaHMeE, 4TO B UHCTPYKLMM NMPUHMMAETCS TPaHK C Yka3zaHneM VLANa. Ecnm BaMu TpaHK
He MCnoJsib3yeTcs, TO NepeBeauTe NopThbl B access mode.

CxeMbl BapMaHTOB BKJIIOYEHUA AJIA peasu3auum TONbKO
onuuu punbTpauum

ACMMMeTpVI‘-IHaiI CXeMa C NPonycKoOM TOJIbKO ucxopgsiero Tpad)uKa

Yepes CKAT NpoxoauT TOJIbKO UCXOAALWMIN TpaUK, BXOAALLNA TpaduK naeT Yepes oTAe/bHbIN
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husnyeckmn nuHk 6e3 obpaboTku.
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CxeMa c 3epkanupoBaHueM Tpaduka

PekoMeHOyeM MCMoJib30BaTb ONTUYECKWE CNAMTTEPbl 414 nepepadun 3epkana

@ HacTponka CKAT gns paboTbl B pexxuMe 3epKasiMpoBaHus.
Tpaduka Ha DPI.
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MpUMeHEeHNEe CXeMbI C 3ePKaIMPOBAHNEM:

e nony4eHue Clickstream un Full NetFlow B pexxume peanbHoro spemeHu Yepes IPFIX gna mopyns
QoE

e (UAbTPaLUSA MO YEPHbIM CNNCKaM

e yBefOMJiIeH/e abOHEHTOB 1 NpoBefeHNne MapKEeTUHI OBbIX KaMMaHWi

e HOHyCHasa nporpamMma

e KSlnpoBaHue

e npencduabtp COPM.
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