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CxemMma opranusauum Knactepa CKAT DPI

Komnnekc npeactaBnseT coboi BbICOKONPON3BOANTENbHbLIA, MacTabupyembli KnacTtep.
lNpenHa3HayeH Ond aHaausa v yrnpasJieHUs CeTeBbIM TPathKOM B peasibHOM pexumMe BpeMeHu Ha
ypoBHSX L2-L7 ceTeBon mogenn OSI, COCTOUT U3 CNedyOWNX SIEMEHTOB:

1. BHewHmn ontnyeckmmn bypass (Bypass Switch) co cMeHHbIMK ONTUYECKUMUM MOLYSIMU,
obecneymBaoWwmMmMm nogkato4yeHme nmHum SM (1310Hm) unm MM (850HM)

2. ArperaTtop (banaHcupoBLlmK) Tpaduka Network Packet Broker (NPB)

Knactep cepsepos CKAT DPI

4. KnacTtep BupTyanamsauun ona passepTbiBaHus cuctembl ynpasneHus (Network Management
System) ¢ rpadgmnyeckmum nHTepdgencom (DPIUI2). Tak xe BkatoYaeT cepsepbl FTP, Syslog ons
cbopa N10ros ¢ KOMMNOHEHTOB cUCTeMbl, HTTP web-cepBep o115 LeHTpan30BaHHOW 3arpy3Ku
YepHbIX CMIUCKOB N CUCTEMY MOHUTOPUHra Zabbix.

5. Komnnekc xpaHeHusa gaHHbIX (QOE Stor) ons nocTpoeHus CTaTUCTUYECKUX U aHANIUTUYECKNX
oT4yeToB, 0becneymBaloWNA ANTENbHOE XPaHEHME arpernpoBaHHON NH(OPMaLMK

6. KomnnekT Heobxoammbix kabenen gna kommyTaumm n QSFP28/QSFP/SFP28/SFP+ moaynen

7. KoMMyTaTOpbl B 0TKa30yCTONYMBOM UCNOSHEHUN 419 06begNHEHNS KOMMOHEHTOB PELUEHNS 1
MeHeIXMEeHTa

w

Komnnekc npefHa3HayeH A5 YCTaHOBKUW B pa3pbiB U NOALEPXMBAET CefytoLlme TUnbl
nHTepgencos Ethernet:

e 10G-BASE SR/LR
e 25G-BASE SR/LR
e 40G-BASE SR4/LR4
* 100G-BASE SR4/L4

MopoepXxueaTcsa uHkancynauum: MPLS, IPinIP, VLAN, QinQ, GRE.
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NMpoxoXxpeHue Tpaduka

JINHKK onepaTopa CBA3M NOAKJIIYATCA «B pa3pblB» B YCTPOMNCTBa banaHCMpoBKY Tpaduka yepes
onTnyeckni bypass, 4To obecrneymBaeT 3alUNTy CETU NPU BbIXOLE M3 CTPOS annapaTHbIX
KOMMOHEHTOB nan cboe nporpaMMHoOro obecnevyeHmns. banaHCMPOBLLUMK TpadmKa pacnpenenser
notoku (flow) Mmexxay y3nammn obecneynBas CUMMETPUYHOE NMPOXOXAEHNE TpaduKa Ha YPOBHe
ceccum Yepes oauH n ToT xe y3en DPI (symmetric session aware load balancing L3/L4). Komnnekc
LeNIMKOM (PYHKLMOHUPYET Kak Npo3payHoe L2-yCTponcTBo 1 B 0bLieM cinyyae He TpebyeT oT
onepaTopa CBA3M AOMNOJIHATENbHbLIX HACTPOEK Ha CBOEN CTOPOHE WUIN M3MEHEHUS IO MYECKON CXEMbI
NOCTPOEHNS CETW.

ObpaboTka accummeTpuyHOro Tpaguka

B cnyyae Hanmyusa acCMMMeTPUYHOro Tpaduka (MCXoasawmnin Tpadumk NPoxXoanT Yepes 0aHy
nnowanky/knactep CKAT DPI, a Bxoaswmm Tpadumk Yyepes Apyryto niowaaky), Heobxoanmo
OCYLLEeCTBAATb 0TNpaBKy Konun Tonbko NCXOLALLENO Tpadumka ¢ ogHOW NAoWanKM Ha Opyryto. Tem
cambiM BECb ncxogsawun tpaduk nonagaet B knacTepbl CKAT DPI Ha pa3HbIX niowiagkax u
YCTPaHAETCA aCUMMETPUYHOCTb Tpadmka. Mepedada Konum Tpauka oCyLecTBASETCA No NPAMbIM
NMHKaM Mexay NPB C uesibio MUHUMU3aLUnn 3aaepXXkn. Konnga Tpaurka nogaetca Ha Bce DPI
yCTPONCTBa C y4eToMm banaHcnpoBku. DPl y4nTbiBaeT AaHHbIN TpaduK Npu 4eTEKTUPOBAHUN
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CUrHaTYypbl, HO HE YYUTBLIBAET NpPU BbIrPy3Ke CTaTUCTUKK. MNocne 06paboTKu faHHbIN Tpaduk
oTbpacbiBaeTcs. icnonb3oBaHWe AaHHOO MeTOAa MOBLILAET MPOLEHT pacrno3HaBaHMa npu
aCUMMeTPUYHOM Tpagmke.OTMeTUM, 4TO NCXOAALLMNIA Tpaduk cocTasnseT 10% oT BxogsLLero,
MO3TOMY 3epKasnpoBaHMe MeXay niowagkamm He TpebyeT LWNPOKNX KaHaoB, TakK Xe He
NoBbILLAETCA Harpy3ka Ha knactep DPI.

DPI y3en

OCHOBHbIM KOMMOHEHTOM cUCTeMbI aBnseTcs DPI — obopynosaHve ona aHanmsa Tpaguka. DPl — 370
nporpaMmHoe obecneyeHue, paboTatoLLee Ha cepBepax X86 64 obLLiero Ha3HaYeHNs C NOALEPXKKON
ceTeBbIX KapT Ha 4yunceTax Mellanox/Intel. B Tunosom knactepe: CepBepbl OCHaLLEHbI 6X 2-
NOPTOBLIMK ONTMYECKUMM KapTaMin ¢ uHTepdencamm 10/25GE, n3 KOTOpbIX 8 NOPTOB NUCMOJIb3YIOTCA
ans obpaboTku Tpaduka, 2 nopTta Ana ornpasku IPFIX Ha QOE cepsep, 2 nopTa B pe3epse.

YcTtponcteo DPI nonHOCTBLIO Npo3payvyHo Ha ypoBHe Layer 2. Korga DPI ycTaHoBneH "B pa3pbiB”, NOPThI
Ha CTOPOHE KANeHTa Ha3biBatloTCs IN «BXOAHbIMW», @ NOpThl Ha cTopoHe WAN Ha3biBatoTca OUT
«BbIXOLHbIMU». [apbl MOpTOB 06pa3ytoT MOCThI. MpaBuibHas opueHTaumns NopToB BaXKHa ANs
NpaBWJIbHOro 0bHapyxeHns 1 paboTbl PYHKLUN KOHTPONA Tpaduka. Kaxabin y3en DPI moxeT
paboTaTb HE3aBUCUMO UK ObITb NPUCOEANHEHHBIM K KnacTepy.

OnpepneneHbl ABa TUNa NopToB A8 06paboTky Tpaduka:

e BxogHble (IN) - 3TO NOPT B CTOPOHY MECTHbIX UHTEPHET-onepaTopoB Mnn aboHeHToB (LAN)
e BbiIXxoAHble (OUT)- 370 NOpPT B CTOPOHY BbilecTosLero nposangepa (WAN)

TunoBas KoHGUrypauus cepeepa: npoueccop AMD EPYC 64 cores, 512GB RAM, HW RAID controller,
2xSSD disks, 1-2x NVME SSD, 6x NIC 2x25GbE, 2xPSU. BaxxHo, 4T0 npon3BoamnTenbHOCTb DPI Takxe
3aBUCKT OT napameTpa PPS 1 obuiero npoduns Tpadumka. MNapaMmeTpbl NPON3BOANTENILHOCTY
noapobHee onncaHbl B CTaTbe.

Ona npaBuabHOM paboTbl BCex pyHKLUUN DPI OH A0MKEH NoNyYaTb NPAMON 1 06paTHbIN abOHEHTCKUN
Tpaduk (NosHble ABYHaNpPaB/ieHHbIe CeaHChl), B MPOTUBHOM Clly4ae HEKOTopble (PDYHKLWN, B TOM
yncne obHapy>KeHne NPOTOKOJI0B NPUIOXKEHUI, MOTYT He paboTaTb MM paboTaTb HEKOPPEKTHO.
Mo3ToMy Ba)HO obecneynTb, 4TOOLI ABYHaNpaBAeHHbIN Tpaduk ceaHca aboHeHTa npoxoann vyepes
04HO ycTponcTeo DPI. CumMmMeTpU4HOCTL Tpadumka, npoxogsiiero yepes DPI, obecneymnBaeTcs ¢
MOMOLLbIO OTMPAaBKM 3epKasia ucxoasLlero Tpadgrka o4HON NoWaaky Ha apyryto n 6anaHCMpoBKM
Ha NPB.

YnpasneHue

YnpaBneHne KoOMMNIeKcom npom3BoanTca Yyepes web based nogcuctemy ynpasnenusa DPIUI2 —
FilterUl. FilterUl obecne4yunsaeT ynpasneHne NpopunsaMu n ycayramm aboHEHTOB UM HXKECTOALLNX
ornepaTopos (B TOM 4ucse no curHanunsaumm BGP), nonuntukamm obpaboTku Tpaduka, B TOM Ynucne
NOANCUHIOM, NpaBuaaMn UAbLTPALUMN — YepHbIMU 1 BenbiMU CICKaMK, N0b30BaTENbCKMMU
NPOTOKONAMN, MOCTPOEHNEM OTHETOB U T.4. [L19 UHTerpaumm Co CTOPOHHMMU CUCTEMAMN UMEIKDTCS
CTaHAapTu3MpoBaHHble nHTepgencol/API. CKAT DPI peannsyeT napaaurmy 3GPP, B Ka4yecTBe
LOMONHUTESIbHOWN ONUUN U B paMKax OTLAeJIbHOr0 TeXHUYECKOro peLleHns, BO3MOXHa MHTerpaums
ynpassieHUs npouasaMmn n ycayramMmv aboHeHToB Yepes BCTpoeHHbI Moay b PCRF, ¢ nogaepxkon
npotokona RADIUS, Gx/Gy nHTepderncos DIAMETER.
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Ona nepekntoyeHmsa ¢ DPIUI2 Ha FilterUl Heob6xoaMMo HaCTPOUTL COOTBETCTBYHOLLYIO POJib.
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Ansa ueHTpann3oBaHHOW 3arpy3ku MobanbHbIx cnUckoB Ha DPI ncnosb3yeTcs BblAeeHHbIN web
cepsep. FilterUl Bbirpy>aeT CNUCKK Ha OaHHbIA cepBep B NoAroToBseHHOM hopmaTe ans DPI.
Kaxxabin DPl cka4ymnBaeT OaHHble CMUCKK 1 NPUMEHSET B COOTBETBMU C npasuaamn. Tak xe FilterUl
BbIFPY>XaeT YHMKabHble NpaBuia Ha Kaxxabin DPIL. Mpu HeobxoaMMoCTn faHHbIE CANCKK
00BbeANHAIOTCA N NPUMEHSATCS Ha KaHan unn aboHeHTa.

XpaHeHue CTaTUCTUKH

KoMniekT NoCcTaBKW BKJIOYAET CUCTEMY XPaHEHUA OAaHHbIX U KOHCTPYKTOP OTYETOB, NO3BOJIAIOLLMN
CTPOUTb MPOU3BOJIbHbIE (M0JIb30BaTENbCKME) OTHETHI. KOHCTPYKTOP OTYETOB NpeaHa3HavyeH ans
noJly4eHna CTaTUCTMKKU NO NoJib30BaTenaM, onepaTtopam, IP-agpecam, noaceTsiM, aBTOHOMHbIM
cMcTeMaMm, CeTeBbIM MPOTOKONAM, MPUKIALAHBIM MPUAOXKEHNUAM N NX KOMBUHaLMK, 4To obecneynBaeT
ANS 3aKa34mMKa NOJHY0 NPo3paYvyHOCTb CETU, a Takxe noaaepxky Quality of Experience. Cuctema
MO3BOJISIET XPaHUTb KakK Cbipble AaHHble IPFIX, Tak 1 faHHble B arpermpoBaHHOM BuAe.

Pe3epBupoBaHue

KnacTep obecneyunBaeT pesepsuposaHue no npuHumny N+X, yepes nobasneHne n3bbiToO4HbIX Y3108
DPI. B cnyyae oTkasa 04HOM0 WK HECKONbKKX Y3108 DPI, B 3aBUCMMOCTU OT 3aJ10)KEHHOW
«MPOYHOCTM» Npon3ongeT nepedanaHcMpoBKa Tpaduka. banaHCMPOBLUMK BbiBeLET U3 paboThl
cObOoMHbIV y3en n nepeHanpasuT Tpaguk Ha ocTaswwmecsa DPI. B cnyyae, eciv U3 CTPOS BbILLO
fosibLLee KOIMYeCTBO YCTPONCTB UM BanaHCMpoBLLMK — cucTema byfeT BobiBefieHa B bypass
(noBepeHune HacTpamnaemoe). Kaxxabin y3en DPI reHepupyeT heartbeat coobueHns B CTOpoHy
yCTpoincTs 6anaHCMPOBKK, @ Te B CBOIO 04epelb YyNpaBasoT HenocpeacTBEHHO bypass
KOMMYyTaTOpaMu, KOTOpble C OAHON CTOPOHbI OTC/IEXMBAIOT COCTOAHME CUTHaa B JIMHUN, a C APYron
— COCTOSIHME NUTAHUS U NpPorpaMMHoOro obecneyvyeHus, To ecTb pabotocnocobHocTb kKnacTtepa DPI u
6anNaHCUPOBLLMKOB B LLE/IOM.
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MacwTtabupoBaHue

|-|pI/IHLI,VII'IVIaJ'IbHOVI 0COBEHHOCTbLIO CUCTEMBI SABASETCSH €€ npocToe MaCLIJTa6VIDOBaHVIe — YBeJin4eHne

NPONYCKHOW CNOCOBHOCTM NPONCXOAUT 3a CHET JIMHENHOr0 HapaLlMBaHUS KoJimyecTsa ycTponcTs DPI
1 6anaHCMpPOBLLMKOB B CMCTEME.
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