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MHcTpyKuum no yctaHoBke CKAT no cxeMe Ha
3epKaso Tpaduka

1. YcTtaHoBuTe 1 3anyctute CKAT. TpeboBaHus No yCTaHOBKeE.

2. YcTtaHoBuTe IP agpec.

3. B Service Desk noganTe 3asBKy Ha yCTaHOBKY nunueH3nn n fastDPI.
4. Tlocne nx yCTaHOBKW HeobxoaMMo BHECTU Cnepytoume napameTpsbil:

HacTpouTb nprvem 3epkasna u OTBET:

I3MeHeHne HaCcTpoeK OCYLEeCTBASETCS C NOMOLLbIO pefakTMpoBaHus ana KoHGUrypaumum
/etc/dpi/fastdpi.conf. Jonyctum, CKAT noaknoyeH cneayiouimm obpasom:

e dnal, dna2, dna3 --- npuHMMalOT 3epKaso Tpaduka;
e dnal --- NOAKIIYEH K MapLLUPyTU3aTOopPy, KOTOPLIA MPUHUMAET 1 NepeHanpasiseT OTBEThI
aboHeHTaM 1 B UHeT.

Ins HacTpoiku DPI B pexxume 3epKannpoBaHns B KOHQUIypaLun HY>KHO YKa3aTb cliefytoLlee:

YCTaHOBUTbL B KOHUIypaLuUy A5 BXOAAWMX NOPTOB 1n_dev nopTbl, KOTOPbIE NPUHNMAIOT 3epKasio
Tpaduka:

in dev=dnal:dna2:dna3

YCTaHOBUTb B KOHGMUIypaLmumn ANis ncxoasawmx noptos tap dev nopT, Ha KOTOPbLIA OTNpPaBAseTCs
OTBET 0 Nepeagpecaunm:

tap dev=dna0

YKa3aTb pexxum paboTbl --- aCUMMETPUYHbIN:
asym mode=

YKa3aTb HanpasfieHne oTBeToB tap dev:
emit direction=

tap mode=

INns oTNpaBKW OTBETOB B peXNMe 3epKaJIMpoBaHWs MPaBWJIbHO MCMOJIb30BaTb
AononHuTenbHyt KapTy 1GbE, Hanpumep, intel i350 (+ nuueH3uto DNA),

@ CKOH(UIypupoBaTb B CUCTEME OTAENbHbLIA MNOPT A1 OTNPaBKM nepeagpecaunm
tap_dev, a 10GbE nopTbl 3agencTBOBaTbL NOA4 MOTOKW 3epKaiMpPOBaHHOIo Tpadurka
in_dev.

YKa3aTb, 4T0 Heobxoamnmo cbpacbiBaTh vian:
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strip tap tags=

MNponucate cMmeHy MAC:

replace source mac=00:25:90:E9:43: #- MAC agpec kapTbl out dev - dna0
replace destination mac=78:19:F7:0E:B1:F4 #- MAC aapec mapLupyTu3aTopa, niv
MapLUPyTU3NPYIOLLEr0 KOMMYyTaTopa

YCTaHOBUTb KOIMYECTBO NOBTOPOB, €CAN €CThb NOTEPU B CETU:

emit duplication=

#Ige 3 - 5To0 KOIMYeCTBO NOBTOPOB (Ayb1er) nakeTta ¢ peANPeKkToM niv 6J10KUPOBKOU

CxeMa peanusauuu u onucaHue padorbl

(=]

Mpun obHapy>xeHnn 3anpoca Ha 3anpeweHHbn pecypc CKAT oTnpaBnseT B CTOPOHY
aboHeHTa (IP1) HTTP Redirect ons nepeagpecauunm 3anpoca Ha CTPaHULY-3aryLuKy.
@ B cTopoHy 3anpeuweHHoro pecypca (IP2) Hanpasnsetcsa nakeT TCP RST, KoTopbin
cbpacbiBaeT coeguHeHune. bnokuposka (HTTPS) m nepeappecaunsa (HTTP)
nponcxoamnT, Tak Kak CKAT oTBeyaeT Ha 3anpoc oT IP1 6wicTpee 4em IP2.

3aronoBok oreeTHoro IP nakeTa

Destination MAC --- MAC agpec nopTa MapLupyTusaTopa, Kyaa noAakjto4eH OTBETHbIN JINHK.
Source MAC --- MAC agpec KapTbl out dev.

Source IP --- |IP agpec 3anpeleHHoOro pecypca IP2.

Destination IP --- IP agpec nonb3oBaTtens IP1.

NMpuMep HACTPOUKMK MapLUpyTU3aTOpa

MopT Ha MapLwpyTMnsaTope, Kyaa BKOYeH OTBETHbIN NMHK 0T CKAT, fosixeH bbiTb
CKOH(UrypmpoBaH Kak 06bl4HbIN L3 nopT. 3agada npuHATb nakeT oT CKAT 1 Ha ocHoBe 06Lwmnx
Tabavu MapwpyTU3auum HanpasuTb ero aboHeHTY.

Mpumep KOHpUrypaumun:
B cTopoHy Juniper MX nogknto4eH ethl

#Ha cTtopoHe MX HacTpoviku:
description from SKAT redirect;
unit

family inet



address a.b.c.d/30;

Cbop cTaTUCTUKMU

http parse reply=1

netflow=8

netflow full collector type=2

netflow dev=eth3

netflow timeout=20

netflow full collector=172.18.254.124:1500
netflow rate limit=30

netflow passive timeout=40
netflow active timeout=120

#URL upload

ipfix dev=eth3

ipfix_tcp collectors=172.18.254.124:1501
ipfix observation=127

#SIP
ipfix meta tcp collectors=172.18.254.124:1511
rlimit fsize=32000000000

,El,aane|7|UJ|/|e HaCTpOVIKI/I npon3BoaAaATCAa B 3aBUCMMOCTU OT TOro, KakKne KOMMOHETHI NJIaHNPYyeTCA
NCroJsib30BaTb 1 pPacCnnCaHbl B pa3nene 3B COOTBETCTBYIOLLNX KOMIMNOHEHTAaX.
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