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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

MuHuManbHble TpeboBaHus

MO CKAT paboTaeT Ha x86 cepBepax obLiero Ha3HayeHNs, KOTopble yCTaHaBANBAOTCS B 19
LIONMOBYIO CTONKY U nmetoT fybnmnposaHHoe nuTaHne AC/DC 1 BEHTUAATOPbI OXNaXXAEHNS.
BcnencTsume BbICOKOM CTEMEHN ONTUMM3ALMM KOLA U UHTErpauum ¢ ">xenesom", npeasvasnser
HekoTopble ocobble TpeboBaHMA K ero CocTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona nm3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCHA C pekoMmeHAyeMbiMu TpeboBaHUAMU W©
cornacosaTb ¢ npeactasutenamm VAS Experts nam Hawmmmn napTHepamu cepsep AN
ycTtaHosku 0.

OaMH npoueccop C noaaepxkom MHCTpykumin SSE 4.2 HadnHas ¢ Intel Nehalem u
AMD EPYC Zen2 c konu4ecTtBoM sapep 4 n 6bonee, 62308011 TaKTOBOM 4acCTOTOMN OT

CPU 2.5 I'Ty v BbIWE.
ICKAT paboTaeT To/IbKO C OAHUM NpoLeccopom!
RAM Ot 8 T'b, Heobx0AMMO yCTaHaBAMBaTb MOAYJIM NaMATM BO BCe KaHaNbl Npoueccopa
Ha MaTepMHCKOWN nnaTte
Ona pa3smeterHnsa OC u MO CKAT Heobx04MMO NCMOb30BaTh 2 AUCKA EMKOCTbIO OT
256I'b, obbeanHeHHble B RAID 1 (3epkasno). Heobxoaumo ncnonb3oBaTh annapaTHbIN
SSD Disks RAID koHTposinep. B npuoputeTe - aucku NVMe SSD (B popM-thakTope M.2, U.2 nnn

nnaTbl pacwmpeHns PCl Express). Ecav nnaTdopMa He NOAAEPKUBAET AaHHbIA TUN
HoCMTenein, To pekoMeHayeM ncnonb3osaTb SATA/SAS SSD (DWPD>=1) smecTo HDD

Ko/iM4ecTBO CeTEBbIX
nopToB

MunHMMyM 3 nopTa: oAMH 011 yrpaBneHusa no SSH (nobo YynnceT) n aBa ans
06paboTKM Tpathka — ceTeBble KapThl Ha YMMNCETax C NOAAEP)KKON TEXHOIOr NN

DPDK. AkTyanbHas Bepcua DPDK — 25.11.



http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

MNopopepxnBaeMble
CeTeBble KapThbl

PekoMeHayeTcs UCMo/b30BaTh TONLKO NPOTECTUPOBAHHbIE KapThbl Ha YMnceTax
Intel” ¢ konnyecTsoM nopTos 2, 4 1 6°. Hanbonee nonynspHbie MoOAENU:

1GbE uHTepdenchb!:

- e1000 (82540, 82545, 82546)

- el1000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9, ICH10, PCH, PCH2, 1217,
1218, 1219)

- igh (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)

- igc (1225)

10GbE uHTepdencsi:

- ixgbe (82598, 82599, X520, X540, X550)

- i40e (X710, XL710, X722, XXV710)

- mIx5 (ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx, ConnectX-7)

25GbE uHTepdenchol:
- i40e (X710, XL710, X722, XXV710), ice (E810, E822, E823)
- mIx5 (ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx, ConnectX-7)

Mopbop nnatdopmbl ansa 40G / 100G nHTtepcheincoB peKkoMeHayeM aenatb
yepes napTHepoOB..

100GbE nHTepdencbl, HeobxoaMMa MaTepUHCKan nNaaTa ¢ noapep>xkoun PCle
4.0 x16 u Bbiwe. LLnHa PCle 4.0 x16 nogaep»xuneaeT 256Gbps B Kaxxa10M
HanpaB/ieHMM, HO BaXKHO obpallaTe BHMMaHWE Ha npon3BoanTenbHOCTb 100G
ceTeBbIX KapT. Huxe npencraBneHbl ocobeHHocTn and KapT Intel n NVIDIA (Mellanox)

- ice (Intel E810 (E810-CQDA2, ycnewHble TeCTbl). He TecTupoBanuch:
E810-2CQDA2, Intel E830, E610

KapTa Intel E810-CQDA2 (2x100GbE) cornacHo ot4yeTy Test 3 FapaHTUPOBaHHO
obpabaTbiBaeT 0o 100Gbps in + out Tpaduka B inline nnm on-stick pexxnme Ha KapTy.
Mpwn Internet Mix 310 90G download + 10G upload. BaXHO y4uTbIBaTb HE TONLKO
CKOpOCTb Tpatuka B Gbps, HO 1 PPS, T.K 4nn KapTbl UIMEET Pa3Hyo NPOMYCKHYIO
crnocobHoCTb B 3aBUCUMOCTM OT PPS.

B in-line pexxume ncnonb3lyetcs ABa NopTa Ha KapTe. OpveHTauus NopToB in (K
aboHeHTamM), out (B MHTEPHET).

B on-stick pexvmMe pekoMeHOyeTCs UCMO/b30BaTh TOSIbKO OAUH MOPT Ha
AByxnopToBo# kapTe 100GbE E810-CQDA2, T.K. CyMMapHas nponyckHas
CnocobHOCTL KapTbl OrpaHuyeHa. MNpu ncnonsb3oBaHmm on-stick Tpaguk in+out
ABaXkabl NPOXOAUT Yepes nopT.

KapTta Intel E810-2CQDA2 (2x100GbE) nmeeT BaBoe 60/bLLYI0
npon3BoAUTENBHOCTL. MpeanonoxutensHo obpabaTeiBaeT Ao 200Gbps in + out
Tpaduka B inline nnm on-stick pexxmme Ha KapTy Npu UCNOJb30BaHUN ABYX MNOPTOB.
3annaHunpoBaHbl TecTbl. KapTa E810-2CQDA2 nMeeT WNPOKKiA Npothnib 1
yBeNIMYeHHbIE pa3mepbl 0THocUTeNbHO EB10-CQDA2, 4yTo TpebyeT onpeneneHHOro
Kopnyca cepsepa.

- mix5 (ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx, ConnectX-7)
KapTta NVIDIA (Mellanox) MCX623106AN-CDAT (2x100GbE) cornacHo oTyeTy
Test 3 NapaHTUpoBaHHO obpabaTbiBaeT go 200Gbps in + out Tpadumka B inline nan on-
stick pexxume Ha kapTy. Ho He nopgnepxuBaeT RSS ons PPPOE Tpaguka, 4To
KPUTMYHO AN paBHOMEPHON BanaHCUPOBKM Harpy3kKm no aapam.

Ona BRAS PPPoE HeobxoouMo ucnonb3zoBatb 100G kapThl TonbKo Intel (Ha
kaptax NVIDIA (Mellanox) HeT nogaep>xku RSS ana PPPoE tpacduka, RSS
No3BOJNIAET CAeNaTh NpeaBapuTenbHylo 6anaHCcUpoBKY Tpaduka Ha CaMOM
KapTe U pacnpenesnuTb NOTOKU cpepmn aucnetyepos). Tak Xe y kapT NVIDIA
(Mellanox) BcTpeuaeTca ownbka o6paboTku oguHo4yHoro Tera VLAN,
noTeHuManbHbIA cnocob pewweHun - ucnonb3osBatb QinQ. NMoapepxka
ConnectX-4, ConnectX-4 Lx npekpalweHa B TeKkyw,eu sepcun DPDK.



https://fast.dpdk.org/doc/perf/DPDK_25_11_Intel_NIC_performance_report.pdf
https://en.wikipedia.org/wiki/Internet_Mix
https://fast.dpdk.org/doc/perf/DPDK_25_03_NVIDIA_NIC_performance_report.pdf

Mopnep>xka Bypass

1GbE

PeannsosaHa ans kapt nponssoacTea LR-LINK n Silicom 100GbE, 40GbE, 10GbE n

Mnatdopma CKAT 3anyckaeTcs TosbKO nog ynpasaeHunem OC VEOS.
0 Mpn noabope obopynoBaHMA y4nTbIBanTe UHDOPMaLMIO B pasgene MNpumedaHns K
obHoBneHnsm VEOS

PekoMmeHayeMble TpeboBaHuA

Mpon3BOAMTENBHOCTL CEpBEPa ONpeaensaeTcs NCXOAs U3 NUKOBbIX 3HaYeHU Tpaduka B KaHane. Mpu
Bblbope CPU, RAM Heobx0o4MMO y4nTbIBaTb, YTO pacyeT npeacTasfieH 418 CUMMETPUYHOro Tpaduka,
KOTOPbIA B KaXKA0M HanpaB/IeHUN He MPeBbIlaeT yKa3aHHble 3Ha4YeHUs. 3TO 03Ha4YaeT, YTo Npu
yCTaHOBKE B pa3pbliB A5 MMKOBOro Bxoaswero Tpaduka 12 rémut/c (Max IN Tpaduk) Heobxogmmo
npuobpetaTtb AnueH3mto CKAT-40 n nnatdopmy ¢ napametpamum oanH CPU ot 12 spep, RAM oT 64GB.
Heobxonumo otknto4nTh Hyperthreading Ha cepsepe: Npu BKAIOYEHHOM HT Mbl HE MOXEM
rapaHTUpOBaTb KOPPEKTHY0 paboTy cepsuca.

10x100G

RAM, GB
HeobxopuMo B Packet per
cTanaBnuBath - PYaHTbl second B
Konuuecreo|” W LER Kon-Bo
Max Moaynu . (MunnuoHax KonuyecTtso KonuvectBo
Max IN Aapep Ha konuyectea |Public
Tpaduk ouT Bepcus omun CPU namaTH BO BCe nooToB ons  |IP npu aboHeHTOB |K0ONMYECTBO HOBbIX
p Tpaduk|CKAT QAMH . |KaHanbl P A 6asoBon (1Mbps per (ceccuu ceccuu B
roumr/c C YacToTOMU nopkniovyeHumeB NAT X
réur/c npoueccopa [, . yacTtoTe subscriber) CeKyHay
ot 2,5y Ha in-line nnn pool CPU ot
MaTepPUHCKOIH on-stick 2,5y,
nnare
1o 3 1o 3 CKAT-6 |4 16 6x1G, 2x10G (100 1,5Mpps (3K 3M 100K
o5 no 5 CKAT-10 |6 32 2x10G 500 1,5-2M pps (5K 5M 200K
1010 |go1l0 |CKAT-20 |6 48 2x10G, 4x10G (1000 |3-4Mpps |10K 10M 300K
0020 |po20 |[CKAT-40 (12 64 gi}lgg 2x25G, 2000 [6M pps 20K 20M 400K
18 Intel 8x10G, 4x25G,
0030 |po30 |CKAT-60 6242R 96 2x40G, 2x100G 3000 |9M pps 30K 30M 600K
22 Intel 8x10G, 4x25G,
no40 |no40 |[CKAT-80 6248R 128 4x40G. 2x100G 4000 |12M pps 40K 40M 800K
28 Intel
6258R 10x10G,
0050 |po50 |CKAT-100|26 Intel 5320|160 4x25G, 4x40G, (5000 |15M pps 50K 60M 1000K
32 AMD 2x100G
7502P
12x10G,
1060 |n060 |CKAT-120(84AMD 7713|149, 6x25G, 6x40G, |6000 |18M pps  |60K 72M 1200K
64 AMD 9534
2x100G
14x10G,
1070 |n070 |CKAT-140|%% AMD 7713}, 8x25G, 8x40G, |7000 |[20M pps | 70K 88M 1300K
64 AMD 9534
4x100G
20x10G,
10100 |30100 |CKAT-200(84 AMD 7713)55¢ 8x25G, 8x40G, |10000 [22M pps | 100K 120M 1700K
64 AMD 9534
4x100G
16x25G,
0150 |po 150 [CKAT-300(96 AMD 9654|384 10x40G, 12000 (27M pps 150K 180M 2000K
6x100G
128 AMD 16x25G,
0200 |po 200 [CKAT-400 512 14x40G, 15000 (33M pps 200K 240M 2500K
9754
8x100G
160 AMD 24x25G,
10300 (o 300 |CKAT-600 9845 768 16x40G, 20000 |37M pps 250K 300M 3000K



https://lr-link.com/ru/products/Cyber-Security-Adapters/Bypass-Network-Adapters.html
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9845.html
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9845.html

RAM, GB
Heob6xonuMo B Packet per
apuaHThl
ycTaHaBauBaTh second B
Konunyectso W LER Kon-Bo
Max Monynu . MmunnuoHax Konuyectso Konunyectso
Max IN apep Ha konuyectBa |Public 6
Tpaduk ouT Bepcus omun CPU namaTH BO Bce noptos ans  |IP npu 3 aboHeHTOB Konwtecnao HOBBIX
rowT/c Tpadpuk|CKAT Lc yacroron KaHanel noakodYenmnels NAT 6asoBon (1Mbps per (ceccuu ceccun B
réur/c npoueccopa | # yacTtoTe subscriber) CeKyHay
ot 2,5y Ha in-line nnm pool CPU ot
MaTepPUHCKOIH on-stick 2,5y
nnarte
192 AMD 28x23G,
10400 |po 400 [CKAT-800 1024 20x40G, 24000 |[40M pps 300K 360M 3500K
9965 12x100G

Ba)xHble MOMeHTbI Npy noabope cepeepa:

1. MO CKAT mcnonb3yeT TONIbKO OAMWH NpoLEcCcop M3-3a BJINAHUA Ha

npoussoamTensHocTb NUMA ons ABYyXnpOLECCOPHbIX KOHDUTYpaLIni.

. Mpwn BbIbOpe CPU HeobxoaumMo yunTbiBaTh Da30BYI0 4acTOTY, YEM Bbille
YacToTa, TeM 60Jblle NPOU3BOANTENIbHOCTb.

. PekomeHpyeTtca bOpatb obopymoBaHue ¢ 3anacom 20-30% ot
nnaHupyeMoro TpaduKa, € uenblo npeaoTepalleHUs neperpysku npu
DDoS aTakax u BO3MOXXHOCTM pocTa B Oyaywiem K npumepy, NS AULEH3NN
CKAT-40 B3aTb nnaThopmy CKAT-60.

. Ncnonb3oBaHue 100G vHTepdencoB BO3MOXHO TOJIbKO MpU MOCTaBKe
naaTgopMbl Yepes NnapTHepa C Lesibio KOHTPOJIA cneundmrKkaumm cepsepa.

. Ncnonb3oBaHue onuuun MonucuHr BuptyanbHoro kaHana (vChannel)
n/vnn MNonucuHr OOwero KaHana BneyeT AOMNOJHUTENbHbIE BHYTPEHHME
ON1OKNPOBKM, YTO CHMIXAET MPOM3BOAUTENBHOCTb cucTeMbl Ao 40G (npwu
ncnonb3oBaHum TBF) n go 20G (npw ncnonb3oBaHmm HTB) cymmapHoro Tpaduka
Ha vChannel nnun Ha obLem KaHase BHe 3aBUCUMOCTY OT KOJIMYeCTBa aaep.

. Kaxpble 256 nyonuunbix IP appecoB B NAT Pool (nopcetb /24)
notpebnsioT 5GB RAM. /23 = 10GB, /22 = 20GB, /21 = 40GB, /20 =
80GB, /19 = 160GB.

. B 3aBucumocTyn oT obbema MapLIpyTHOM MH(POPMaLUK, LONOAHUTENbHO ANA
MapuwpyTusatopa (Soft-Router) norpebyercs 4-8GB namaTwm.

TpeboBaHusa aona yctaHoBKu Ha VM

MO CKAT moxeT bbITb yCcTaHOBNEHO Ha BupTyanbHyto Mawwmnny (VM).
K VM npenbasnawTcs cnepyowmne TpeboaHms:

e [vnepsusop: VMware, KVM

e CPU He meHee 4 agep ¢ YacToTonm oT 2,5 T
e RAMoT 8ThH

e [Inckosoe npoctpaHcTeo oT 20 I'b

lpoBepka noarotoekn VM gns tecra:

OC CentOS: cat /etc/redhat-release


https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9965.html
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9965.html
https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_multi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_multi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_settings

Cent0S Linux release 8.5.2111 (Core)
OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal: 16254744 kB

MpoBepka npuHafieXxHoOCTH Bcex aaep kK ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id 1 0

KonnyecTso agep: grep "cores" /proc/cpuinfo |sort -u

Cpu cores 4

NHTepdencos 0omkHO ObITb He MeHee Tpex (OBa ons Tpaduka v 0ANH AN aAMUHUCTPUPOBAHNSA):
Ispci | grep Ethernet

Ob:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

Ona pabotbl DPI B BupTyanbHOW cpene HeobxoaumMo B HaCcTpomkax Security
BMPTYyaJibHbIX CETEN, B KOTOPbIX COCTOAT in_dev 1 out_dev paspelwnTsb:

@ e Promiscuous mode Accept
e MAC address changes Accept

e Forged transmits Accept

PekoMeHpoOBaHHaA pa3MeTKa d)aﬁﬂOBOﬁl CUCTEMbI

FS popmaT: extd

Tvn gucka Tun RAID
2x960GB SSD SATA|RAID-1

Touyka MOHTUpOBaHuA|Pa3zMep noruyeckoro paspena, GB/Tun gucka

/boot 1 2x960GB SSD - RAID-1
/ 128 2x960GB SSD - RAID-1
/SWAP 4 2x960GB SSD - RAID-1

/var All available 2x960GB SSD - RAID-1




1)
€CJ11 Balla KapTa HE BXOAUT B CMNCOK OTTECTUPOBaAHHLIX, TO r|0Tpe6yeTc;| agantaumsa MO,

pa3paboTka 1 AOMNOSHUTENbHOE TECTUPOBAHNME
2

KOHKPETHbIN CMNCOK MOAENEN He NPUBOANTCSA, TaK Kak eCTb 04eHb 6onbLuon Beibop nponssoanTenen
3TUX KapT: oT camoro Intel go 6peHampoaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 0ecaTKOB APYrux, a Tak)Xe BCTPOEHHbIE KapTbl HA MaTEPUHCKOM NiaTe Wan B
coctaBe SOC
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