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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

MuHuManbHble TpeboBaHus

MO CKAT paboTaeT Ha x86 cepBepax obLiero Ha3HayeHNs, KOTopble yCTaHaBANBAOTCS B 19
LIONMOBYIO CTONKY U nmetoT fybnmnposaHHoe nuTaHne AC/DC 1 BEHTUAATOPbI OXNaXXAEHNS.
BcnencTsume BbICOKOM CTEMEHN ONTUMM3ALMM KOLA U UHTErpauum ¢ ">xenesom", npeasvasnser
HekoTopble ocobble TpeboBaHMA K ero CocTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona nm3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCHA C pekoMmeHAyeMbiMu TpeboBaHUAMU W©
cornacosaTb ¢ npeactasutenamm VAS Experts nam Hawmmmn napTHepamu cepsep AN
ycTtaHosku 0.

OaMH npoueccop C nogaep)XXkon HCTpykumin SSE 4.2 HaumHas ¢ Intel Nehalem u
AMD EPYC Zen2 c konu4yecTBoM agep 4 n 6onee, 6230801 TaKTOBON 4YaCTOTON OT

CPU 2.5 Ty u BbIWeE.
!CKAT paboTaeT To/1bKO C O4HUM NpoLeccopom!
RAM Ot 8TH, Heoﬁxq,uMMo yCTaHaBAMBaTb MOOY/N NaMATX BO BCe KaHasbl npoueccopa
Ha MaTepPUHCKON niaTte
Ons pa3meweHns OC n MO CKAT HeobxoAMMO NCNOb30BaTb 2 AUCKA EMKOCTbIO OT
256I'b, obbeanHeHHble B RAID 1 (3epkano). Heobxoammo ncnonb3oBaTb annapaTHbIN
SSD Disks RAID koHTponnep. B npuoputeTte - aucku NVMe SSD (B hopm-thakTope M.2, U.2 nnu

nnatbl pacwmpenuns PCl Express). Ecnu nnaTdopMa He NoaaepXMBaeT AaHHbIN TUM
HoCUTeNewn, To pekoMeHayeM ncnosb3oatb SATA/SAS SSD (DWPD>=1) smecTto HDD

KonnyecTBo CeTeBbIX
nopToB

MuHumyM 3 nopTa: ogMH 414 ynpasaeHus no SSH (nobo yunceT) n gBa ans
06paboTKky TpadmKa — CeTeBbIE KapTbl Ha YMMNCETax C NOAAEPXKKON TexHonorum DPDK.
AkTyanbHas Bepcus DPDK — 25.11.



http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

MNopnepxnBaemMble
ceTeBble KapTbl

PeKOMeH/lyeTCs 1CMoJb30BaTh TONLKO NPOTECTUPOBAHHbIE KapThl HA YMMNCETax
Intel” ¢ Konnyectsom nopTos 2, 4 1 6”. Hanbonee nonynspHsIe MOAENN:

1GbE nHTepdenco:

- e1000 (82540, 82545, 82546)

- e1l000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9, ICH10, PCH, PCH2, 1217,
1218, 1219)

- igb (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)

- igc (1225)

10GbE uHTepdemncsi:

- ixgbe (82598, 82599, X520, X540, X550)

- i40e (X710, XL710, X722, XXV710)

- mix5 (ConnectX-4, ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx,
ConnectX-7)

25GbE nHTepdench:

- i40e (X710, XL710, X722, XXV710), ice (E810, E822, E823)

- miIx5 (ConnectX-4, ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx,
ConnectX-7)

Mop6op nnatdopmbl ans 40G / 100G nHTepdencoB HY)KHO NPOBOAUTL
coBMecTHO ¢ BAC 3kcnepTc uau napTHepamm

100GbE mHTepdeiicbl, HeobxoaMMa MaTepUHCKaA naaTta c noaaep>xkoi PCle
4.0 x16 u Bbiwe. LLnHa PCle 4.0 x16 nopnepxueaeT 256Gbps B Kaxxao0M
HanpasAeHMU, HO BaXkHO obpallaTb BHMMaHWe Ha npon3BoanTensHoCcTb 100G ceTeBbIX
KapT. Hnxe npenctaBneHbl ocobeHHocTn ans kapT Intel n NVIDIA (Mellanox)

- ice (Intel E810 (E810-CQDA2, ycnelwiHble TecTbl). He TecTUpOBanuCh:
E810-2CQDA2, Intel E830, E610

KapTa Intel E810-CQDA2 (2x100GbE) cornacHo ot4eTa Test 3 NapaHTUpOBaHHO
obpabaTbiBaeT Ao 100Gbps in + out Tpaduka B inline nnm on-stick pexxume Ha KapTy.
Mpwu Internet Mix 310 90G download + 10G upload. Ba>HO y4nTbIBaTh HE TONbKO
CKOPOCTb Tpadmka B Gbps, HO 1 PPS, T.K 4UN KapTbl UMeeT pa3Hyo NPOnyCKHYIo
CNocobHOCTb B 3aBNCMMOCTM OT PPS.

B in-line pexxume ncnosb3lyeTtcs ABa nopTa Ha KapTe. OpueHTaumsa NopTos. in (K
aboHeHTaM), out (B MHTEpHET).

B on-stick pexume pekomeHAyeTCs UCNOJSIb30BaTb TObKO OAMH MOPT Ha
AByxnopToBon kapTe 100GbE, T.K. cyMMapHas nponyckHas cnocobHOCTb KapThbl
orpaHuyeHa. Mpn Mcnonb3oBaHUN ABYX NMOPTOB Ha KapTe Ha KaxkAblA NopT He Bonee
50Gbps in+out.

KapTta Intel E810-2CQDA2 (2x100GbE) nmeeT BaBoe 6onbluyto
Npoun3BOAUTENLHOCTL. MpeanonoxutensHo obpabaTtsiBaeT o 200Gbps in + out
Tpagumka B inline nnu on-stick pexxnme Ha KapTy Npy NCNOJIb30BaHUW OBYX MOPTOB.
3annaHunposaHbl TecTbl. KapTa E810-2CQDA2 umeeT WMpPOKUN nponsib u
yBennyeHHble pa3mepbl 0THocuTenbHOo E810-CQDA2, 4yTo TpebyeT onpeaeneHHoro
Koprnyca cepsepa.

- mIx5 (ConnectX-4, ConnectX-5, ConnectX-6, ConnectX-6 Dx, ConnectX-6 Lx,
ConnectX-7)

KapTta NVIDIA (Mellanox) MCX623106AN-CDAT (2x100GbE) cornacHo otyeTa Test
3 FapaHTMpoBaHHO obpabaTeiBaeT fo 200Gbps in + out Tpaduka B inline nan on-stick
pexume Ha KapTy. Ho He nopnepxusaeT RSS ans PPPOE Tpadumka, 4TO KpUTUYHO ANiA
BRAS.

Ona BRAS PPPoE HeoOxoaumo ucnonb3oBatb 100G kapThl TonbKo Intel (Ha
kaptax NVIDIA (Mellanox) HeT nogpep>xku RSS pna PPPoE tpacduka, RSS
nNo3BoJIfeT cAenaTh NpeABapuMTesbHYI0 6anaHCMPOBKY TpadukKa Ha caMo#
KapTe ¥ pacnpepenntb NOTOKKU cpeau aucnetyepos). Tak Xxe y kapT NVIDIA
(Mellanox) owubka 06paboTku oguHo4Horo Tera VLAN, noTeHUMaNbHbIA
cnocob pewweHun - ucnonb3osaTtb QinQ.



https://fast.dpdk.org/doc/perf/DPDK_25_11_Intel_NIC_performance_report.pdf
https://en.wikipedia.org/wiki/Internet_Mix
https://fast.dpdk.org/doc/perf/DPDK_25_03_NVIDIA_NIC_performance_report.pdf
https://fast.dpdk.org/doc/perf/DPDK_25_03_NVIDIA_NIC_performance_report.pdf

IMopaepxka Bypass

|Pean|/|3OBaHa ans kapt npomssoacTsa Silicom 100GbE, 40GbE, 10GbE 1 1GbE

Mnatdopma CKAT 3anyckaeTcs ToJIbKO nog ynpasaeHunem OC VEOS.
1) Mpn noabope obopynoBaHMA y4nTbIBanTe UHDOPMaLMIO B pasgene MNpumedaHns K
obHoBneHnsm VEOS

PekoMmeHayeMble TpeboBaHua

Mpon3BOAMTENBHOCTb CEpBEPa ONpeaensaeTcs NCXOAs U3 NUKOBBIX 3HaYeHU Tpaduka B KaHane. Mpu
Bbibope CPU, RAM Heob6x0AMMO y4nTbIBaTh, YTO pacyeT NpeacTaBieH 419 CUMMETPUYHOr0O Tpaduka,
KOTOPbIA B KaXKA0M HanpaB/IeHUN He MPeBbIlaeT yKa3aHHble 3Ha4YeHUs. 3TO 03Ha4YaeT, YTo Npu
YyCTaHOBKE B pa3pbiB A1 MMKOBOro Bxoaswero Tpaduka 12 réut/c (Max IN Tpaduk) Heobxogmmo
npuobpetaTtb AnueH3mto CKAT-40 n nnatdopmy ¢ napametpamum oanH CPU ot 12 spep, RAM oT 64GB.
Heobxoaumo oTkno4nTh Hyperthreading Ha cepsepe: Npu BKAOYEHHOM HT Mbl HE MOXEM
rapaHTUpOBaTb KOPPEKTHY0 paboTy cepsuca.

RAM, GB
HeobxopauMo B Packet per
cTanaBnuBath o PYaHTbl second B
Konuuectso ’ W LER] Kon-Bo
Max Moaynu . (MunnuoHax KonuyecTtso KonuvectBo
Max IN ouT B apep Ha konuyectBa |Public 6 K
rpathuK epcua | L cpy |MaMATH Bo BCe nopros ans  |IP npu  |aGoHenToB |KosnM4ecTBO|HOBLIX
Tpaduk|CKAT QAMH . |KaHanbl 6asoBon (1Mbps per (ceccuu ceccuu B
roumr/c C YacToToM noaknovyenne B NAT X
réur/c npoueccopa [, . yacTtoTe subscriber) CeKyHay
ot 2,5y Ha in-line nnn pool CPU ot
MaTepPUHCKOIH on-stick 2,5y,
nnarte
1o 3 1o 3 CKAT-6 |4 16 6x1G, 2x10G (100 1,5Mpps (3K 3M 100K
no5 no5 CKAT-10 |6 32 2x10G 500 1,5-2M pps (5K 5M 200K
1010 |go10 |CKAT-20 |6 48 2x10G, 4x10G (1000 |3-4Mpps |10K 10M 300K
0020 |po20 |[CKAT-40 (12 64 gi}‘gg 2x25G, 2000 [6M pps 20K 20M 400K
18 Intel 8x10G, 4x25G,
0030 |po30 |CKAT-60 6242R 96 2x40G, 2x100G 3000 |9M pps 30K 30M 600K
22 Intel 8x10G, 4x25G,
no40 |no40 |[CKAT-80 6248R 128 4x40G. 2x100G 4000 |12M pps 40K 40M 800K
28 Intel
6258R 10x10G,
0050 |po50 |CKAT-100|26 Intel 5320|160 4x25G, 4x40G, (5000 |15M pps 50K 60M 1000K
32 AMD 2x100G
7502P
12x10G,
1060 |n0o60 |CKAT-120(84AMD 7713),4; 6x25G, 6x40G, |6000 |18M pps  |60K 72M 1200K
64 AMD 9534
2x100G
14x10G,
1070 |p070 |CKAT-140|%% AMD 7713);4, 8x25G, 8x40G, |7000 |[20M pps | 70K 88M 1300K
64 AMD 9534
4x100G
20x10G,
10100 |0 100 |CKAT-200(84 AMD 7713)55¢ 8x25G, 8x40G, |10000 [22M pps | 100K 120M 1700K
64 AMD 9534
4x100G
16x25G,
10150 |po 150 [CKAT-300(96 AMD 9654|384 10x40G, 12000 [27M pps 150K 180M 2000K
6x100G
128 AMD 16x25G,
0200 |mo200 [CKAT-400 512 14x40G, 15000 |(33M pps 200K 240M 2500K
9754
8x100G
160 AMD 24x25G,
10300 (o 300 |CKAT-600 768 16x40G, 20000 |37M pps 250K 300M 3000K
9845
10x100G
192 AMD 28x23G,
10400 |po 400 |CKAT-800 1024 20x40G, 24000 |40M pps 300K 360M 3500K
9965 12x100G



https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://wiki.vasexperts.ru/doku.php?id=veos:changelogs
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9845.html
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9845.html
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9965.html
https://www.amd.com/en/products/processors/server/epyc/9005-series/amd-epyc-9965.html

Ba)xHble MOMeHTbI Npu noabope cepeepa:

1.

MO CKAT ucnonb3yeT TONbKO OAMUH npoueccop M3-3a BAUAHUA Ha
npounssoanTensHocTb NUMA ona AByXnpouecCopHbIX KOH(UIypaLnn.

. Mpwn BbIGOpe CPU Heob6xoAMMO yuUTbIBaTb 6a30BYI0 4acTOTY, YEM Bhille

YyacToTa, Tem bonbLue NPon3BOANTENIbHOCTb.

. Pekomenpyetca bpatb obopypoBaHue ¢ 3anacom 20-30% oT

nnaHupyeMoro tTpacdumka, C uenbio NnpenoTBpaLleHUs neperpysku npum
DDoS aTakax U BO3MOXXHOCTHU pocTa B OyayuwieM K npumepy, oas AnMLEH3UN
CKAT-40 B3aTtb nnatgopmy CKAT-60.

. Ncnonb3oBauue 100G nHTepdenCcoB BO3MOXHO TOJIbKO MpW MOCTaBKe

nnaTdopMbl Yepes NapTHepPa C Liesbio KOHTPOIA cneuuduKaumm cepeepa.

. Ncnonb3oBaHue onuuu MonucuHr BuptyanbHoro kaHana (vChannel)

n/vmnn MonucuHr Obwero KaHana BneYeT OOMNOJHUTENIbHbIE BHYTPEHHUE
6/10KMPOBKMK, YTO CHMXAET NMPOU3BOAUTENBHOCTb cucTtembl go 40G (npw
ncrnonb3oBaHum TBF) n go 20G (npun ncnonb3osaHun HTB) cymmapHoro Tpaduka
Ha vChannel nnn Ha obuieM KaHane BHe 3aBUCUMOCTM OT KOJINYECTBa saep.

. Kaxpble 256 nyonuunbix IP appecoB B NAT Pool (nopceTtb /24)

notpebnsioT 5GB RAM. /23 = 10GB, /22 = 20GB, /21 = 40GB, /20 =
80GB, /19 = 160GB.

. B 3aBMCMMOCTM OT 06bEMA MapLLPYTHOR MHGOPMALUK, LONOJHUTENLHO NS

MapuwpyTusaTtopa (Soft-Router) norpebyercs 4-8GB namaTwm.

TpeboBaHusa pona yctaHoBKM Ha VM

MO CKAT moxeT bbITb yCTaHOBNEHO Ha BupTyanbHyto Mawwmny (VM).
K VM npegbasnsooTcs cnepyowmne TpeboBaHms:

e [vnepsu3sop: VMware, KVM

e CPU He meHee 4 apep ¢ yacToTom oT 2,5 1T
e RAMoT 8THb

e [lnckoBoe npocTpaHcTBo oT 20 I'b

MNposepka nogrotosku VM ns tecTa:

OC CentOS: cat /etc/redhat-release

Cent0S Linux release 8.5.2111 (Core)

OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal:

16254744 kB


https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_multi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_multi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_settings

MpoBepka NpuHafneXxHoCTn Bcex aaep kK ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id : 0

KonnyecTso snep: grep "cores" /proc/cpuinfo |sort -u

Cpu cores 1 4

NHTepdencos gomkHO bbITb He MeHee Tpex ([Ba Ana Tpadurka n 0AUH ANA a4MUHUCTPUPOBAHNS):
Ispci | grep Ethernet

0b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

Ons pabotbl DPI B BUpPTyanbHON cpene Heobxoammo B HacTpomKkax Security
BUPTYasbHbIX CETEN, B KOTOPbIX COCTOAT in_dev u out_dev pa3spewumnTs:

@ e Promiscuous mode Accept
e MAC address changes Accept

¢ Forged transmits Accept

PekoMeHpOBaHHaA pa3sMeTKa (pansioBon CUCTEMBbI

FS dopmaT: extd

Tvn gucka Tun RAID
2x960GB SSD SATA|RAID-1

Touka MoHTUpOBaHusa Pa3smep noruyeckoro paspena, GB Tun gucka

/boot 1 2x960GB SSD - RAID-1
/ 128 2x960GB SSD - RAID-1
/SWAP 4 2x960GB SSD - RAID-1
/var All available 2x960GB SSD - RAID-1

1)
€CJ11 Ballla KapTa HE BXOAUT B CMUCOK OTTECTUPOBAHHLIX, TO n0Tpe6yeTc;| agantaums MO,

pa3paboTKa 1 JOMONHUTENbHOE TeCTUPOBaHNE
2)

KOHKPETHbIN CANCOK MOAENEN He NPUBOANTCA, TaK Kak eCTb 04eHb 6onbLuon Beibop nponssoanTenem
3TUX KapT: oT camoro Intel no 6bpeHamposaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 [ecAaTKoB Apyrux, a TakXKe BCTPOEHHble KapTbl HA MaTEPUHCKON niaTe uin B
cocTaBe SOC
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