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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

CtaTbs B 6niore: Kak BblbpaTh cepep non CKAT

MuHuManbHble TPpeboBaHUA

MO CKAT paboTaeT Ha KoMNbloTepax 06LEero Ha3Ha4YeHns, HO, BCNEeACTBME BbICOKON CTEMNEHN
onTUMMU3aLMM KOa U MHTerpauum ¢ "xenesom", npeabsasaseT HeKoTopble ocobble TpeboBaHUSA K ero
COCTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona u3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCA C peKOMeHAyeMbiMu TpeboBaHMAMU K
cornacosatb C npeactasutenamu VAS Experts nnm HawmMmn napTHeEpaMn cepeep 44
ycTtaHosku 0.

OAauH npoueccop C NogaepXxkKon nHCTpykumn SSE 4.2 HavynHas ¢ Intel
CPU Nehalem n AMD EPYC Zen2 c konu4yecTBoM agep 4 u 6onee, 6a30Boi
TakToBOM YyacToTou ot 2.5 'y u BbiWe.

ICKAT paboTaeT TONbKO C O4HUM NpoLeccopom!

RAM OT 8 I'b, Heobx0AMMO yCTaHaBAMBATbL MOAYN MaMATV BO BCe@ KaHasbl
npoueccopa Ha MaTEPUHCKON nsaTe

Onsa pasmeweHnsa OC n MO CKAT HeobxoaMMOo UCNONb30BaTh 2 ANCKA
eMKOCTbI0 0T 25616, 06beanHeHHble B RAID 1 (3epkasno). Heobxoanmo

SSD Disks MCNonb30BaTh annapaTtHbln RAID KoHTponnep. B npuoputeTe - anckm NVMe
SSD (B hopm-thakTope M.2, U.2 unu nnatbl pacwmpeHus PCl Express). Ecnu
nnatopma He NOALEPXKUBAET AaHHbLIN TUM HOCUTENEN, TO PEKOMEHOYEM
ncnonb3oBaTb SATA/SAS SSD (DWPD>=1) smecto HDD

MuHumyMm 3 mopTa: OgMH N4 ynpasnaeHma no SSH (nobon 4unceT) 1 pBa
ans 06paboTku Tpaduka — ceTeBble KapThl Ha YMMNCeTax C NOALEPKKOM
TexHonorun DPDK.

KonnyecTBo ceTeBbIX
nopToB



https://vasexperts.ru/blog/skat/kak-vybrat-server-pod-skat/
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

Moanep>xnBaemble
ceTeBble KapThl

PekomeHOyeTCa UCMOJIb30BaTb TOJILKO NPOTECTUPOBAaHHbIE KApPTbl Ha
yuncetax Intel” ¢ KonnuecTsom nopTos 2, 4 1 6°. Hanbonee nonynspHble
MoLenu:

1GbE nHTepdenco:

- e1000 (82540, 82545, 82546)

- e1000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9, ICH10, PCH,
PCH2, 1217, 1218, 1219)

- igb (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)

- igc (1225)

10GbE uHTepdencol:

- ixgbe (82598, 82599, X520, X540, X550)
- i40e (X710, XL710, X722, XXV710)

- mix5

25GbE uHTepdgenco:
- i40e (XXV710)
- mix5

Ha MHorux cepsepHbix nnatgopmMmax HabnopaeTca orpaHnyeHune
nponyckHou cnocobHocTu pna 40G/100G nopToB, peKoMeHayeM
npuobpetaTbh 0bopyaoBaHME Y HALLMX NAPTHEPOB AJIA AaHHbIX
MHCTaNNALUNA

40GbE uHTepdencsi: (kapta x8 PCle 3.0 obnanaet MakCMManbHOM
nponyckHon cnocobHocTbio 64Gbps. Tem cambiM KapTa 2x40GbE nopTa
MoxxeT obpaboTaTb He 6onee 32Gbps in + 32Gbps out B inline pexnme. B on-
stick pexxume kapTa 2x40GbE nopTta MoxeT obpaboTaTh He 6onee 64Gbps
in+out Ha aBa nopTa. YTobbl He NCMbITEIBATb AAHHbLIE OrpaHNYeHuns,
PEKOMEHAYeTCS NCNOJIb30BaTh TO/IbKO OAMH NOPT Ha ABYXMNOPTOBON KapTe
40GbE

- i40e (X710, XL710, X722, XXV710)

100GbE uHTepdeicol, HeobOxoaMMa MaTepmHCKan naarta ¢
noppep>xkon PCle 4.0 x16: Kapta 2x100GbE nopta moxeT obpaboTaTth
Ha oauH nopT He 6onee 50Gbps in + 50Gbps out B inline pexxume. B on-stick
pexume kKapTta 2x100GbE nopTa moxeT obpaboTaTh He bonee 128Gbps
in+out Ha aBa nopTa. YTobbl He NCMbITEIBATb AAHHbLIE OrpaHNYeHuns,
PEKOMEHAYeTCs NCNOJIb30BaTh TOIbKO OA4MH NOPT Ha ABYXMNOPTOBON KapTe
100GbE

- mIx5 (Mellanox ConnectX-4, ConnectX-5 (MCX516A-CDAT), ConnectX-6)

- ice (Intel E810, EB10-CQDAZ2) - Heobxoammo ybeanTbCs, 4TO CTOUT CBEXas
firmware Ha kapTe intel: Ha paHHuX npolunBKax He rpornyckasaa GRE
TYHHEN

Onsa BRAS PPPoE Heobxoaumo ucnonb3sosatb 100G KapTbl TONLKO
Intel E810 (Ha kapTax Mellanox HeT noapep>XxkKu RSS ana PPPoE
Tpaduka)

MNMopopepxka Bypass

Peanu3oBaHa gns kapT npomssoactsa Silicom 100GbE, 40GbE, 10GbE u
1GbE

(!) Mnatopma CKAT 3anyckaeTca TonbkKo nog ynpasneHnem OC VEOS.



https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation

PekoMeHayeMble TpeboBaHuA

Mpon3BOAMTENBHOCTL CEpBEPA ONpeaensaeTcs NCXOAs U3 NUKOBBIX 3HaYeHU Tpaduka B kaHane. Mpu
Bbibope CPU, RAM Heobx04MMO y4nTbIBaTb, YTO pacyeT npeacTasfieH A1d CUMMETPUYHOro Tpaduka,
KOTOPbIA B KaXKA0M HarnpaB/IeHUN He MpeBbIlaeT yKa3aHHble 3Ha4YeHUs. 3TO 03Ha4YaeT, YTo Npu
yCTaHOBKE B pa3pbiB A1 MMKOBOro BxoasLlero Tpaduka 12 rémnt/c (Max IN Tpadmk) Heobxoanmo
npuobpetaTb AnueH3mnto CKAT-40 n nnatdopmy ¢ napametpamm oanH CPU ot 12 spep, RAM oT 64GB.
PekomeHayeTcs oTkMo4MTh Hyperthreading Ha cepeepe: npu BKJIKOYEHHOM HT Mbl HEe MOXXeEM
rapaHTUpOBaTb KOPPEKTHY paboTy cepsuca.

RAM, GB
Tun m Packet per
Heobxopumo
MMHUMaJNbHOE second B
KonuyecTtBo ycTaHaBNMBaTh Kon-Bo
Max KOJIN4eCTBO . |MMANMOHaX
Max IN agep Ha MOoAyNu Public
OouT Bepcusa nopToB, npu
Tpaduk oaud CPU |[namATH BO BCe IP .
r6uT/c Tpacduk CKAT DPI C YACTOTON |KaHaNbI KaXxpas napa | r 6asoBou
réur/c or 2.5 I'T NboLeccoba Ha mHTepcencos ool |acToTe
! 4 pot pal obcnyxuBaer P CPU ot
MaTepPUHCKOM
OAMH JINHK 2,5y
nnarte
no 3 o 3 CKAT-6 |4 16 6x1G, 2x10G 100 1,5M pps
no 5 no 5 CKAT-10 |6 32 2x10G 500 1,5-2M pps
nol0 |nol1l0 |CKAT-20 6 48 2x10G, 4x10G (1000 |3-4M pps
4x10G, 2x25G,
0020 |go20 |CKAT-40 |12 64 I%A0G 2000 |6M pps
18 Intel 8x10G, 4x25G,
0030 |po30 |CKAT-60 6242R 96 2%40G. 2x100G 3000 |9M pps
22 Intel 8x10G, 4x25G,
no40 |no40 |CKAT-80 6248R 128 4x40G, 2x100G 4000 |12M pps
28 Intel
6258R
1050 |1050 |CKAT-100 26 Intel 5320 |160 10x10G, 4x25G, 1555 |15 pps
4x40G, 2x100G
32 AMD
7502P
64 AMD 7713 12x10G, 6x25G,
no 60 |no60 |CKAT-120 64 AMD 9534 192 6x40G, 2x100G 6000 |18M pps
64 AMD 7713 14x10G, 8x25G,
po70 |(po70 |CKAT-140 64 AMD 9534 192 8x40G, 4x100G 7000 |20M pps
64 AMD 7713 20x10G, 8x25G,
0o 100 |po 100 |CKAT-200 64 AMD 9534 256 8x40G, 4x100G 10000 |22M pps
24x10G,
16x25G,
0o 150 |go 150 |CKAT-300 (96 AMD 9654 |384 10x40G 12000 |30M pps
6x100G
16x25G,
10200 (30200 |CKAT-a00 228 AMD 15,5 14406, 15000 |45M pps
9754 8x100G

Ba)xHble MOMeHTbI Npu noabope cepaepa:
1.MO0 CKAT ucnonb3yeT TOJIbKO OAMH NpoOLECcCOp M3-3a BIAUAHUA Ha
nponssogmTensHocTb NUMA gna OBYyXMNpOLLECCOPHbIX KOHGUIypauuni.



https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access

2.Mpu BbIOOpe CPU HeobOxopuMo yuuTbiBaTh 0Da30Byl0 4acToOTy, YEM Bhille
YyacToTa, TeM 6osnbLue NPON3BOANTENBHOCTb.

3. Mpwun ncnonb3osaHum CKAT DPI B ponu L2 BRAS (DHCP/ARP/PPPoOE
aBTOpM3aumA) HeoOXOAMMO YyYUThIBaTb OOMOJHUTESNIbHYIO Harpy3Ky, CBA3aHHYO C
aHa/IN30M KaXKAoro nakeTta no LOMOJIHUTENbHbIM NapaMeTpaM. 9TO BaeYeT pPoCT
notpebneHuna mowHocten CPU. B 3TUX CLeHapMAX PEKOMEHAYeTCA YBeNIMYUTb
KonunyectBo apaep CPU Ha 30%. Ona nuueH3suun CKAT-40 B34Tb nnaTtdopmy
CKAT-60.

4. Ucnonb3oBaHue 100G nHTepdencoB BOSMOXXHO TOJIbKO NPW NocTaBke naaTgopmel
Yyepes napTHepa C Lesblo KOHTPONS crneundukaumm cepeepa.

5.Ucnonb3oBaHue onuumn MonAUCUMHTr obuiero m BUpPTYyasZibHbIX KaHaNoB, NoO
Ceccumn BneYvyeT [OOMNONAHUTENbHblIE BHYTPEeHHUE O6N0KMPOBKMK, H4TO CHUXKAET
NPOV3BOLUTENIbHOCTb cucTeMbl 40 40G cymMMapHOro Tpamka BHe 3aBUCMMOCTU OT
KoJiInyecTBa agep.

6. Kaxxabie 256 nyonu4yHbix IP agpecoB B NAT Pool (nopceTsb /24) notpebnsior
5GB RAM. /22 = 10GB, /21 = 20GB, /20 = 80GB, /19 = 160GB.

TpeboBaHMAa ona yCTaHOBKM Ha VM

MO CKAT moxXeT bbITb yCTaHOBAEHO Ha BupTyanbHyto MawuHy (VM).
K VM npegbasnaoTcs cnepyowmne TpeboBaHms:

e [vnepsu3sop: VMware, KVM

e CPU He meHee 4 apep ¢ YacToTom oT 2,5 1T
e RAMoT8Tb

e [lnckosoe npocTpaHcTBo oT 20 I'b

[NpoBepka noarotosku VM nns tecra:

OC CentOS: cat /etc/redhat-release
Cent0S Linux release 8.5.2111 (Core)
OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal: 16254744 kB

lMpoBepka npuHaLneXxHoOCTn Bcex saaep k ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id 1 0

KonnyecTso sgep: grep "cores" /proc/cpuinfo |sort -u


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping

Cpu cores 4

NHTepdencos gomkHO 6bITb He MeHee Tpex ([Ba And Tpaduka n 0AUH ANA aAMUHUCTPUPOBAHNS):
Ispci | grep Ethernet

0b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

Ons pabotbl DPI B BUpTyanbHON cpene Heobxoammo B HacTpomKkax Security
BUPTYasbHbIX CeTEeN, B KOTOPbIX COCTOAT in_dev u out_dev pa3spewnTs:

e Promiscuous mode Accept
e MAC address changes Accept
¢ Forged transmits Accept

CucteMHble TpeboBaHua ansa mapwpyrtusatopa Soft-Router

B 3aBMCUMOCTM OT 06beMa MapLIPYTHON MHAOPMaLMK A0NOAHUTENLHO NnoTpebyeTca 4-8 b namsaTw.

1)
€C/IN Ballla KapTa He BXOAWT B CMIMCOK OTTECTUPOBaAHHbLIX, TO NnoTpebyeTtca aganTtauwms MO,

pa3paboTKa 1 JOMNONHUTEIbHOE TeCTUPOBAHMNE
2)

KOHKPETHbIN CMMCOK MoAesien He NPUBOANTCA, TaK Kak eCTb 04eHb 60/bLIoN BIOOP Npon3soaunTenei
3TWX KapT: oT camoro Intel go 6peHanposaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 0ecaTKoB OPYrnxX, a TakXXe BCTPOEHHbIE KapTbl HA MAaTEPMHCKOW NaaTe uan B
coctase SOC
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