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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

CtaTbs B 6niore: Kak BblbpaTh cepep non CKAT

MuHuManbHble TPpeboBaHUA

MO CKAT paboTaeT Ha KoMNbloTepax 06LEero Ha3Ha4YeHns, HO, BCNEeACTBME BbICOKON CTEMNEHN
onTUMMU3aLMM KOa U MHTerpauum ¢ "xenesom", npeabsasaseT HeKoTopble ocobble TpeboBaHUSA K ero
COCTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona u3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCA C peKOMeHAyeMbiMu TpeboBaHMAMU K
cornacosatb C npeactasutenamu VAS Experts nnm HawmMmn napTHeEpaMn cepeep 44
ycTtaHosku 0.

OAauMH npoueccop C nogaepXxkon nHcTpykumn SSE 4.2 HavynHas ¢ Intel
CPU Nehalem n AMD EPYC Zen2 c konu4ecTBoM agep 4 u 6onee, 6a3oBol
TakToBOM YyacTtoTou ot 2.5 'y, 1 BbiWe.

ICKAT paboTaeT TONbKO C OgHUM NpoLeccopom!

RAM OT 8 I'b, HeobxoAMMO yCcTaHaBAMBaTb MOAY/IM MNAaMATU BO BCe KaHanbl
npoueccopa Ha MaTEPUHCKON nsaTe

Onsa pasmeweHunsa OC n MO CKAT HeobxogaMMO UCNONb30BaTh 2 ANCKA
eMKOCTblo 0T 2561b, 06beanHeHHble B RAID 1 (3epkano). Heobxoanmo

SSD Disks MCNonb30BaTh annapaTHbln RAID KoHTponep. B npuoputeTe - anckm NVMe
SSD (B opm-thakTope M.2, U.2 unu nnatbl pacwmpeHus PCl Express). Ecnu
nnatopma He NoALEPXKUBAET AaHHbLIN TUM HOCUTENEN, TO PEKOMEHOYEM
ncnonb3oBaTb SATA/SAS SSD (DWPD>=1) smecto HDD

MuHumyMm 3 mopTa: OgMH N4 ynpasnaeHma no SSH (nobon yunceT) 1 pBa
ans 06paboTku Tpaduka — ceTeBble KapThl Ha YUMNCeTax C NOAAEPXKKOW
TexHonorun DPDK.

KonnyecTBo ceTeBbIX
nopToB



https://vasexperts.ru/blog/skat/kak-vybrat-server-pod-skat/
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

PekomeHOyeTCs NCM0JIb30BaTb TOJILKO NPOTECTMPOBAaHHbIE KAPTbl Ha
yuncetax Intel” ¢ KonnuecTsom nopTos 2, 4 1 6°. Hanbonee nonynspHble
MoLenu:

1GbE nHTepdenco:

- e1000 (82540, 82545, 82546)

- e1000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9, ICH10, PCH,
PCH2, 1217, 1218, 1219)

- igb (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)

- igc (1225)

10GbE uHTepdenchol:

- ixgbe (82598, 82599, X520, X540, X550)
- i40e (X710, XL710, X722, XXV710)

- mix5

25GbE nHTepdenco:
- i40e (XXV710)
- mix5

Ha MHorux cepBepHbix nnatgopmMmax HabnopaeTca orpaHnyeHune
nponyckHou cnocobHocTtu gna 40G/100G nopToB, peKoMeHayeM
npuobpetaTbh 06opyAoOBaHME Y HALLMX NAPTHEPOB AJIA AaHHbIX
MHCTaNNALUNA

Moanep>xnBaemble
CeTeBble KapThl

40GbE uHTepdeucsi: (kapta x8 PCle 3.0 obnanaet MakCMManbHOM
nponyckHom cnocobHocTbio 64Gbps. Tem cambiM KapTa 2x40GbE nopTa
MoxxeT obpaboTaTb He 6onee 32Gbps in + 32Gbps out B inline pexnme. B
on-stick pexxume kapTa 2x40GbE nopta MmoxeT obpaboTaTh He bonee
64Gbps in+out Ha aBa nopTa. YTobbl He NCMbITbIBaTb AAHHbLIE OrpPaHNYeHuns,
PEKOMEHAYeTCs UCNOJIb30BaTh TO/IbKO OAMH NOPT Ha ABYXMNOPTOBON KapTe
40GbE

- i40e (X710, XL710, X722, XXV710)

100GbE uHTepdeicol, HeobOxoaMMa MaTepuMHCKan njaarta ¢
noppep>xkon PCle 4.0 x16: Kapta 2x100GbE nopTta moxeT obpaboTaTth
Ha oauH nopT He 6onee 50Gbps in + 50Gbps out B inline pexxume. B on-stick
pexume KapTa 2x100GbE nopTa moxeT obpaboTaTh He bonee 128Gbps
in+out Ha aBa nopTa. YTobbl He NCMbITEIBATb AaHHbLIE OrpaHNYeHuns,
PEKOMEHAYeTCs NCNOJIb30BaTh TOIbKO OAMH NOPT Ha ABYXMNOPTOBON KapTe
100GbE

- mIx5 (Mellanox ConnectX-4, ConnectX-5, ConnectX-6)

- ice (Intel E810) - HeObX0ANMO YbEANTLCS, YTO CTOUT CBEXas firmware Ha
kapTe intel: Ha paHHUX NMpPoLunBKax He rponyckana GRE TyHHemn

Peanu3oBaHa ana kapT nponsBoacTtsa Silicom 100GbE, 40GbE, 10GbE u
1GbE

MNMopopepxka Bypass

(!) Mnatpopma CKAT 3anyckaeTca TonbkKo nog ynpasneHnem OC VEOS.

PekoMeHpyeMble TpeboBaHusA

Mpon3BoANTENIbHOCTL CEPBEPA OMNPENENNeTCs NCXOAS U3 NMUKOBLIX 3HAYEHU Tpaduka B KaHane. Mpu



https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation

Bblbope CPU, RAM Heobx04MMO y4nTbIBaTb, YTO pacyeT npeacTaBfieH A1d CUMMETPUYHOro Tpaduka,
KOTOPbIA B KaXKA0M HanpaB/IeHUN He MpeBbIlaeT yKa3aHHble 3Ha4YeHUs. 3TO 03Ha4YaeT, YTo Npu
yCTaHOBKE B pa3pbiB A1 MMKOBOro BxoasLLlero Tpaduka 12 rémnt/c (Max IN Tpadwmk) Heobxoanmo
npuobpetaTtb AnueH3smnto CKAT-40 n nnatdopmy ¢ napametpamm oanH CPU ot 12 spep, RAM oT 64GB.
PekomeHpyeTca oTKMo4MTb Hyperthreading Ha cepsepe: npu BKIOYEHHOM HT Mbl He MOXKEM
rapaHTUpOBaTb KOPPEKTHY0 paboTy cepsuca.

RAM, GB
Tun m Packet per
Heobxoaumo
MMHUMaJNbHOE second B
Konu4yecTBO [ycTaHaBAUBATH Kon-Bo
Max KONIM4ecCTBO . |MAJIZIMOHAX
Max IN agep Ha MoOAyNu Public
OouT Bepcus nopToB, npu
Tpaduk oaud CPU |[namATH BO BCe IP 6 .
réur/c TPaguk CKAT DPI C YacTOTOM KaHanbl Kaxnad napa B NAT asoson
roumr/c or 2.5 IT nboLeccoba Ha nHTepgencos ool |YacTore
! t pott pal obcnyxuBaert P CPU ot
MaTepPUHCKOM
OAMH JINHK 2,5y
nnare
no 3 0o 3 CKAT-6 |4 16 6x1G, 2x10G 100 1,5M pps
no5 no 5 CKAT-10 |6 32 2x10G 500 1,5-2M pps
nol10 |(pol1l0 |CKAT-20 |6 48 2x10G, 4x10G |1000 (3-4M pps
4x10G, 2x25G,
no20 (po20 |CKAT-40 |12 64 I%40G 2000 |6M pps
18 Intel 8x10G, 4x25G,
o030 |no30 |CKAT-60 6242R 96 2x40G, 2x100G 3000 [9M pps
22 Intel 8x10G, 4x25G,
no40 |no40 |CKAT-80 6248R 128 4x40G, 2x100G 4000 |12M pps
28 Intel
6258R
1050 |1050 |CKAT-100 26 Intel 5320 |160 10x10G, 4x25G, 1554 |15 pps
6x40G, 2x100G
32 AMD
7502P
64 AMD 7713 12x10G, 6x25G,
no60 |(no60 |CKAT-120 64 AMD 9534 192 6x40G, 2x100G 6000 |18M pps
64 AMD 7713 14x10G, 8x25G,
po70 |(po70 |CKAT-140 64 AMD 9534 192 8x40G, 4x100G 7000 |20M pps
64 AMD 7713 20x10G, 8x25G,
00 100 |go 100 |CKAT-200 64 AMD 9534 256 8x40G, 4x100G 10000 |22M pps
24x10G,
16x25G,
no 150 |go 150 |CKAT-300 96 AMD 9654 |384 10x40G 12000 |[30M pps
6x100G
16x25G,
00200 |30200 |CKAT-a00 228 AMD 15,5 10x40G. 15000 |45M pps
9754 8x100G

Ba)xHble MOMeHTbI Npu noabope cepaepa:
1.MO0 CKAT ucnonb3yeT TOJIbKO OOMH NpoOLECCOpP M3-3a BAUAHUA Ha

nponssogmTensHocTb NUMA gna OBYXMNpPOLLECCOPHbIX KOHGUIypauunin.
2.Mpwun BbiIbOpe CPU HeoOxopumo yuuTbiBaTh ODa30Byl0 HACTOTY, YEM Bhile
4acToTa, TeM 60JblUe NPOU3BOANTENIbHOCTD.

3. NMpwn ncnonb3osaHun CKAT DPI B ponu L2 BRAS (DHCP/ARP/PPPoE
aBTOpM3aumua) HeobXxoaMMO yYnTbIBaTb OOMNONHUTENbHYIO Harpy3Ky, CBA3aHHY C



https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access

aHaJIN30M KaXKAoro nakeTta no LOMOJIHUTE/NIbHbIM NapaMeTpaM. 9TO BieYeT pPoCT
notpebneHunsa mowHocten CPU. B 3TUX CueHapUaX PeKOMeHAYyeTCs YBeJINYUTb
KonuyectBo apep CPU Ha 30%. Ona nuueHsuun CKAT-40 B3ATb nnatdopmy
CKAT-60.

4 Ucnonb3oBaHue 100G nHTEpdencoB BO3MOXHO TOJILKO MPW NocTaBke naaTgopMbl
Yyepes napTHepa C uesblo KOHTPOIA creundukaumm cepeepa.

@ 5.Acnonb3oBaHue onuuu NMoNUCHHI OOLLEero M BMpPTyasibHbIX KaHaNoB, No
ceccum BAeYeT [OMNOJIHUTENbHble BHYTPEeHHMEe ONOKUPOBKM, YTO CHMXKAET
NPOV3BOAUTENIbHOCTb cucTeMbl 40 40G cyMMapHOro Tparka BHe 3aBUCMMOCTU OT
KOJinyecTBa a4ep.

6. Kaxxgble 256 nybonuyHbix IP agpecoB B NAT Pool (nogcetb /24) noTpebnsior
5GB RAM. /22 = 10GB, /21 = 20GB, /20 = 80GB, /19 = 160GB.

TpeboBaHusa pona yctaHoBKM Ha VM

MO CKAT MoxeT bbITb yCTaHOBNEHO Ha BupTyanbHyto Mawwmnny (VM).
K VM npegbasnaoTcs cnepyowmne TpeboBaHms:

e [vnepsusop: VMware, KVM

e CPU He MeHee 4 apep c YacToTom oT 2,5 T
e RAMoT 8ThH

e [lnckosoe npocTpaHcTBo oT 20 I'b

lMpoBepka noarotoskn VM gns tecTa:

OC CentOS: cat /etc/redhat-release
Cent0S Linux release 8.5.2111 (Core)
OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal: 16254744 kB

MpoBepka NpuHaLneXxHoCTH Bcex aaep kK ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id 1 0

KonnyecTso sgep: grep "cores" /proc/cpuinfo |sort -u

Cpu cores 4

NHTepdencoB fomKHO bbITb He MeHee Tpex ([Ba Ana TpadmKa 1 0AWH AN aAMUHUCTPUPOBAHUS):


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping

Ispci | grep Ethernet

Ob:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

Ons pabotbl DPl B BUpTyanbHON cpene Heobxoaummo B HacTpomkax Security
BMPTYyaJibHbIX CETeN, B KOTOPbIX COCTOAT in_dev 1 out_dev paspelwnTsb:

@ e Promiscuous mode Accept
e MAC address changes Accept

e Forged transmits Accept

CucreMHbie TpeboBaHua ana Mmapwpyrtusatopa Soft-Router

B 3aBucumocTn oT obbema MapLIpyTHON UHOPMaLLMK OOMONHUTENbHO noTpebyeTcs 4-8 b namaTw.

1)
€CJ11 Balla KapTa HE BXOAUT B CMNCOK OTTECTUPOBAHHLIX, TO r|0Tpe6yeTc5| agantaumsa MO,

pa3paboTka 1 AOMOSHUTENbHOE TECTUPOBAHNME
2

KOHKPETHbIN CNUCOK MOAesNieil He NPUBOAMTCA, Tak Kak eCTb 04eHb 6onbLuon Beibop npon3soamTenen
3TUX KapT: oT camoro Intel go 6peHagmposaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 LecaTKoB ApYrux, a TakXKe BCTPOEHHbIe KapTbl HA MaTEPUHCKON niaTe Ui B
coctase SOC
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