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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

CtaTbs B 6niore: Kak BblbpaTh cepep non CKAT

MuHuManbHble TPpeboBaHUA

MO CKAT paboTaeT Ha KoMNbloTepax 06LEero Ha3Ha4YeHns, HO, BCNEeACTBME BbICOKON CTEMNEHN
onTUMMU3aLMM KOa U MHTerpauum ¢ "xenesom", npeabsasaseT HeKoTopble ocobble TpeboBaHUSA K ero
COCTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona u3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCA C peKOMeHAyeMbiMu TpeboBaHMAMU K
cornacosatb C npeactasutenamu VAS Experts nnm HawmMmn napTHeEpaMn cepeep 44
ycTtaHosku 0.

OAauH npoueccop C nogaepXxkon nHCTpykumn SSE 4.2 HavynHas ¢ Intel
CPU Nehalem n AMD EPYC Zen2 ¢ konu4ecTBoM agep 4 u 6onee, 6a3oBol
TakToBOM YyacTtoTou ot 2.5 'y, 1 BbiWe.

ICKAT paboTaeT TONbKO C OgHUM Npoueccopom!

RAM OT1 8 I'b, pekomeHayeTCA yCTaHaBAMBATb MNALLIKW NaMATU BO BCE KaHaslbl
npoLieccopa Ha MaTEePUHCKOW nnaTe

Onsa pasmeweHunsa OC n MO CKAT HeobxoaMMO UCNONb30BaTh 2 ANCKA
eMKOCTblo OT 25616, 06beaunHeHHble B RAID 1 (3epkano). Heobxoanmo

SSD Disks MCnonb30oBaTb annapaTHbln RAID KoHTposiep. B npuoputeTe - anckm NVMe
SSD (B dopm-thakTope M.2, U.2 unu nnatel pacwmpeHus PCl Express). Ecnu
nnatopMa He NOALEPXKUBAET AaHHbLIN TUM HOCUTENEN, TO PEKOMEHOYEM
ncnonb3oBaTb SATA/SAS SSD (DWPD>=1) smecto HDD

MuHumyMm 3 mopTa: OgaMH 14 ynpasnaeHma no SSH (nobon yunceT) 1 gBa
ans 06paboTku Tpaduka — ceTeBble KapThl Ha YUMNCeTax C NOAAEPXKKOW
TexHonorun DPDK.

KonnyecTBo ceTeBbIX
nopToB



https://vasexperts.ru/blog/skat/kak-vybrat-server-pod-skat/
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

PekomeHOyeTCs NCM0JIb30BaTb TOJIbKO NPOTECTMPOBAaHHbIE KAapPTbl Ha
yunceTtax Intel” ¢ konnyectTsom nopTos 2, 4 1 6°. Hanbonee nonynspHble
MoLenu:

1GbE nHTepdenco:

- e1000 (82540, 82545, 82546)

- e1000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9, ICH10, PCH,
PCH2, 1217, 1218, 1219)

- igb (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)

- igc (1225)

10GbE uHTepdencol:

- ixgbe (82598, 82599, X520, X540, X550)
- i40e (X710, XL710, X722, XXV710)

- mix5

25GbE nHTepdgenco:
- i40e (XXV710)
- mix5

Ha MHorux cepeepHbix naatdopMax HabnogaeTcs orpaHu4eHune

MNognoepxnBaemble nponyckHou cnocobHocTtu pna 40G/100G nopToB, peKoMeHayeM
ceTeBble KapTbl npuobpetaTbh 06opyAoOBaHME Y HALLMX NAPTHEPOB AJIA AaHHbIX
MHCTaNNALUNA

40GbE uHTepdencsi: (kapta x8 PCle 3.0 obnanaet MakCMManbHOM
nponyckHom cnocobHocTbio 64Gbps. TeM cambiM KapTa 2x40GbE nopTa
MoxxeT obpaboTaTb He 6bonee 32Gbps in + 32Gbps out B inline pexnmve. B
on-stick pexxume kapTa 2x40GbE nopta MmoxeT obpaboTaTh He bonee
64Gbps in+out Ha ABa nopTa. YTobbl He NCMbITbIBaTb AAHHbLIE OrPaHNYeHuns,
PEKOMEeHAYeTCs NCNO0JIb30BaTh TOIbKO OA4MH NOPT Ha ABYXMNOPTOBON KapTe
40GbE

- i40e (X710, XL710, X722, XXV710)

100GbE uHTepdeicol, HeoOXxogMMa MaTepuMHCKasa nJsaTa co C/IoTaMu
PCle 4.0 x16: Kapta 2x100GbE nopta moxxeT obpaboTaTb Ha 0AWNH NOPT He
6onee 50Gbps in + 50Gbps out B inline pexxume. B on-stick pexxume KapTa
2x100GbE nopTa MoxeT obpaboTaTh He b6onee 128Gbps in+out Ha aBa
nopta. YTobbl He NCMbITbIBaTbL AAaHHbIE OrPaHNYEHNS, PEKOMEHAYeTCS
NCMosb30BaTb TOJILKO OAMH NOPT Ha AByxnopTtoson kapTe 100GbE

- mIx5 (Mellanox ConnectX-4, ConnectX-5, ConnectX-6)

- ice (Intel E810) - HeobX0ANMO ybEANTLCS, YTO CTOUT CBEXas firmware Ha
kapTe intel: Ha paHHUX npoLunBKax He rponyckana GRE TyHHemn

Peanu3soBaHa ana kapT nponsoactsa Silicom 100GbE, 40GbE, 10GbE u

MNMopopepxka Bypass 1GbE

(!) Mnatpopma CKAT 3anyckaeTca TonbkKo nog ynpasneHnem OC VEOS.

PekoMeHpyeMble TpeboBaHusA

Mpon3BOAUTENIbHOCTbL CepBepa onpenenseTcs NCXoAa U3 NUKOBbLIX 3HAYEeHUN Tpaduka B kaHane. Mpu
Bbibope CPU, RAM Heob6x0AMMO y4nTbIBaTb, YTO PacYeT NPeAcTaB/IeH AN CUMMETPUYHOro Tpaduka,


https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation

KOTOPbIA B KaXKAOM HarnpaB/ieHUN He MPeBbILlaeT yKa3aHHble 3Ha4YeHUs. 3TO 03Ha4YaeT, YTo Npu
yCTaHOBKe B pa3pblB O/ NMKOBOrro Bxoasuero Tpaduka 12 rout/c (Max IN Tpagumk) Heobxoanmo
npunobpeTtaTtb AnueH3nto CKAT-40 n nnatdopmy ¢ napametpamm oanH CPU ot 12 sgep, RAM oT 64GB.
PekomeHayeTcs oTkMo4nTb Hyperthreading Ha cepepe: Npu BKJAKOYEHHOM HT Mbl HE MOXKEM
rapaHTUpOBaTb KOPPEKTHYO paboTy cepsuca.

8x100G

Tun m
MUHUMaNbHOE Packet per
Konunuectso Kon-Bo
Max IN Max Anep Ha oauH KONIM4ecCTBO Public second B
ouT Bepcusa OANH pAM NopToOB, MUWJIJIMOHAX
TPaduK ckaT ppi |CPY GB P 6 7
rour/c TPaguk C 4acToTOM OT KaXxAan napa g NAT |"P¥ Dasobou
réur/c 25T MHTepdencos ool yactote CPU
! 4 obcnyxusaert P oT 2,5y,
OOMH JINHK
no 3 no 3 CKAT-6 4 16 |6x1G, 2x10G 100 1,5M pps
[0 5 [0 5 CKAT-10 |6 32 |2x10G 500 1,5-2M pps
no 10 no 10 CKAT-20 |6 48 |2x10G, 4x10G 1000 3-4M pps
4x10G, 2x25G,
no 20 no 20 CKAT-40 |12 64 I 40G 2000 6M pps
8x10G, 4x25G,
no 30 no 30 CKAT-60 |18 Intel 6242R (96 2x40G. 2x100G 3000 9M pps
8x10G, 4x25G,
0o 40 0o 40 CKAT-80 |22 Intel 6248R 128 4x40G, 2x100G 4000 12M pps
28 Intel 6258R
1050 13050  |CKAT-100 |26 Intel 5320 |160 éﬁiéfziﬁgg 5000  |15M pps
32 AMD 7502P '
64 AMD 7713 12x10G, 6x25G,
no 60 [0 60 CKAT-120 64 AMD 9534 192 6x40G, 2x100G 6000 18M pps
64 AMD 7713 14x10G, 8x25G,
no 70 no 70 CKAT-140 64 AMD 9534 192 8x40G, 4x100G 7000 20M pps
64 AMD 7713 20x10G, 8x25G,
0o 100 |po 100 |CKAT-200 64 AMD 9534 256 8x40G, 4x100G 10000 |22M pps
24x10G, 16x25G,
no 150 |po 150 |CKAT-300 |96 AMD 9654 (384 10x40G, 6x100G 12000 |30M pps
10200 130200 |CKAT-400 |128 AMD 9754 (512 |10%23G,10x40G, 115444 |45 pps

Ba)xHble MOMeHThI Npu nogbope cepsepa:
1.MO0 CKAT ucnonb3yeT TOJIbKO OAMUH MNMpoOUECCOpP M3-3a BIANAHUA Ha
npounssoamnTensHocTb NUMA ana ABYXMPOLECCOPHbIX KOHMUrypauuin.
2.Mpwu BbibOope CPU Heobxopumo yuuTbiBaTh ODa30Byl0 HACTOTY, YEM Bhile
YyacToTa, TeM 6onbLue NPON3BOANTENBHOCTb.
3. Npu ncnonb3osaHun CKAT DPI B ponu L2 BRAS (DHCP/ARP/PPPoE
aBTOpM3aumA) HeoOXOAMMO YyYUTbIBaTb OOMOJHUTESIbHYIO Harpy3Ky, CBA3aHHYI C
aHaJIN30M Ka)KAoro nakeTta no AOMOJIHUTENbHbIM NapaMeTpaM. 9TO BAeYeT pPoCT
notpebneHunsa mowHocten CPU. B 3TUX CueHapuaX PEeKOMEHAYeTCA YBeJIUYUTb
KonunyectBo apep CPU Ha 30%. [Ona nuueH3sumn CKAT-40 B34Tb nnaTdopmy

CKAT-60.

4. Ucnonb3oBaHue 100G nHTephencoB BO3MOXHO TOJIbKO MpY MNOCTaBKe naaTgopMbl
4yepes napTHepa C Uesblo KOHTPOJIS creundrkaumm cepeepa.



https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access

5.Ucnonb3oBaHue onuumn MoAUCHMHT oOLiero m BUpPTYyaJZibHbIX KaHaNoB, NO
Ceccum Bne4vyeT [OOMNONHUTENbHble BHYTPeHHUe O6N0KMPOBKM, H4TO CHUXKAeT
NPOn3BOANTENLHOCTb cUCTEMbl 00 40G cyMMapHOro Tparka BHE 3aBUCUMOCTU OT
KoM4yecTBa agep.

6. Kaxxgble 256 nybnuyHbix IP agpecoB B NAT Pool (nogceTtb /24) noTpebnsior
5GB RAM. /22 = 10GB, /21 = 20GB, /20 = 80GB, /19 = 160GB.

TpeboBaHusa pona yctaHoBKM Ha VM

MO CKAT mMoxeT bbITb yCTaHOBNEHO Ha BupTyanbHyto Mawwmnny (VM).
K VM npegbasnaoTcs cnepyowmne TpeboBaHms:

e [vnepsusop: VMware, KVM

e CPU He meHee 4 apep c yacToTom oT 2,5 T
e RAMoT 8ThH

e [lnckosoe npocTpaHcTBo oT 20 I'b

lMpoBepka noarotoekn VM ons tecTa:

OC CentOS: cat /etc/redhat-release
Cent0S Linux release 8.5.2111 (Core)
OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal: 16254744 kB

MpoBepka nNpuHaaneXxHoOCTH Bcex aaep Kk ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id 1 0

KonnyecTso saep: grep "cores" /proc/cpuinfo |sort -u

Cpu cores 1 4

NHTepdencos fomKHO ObITb He MeHee Tpex ([OBa Ana Tpaduka n 0AUH ANA aLMUHUCTPUPOBAHNS):
Ispci | grep Ethernet

Ob:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:start

Ona pa6botbl DPl B BupTyanbHOW cpene HeobxoaommMo B HacTpomkax Security
BUPTYabHbIX CeTeN, B KOTOPbIX COCTOAT in_dev u out_dev pa3pewwmnTs:

@ e Promiscuous mode Accept
e MAC address changes Accept

e Forged transmits Accept

CucteMHble TpeboBaHua ans mapwipyrtusatopa Soft-Router

B 3aBucMMOCTM OT 06beMa MapLIpPYyTHOW UHGOPMaLMKN ONOAHUTENbHO NoTpebyeTcs 4-8 b namsaTu.

1)
€C/I1 Ballla KapTa He BXOAMT B CMNCOK OTTECTUPOBaHHLIX, TO noTpebyeTcs agantauus MO,

pa3pa60TKa n AoNnosHNTENbHOE TECTUPOBaHNE
2)

KOHKPETHbIN CMNCOK MOAENEN He NPUBOANTCSA, TaK Kak eCTb 04eHb 6onbLuon BeIGOp NponssoanTenei
3TUX KapT: oT camoro Intel oo 6peHampoaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 0ecAaTKoB OPYrnx, a TakXXe BCTPOEHHbIE KapTbl HA MAaTEPMHCKOW NaaTe uan B
coctase SOC
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