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TpeboBaHua K 000pYyAOBaAHUIO U
NPOU3BOAMNTEJNIbHOCTb

CtaTbs B 6niore: Kak BblbpaTh cepep non CKAT

MuHuManbHble TPpeboBaHUA

MO CKAT paboTaeT Ha KoMNbloTepax 06LEero Ha3Ha4YeHns, HO, BCNEeACTBME BbICOKON CTEMNEHN
onTUMMU3aLMM KOa U MHTerpauum ¢ "xenesom", npeabsasaseT HeKoTopble ocobble TpeboBaHUSA K ero
COCTaBy:

MapameTpbl CPU n RAM onpependiTca ucxona u3 tpebyemon nponycKHOM
cnocobHocTu. CoBeTyeM 03HAaKOMUTLCA C peKOMeHAyeMbiMu TpeboBaHMAMU K
cornacosatb C npeactasutenamu VAS Experts nnm HawmMmn napTHeEpaMn cepeep 44
ycTtaHosku 0.

OpMH npoueccop C NoAAePXKON MHCTPyKLUnia SSE 4.2
HaumHas ¢ Intel Nehalem n AMD EPYC Zen2 ¢ Konn4ecTtBomM

CPU apep 4 v bonee, 623080 TAaKTOBON YacTOTOM OT 2.5 LY
W Bbille.
ICKAT paboTaeT To/IbKO C Of4HUM npoueccopom!

RAM OT 8 I'b, pekoMeHAyeTCsA yCTaHaBAMBaTb MJIaLLKW NaMsaTy

BO BCE KaHaJibl MPOLLeCccopa Ha MaTePUHCKOM niaTe

Ons pa3melteHns OC n MO CKAT HeobxoLMMO MCMOJb30BaTb
2 ONCKa eMKOCTbio OT 25616, o6beaunHeHHble B RAID 1
(3epkano). HeobxoamnmMo ncnonb3oBaTh annapaTHbIn RAID
KOHTposnep. B npnoputeTe - gucku NVMe SSD (B hopm-
thakTope M.2, U.2 unn nnaTsl pacwmpenus PCl Express).
Ecnn nnatdopma He NoaaepXXMBAET LaHHbIA TUM
HoCcuTenen, To peKoMeHayem ncnons3osaTb SATA/SAS SSD
(DWPD>=1) BmecTto HDD

SSD Disks

MuHumym 3 nopTa: ogMH ANs ynpasnaeHus no SSH (nobon
yunceT) v pBa ans 06paboTKM Tpathmka — ceTeBble KapThl
Ha YunceTax ¢ NoALaep>XKon TexHonoruy DPDK.

Konn4yecTsBo ceTeBbIX
nopToB



https://vasexperts.ru/blog/skat/kak-vybrat-server-pod-skat/
http://en.wikipedia.org/wiki/Nehalem_(microarchitecture)
https://ru.wikipedia.org/wiki/Zen_2_(%D0%BC%D0%B8%D0%BA%D1%80%D0%BE%D0%B0%D1%80%D1%85%D0%B8%D1%82%D0%B5%D0%BA%D1%82%D1%83%D1%80%D0%B0)
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/
https://core.dpdk.org/supported/nics/

nOD,,EI,ep)KI/IBaeMbIe
ceTeBble KapThbl

PeKoMeHyeTCa 1CMo/b30BaTh TOJILKO
npoTecTUpoBaHHbIE KapThl Ha YnnceTax Intel” ¢
KOJIM4eCTBOM NopToB 2, 4 1 6°. Hanbonee nonynspHsle
moaenu:

1GbE uHTepdeinchi:

- e1000 (82540, 82545, 82546)

- e1000e (82571, 82572, 82573, 82574, 82583, ICH8, ICH9,
ICH10, PCH, PCH2, 1217, 1218, 1219)

- igb (82573, 82576, 82580, 1210, 1211, 1350, 1354, DH89xx)
- igc (1225)

10GbE unTtepdencei:
- ixgbe (82598, 82599, X520, X540, X550)
- mix5

25GbE uHTepdenchi:
- i40e (XXV710)
- mix5

10GbE n 40GbE unTepdeiicbl: kapta x8 PCle 3.0
obnafaeT MakcMManbHON NPOMNYCKHON CNOCOBHOCTbIO

64Gbps. Tem cambiM KapTa 2x40GbE nopta moxeT

obpaboTaTb Ha Kaxbln NopT He 6onee 32Gbps in + 32Gbps

out B inline pexxume. B on-stick pexume kapTta 2x40GbE

nopTa MoxeT obpaboTaTb He 6onee 64Gbps in+out Ha ABa

nopta. Y106kl HE NCMbITLIBATL AAaHHbIE OrPAHNYEHUS,

PEKOMEHAYETCA UCNONb30BaTb TOJIbKO OAWH NOPT Ha

AByxnopToBon kapTe 40GbE

- i40e (X710, XL710, X722, XXV710)

100GbE untepdeinchbi: 100GbE nopT moxeT obpaboTaTh
He 6onee 50Gbps, pekoMeHAYeTCs NCMOb30BaTh TOJILKO

OAMH NOPT Ha ABYXMOPTOBON KapTe, HeobxoAnMa
MaTepuHcKas naata co cnotamm PCle 4.0 x16
- mix5 (Mellanox ConnectX-4, ConnectX-5, ConnectX-6)

- ice (Intel E810) - Heobx0ANMO ybeaANTLCS, YTO CTOUT

cBexas firmware Ha kapTe intel: Ha paHHUX NPOLUNBKaX HE

nponyckana GRE TyHHesau | |Noaaepxka Bypass

|Peann3oBaHa ana kapT npom3soactsa Silicom 100GbE,

40GbE, 10GbE 1 1GbE| <note important>MnaTtdopma CKAT
3anyckaeTcs ToAbKo nof ynpaesnexnveMm OC VEOS.</note>

PekoMeHayeMble TpeboBaHus

Mpon3BoANTENLHOCTL CEpBEpPa OnpefenseTca NCxoaa u3

NUKOBbIX 3Ha4YeHW Tpadmka B kaHane. Mpu Boibope CPU,

RAM Heo6x0AMMO y4NTbIBaTb, YTO pacyeT NpeAcTaBieH ANs

CMMMETPUYHOr0 TpauKa, KOTOPLIA B KaXXA0M HanpaBaeHUN

He MpeBblllaeT yKa3aHHble 3HaYeHNs. 3TO 03Ha4aeT, YTo

npun yCTaHOBKE B pa3pbiB A14 NMKOBOro BXOAALLEr0o

Tpaduka 12 réut/c (Max IN Tpaduk) Heobxoanmo

npuobpeTath anueH3no CKAT-40 n nnatdopmy C

napameTtpamu oauH CPU ot 12 anep, RAM ot 64GB.

PekomeHayeTcs oTko4mnTb Hyperthreading Ha cepsepe:

npv BKAOYEHHOM HT Mbl HE MOXKEM rapaHTMpOoBaTh

KOppeKkTHYyIo paboTy cepsuca. ~ Max IN Tpadwmk

[6ut/c ~ Max OUT Tpadmk

[6ut/c ~ Bepcus CKAT DPI ~ KoanyecTBo aaep Ha oanH_CPU

c yacToTom oT 2,5 Ty ~ RAM

GB ~ Tun v MMHMManbHOE__ KOJIMYECTBO NOPTOB,
KaxJas napa nHTepencos 06cnyxunsaeT OAUH JIMHK

Kon-Bo
Public IP
B NAT pool

Packet per
second B
MUWJIIMOHaX
npu 6a3oBoi
yactote CPU
oT 2,5y

o3

0o 3

CKAT-6
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no5

no5

CKAT-10

32
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no 10
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CKAT-20

48

2x10G, 4x10G
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3-4M
pps

no 20

0o 20

CKAT-40
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6M pps

no 30

no 30

CKAT-60

18 Intel 6242R
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8x10G,
4x25G,
2x40G,
2x100G

3000

9M pps

no 40

0o 40

CKAT-80

22 Intel 6248R
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8x10G,
4x25G,
4x40G,
2x100G

4000

12M pps

no 50

0o 50

CKAT-100

28 Intel 6258R
26 Intel 5320
32 AMD 7502P
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5000
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https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/100-gigabit-ethernet-bypass-networking-server-adapters/p4cg2bpi81-bypass-server-adapter/
https://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/40-gigabit-ethernet-bypass-networking-server-adapters/pe340g2bpi71-server-adapter/
http://www.silicom-usa.com/pr/server-adapters/networking-bypass-adapters/10-gigabit-ethernet-bypass-networking-server-adapters/pe210g2bpi9-ethernet-bypass/
http://www.silicom-usa.com/cats/server-adapters/networking-bypass-adapters/gigabit-ethernet-bypass-networking-server-adapters/
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://wiki.vasexperts.ru/doku.php?id=veos:installation
https://ark.intel.com/content/www/us/en/ark/products/199352/intel-xeon-gold-6242r-processor-35-75m-cache-3-10-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199351/intel-xeon-gold-6248r-processor-35-75m-cache-3-00-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/199350/intel-xeon-gold-6258r-processor-38-5m-cache-2-70-ghz.html
https://ark.intel.com/content/www/us/en/ark/products/215285/intel-xeon-gold-5320-processor-39m-cache-2-20-ghz.html
https://www.amd.com/en/products/cpu/amd-epyc-7502p
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Ba)xHble MOMeHTbI Npu nogbope cepsepa:

1.MO0 CKAT ucnonb3yeT TOJIbKO OAMUH MNMpoOUECCOpP M3-3a BJIANAHUA Ha

nponssoguTenbHocTb NUMA aona OBYyXnpoLEeCCOPHbIX KOH(UIypauuni.

2.Mpwu BbiIbOpe CPU Heobxopumo yuuTbiBaTh 6a30Byl0 HACTOTY, YEM Bhille

4acToTa, TeM 60JblUEe NPON3BOANTENBHOCT.

3. Npu ncnons3zosaHun CKAT DPI B ponu L2 BRAS (DHCP/ARP/PPPoE

aBTOpM3aumA) HeoOXOAUMO YyHUTbIBATb OOMOJHUTESNIbHYIO Harpy3Ky, CBA3aHHY C

aHaJIN30M KaXKAoro nakeTa Mo LOMOJIHUTE/IbHbIM NMapaMeTpaM. 9TO BjeYeT PoCT
. NOTpebneHns mowHocTen CPU. B 3TUX CuEHapUAX peKOMeHAYeTCs yBeNn4YUTb
@ KonuyectBo apep CPU Ha 30%. Ona nuueH3sun CKAT-40 B34Tb nnaTtdopmy

CKAT-60.

4. Ucnonb3oBaHue 100G nHTephencoB BO3MOXXHO TOJIbKO NpY MNOCTaBKe NaaTgopMbl

yepes napTHepa C Uesblo KOHTPOJIA crieundrkaumm cepeepa.

5.Ucnonb3oBaHue onuun MOAUCHMHT oOLLero m BUpPTYyaJZibHbIX KaHaNoB, NO

ceccum BAeYeT [OMNOJHUTENbHblE BHYTPEHHME O6NOKUPOBKM, YTO CHMXKAET

NPOU3BOANTENLHOCTL CUCTeMbl 0 40G cymMapHOro Tpaguka BHe 3aBUCMMOCTU OT

KONm4yecTBa agep.

6. Kaxxabie 256 nydonuunbix IP agpecoB B NAT Pool (nopcethb /24) notpebnsior

5GB RAM. /22 = 10GB, /21 = 20GB, /20 = 80GB, /19 = 160GB.

TpeboBaHua aona yctaHOBKM Ha VM

MO CKAT mMoxeT bbITb yCTaHOBNEHO Ha BupTyanbHyto MawmHy (VM).
K VM npenbasnaoTcs cneayowmne TpeboBaHms:

e [vnepsu3sop: VMware, KVM

e CPU He meHee 4 agep ¢ YacToTonm oT 2,5 T
e RAMoT 8ThH

e [Inckosoe npoctpaHcTeo oT 20 b

lpoBepKka noarotoekn VM gng tecra:

OC CentOS: cat /etc/redhat-release


https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/processors/server/epyc/7003-series/amd-epyc-7713.html
https://www.amd.com/en/products/cpu/amd-epyc-9534
https://www.amd.com/en/products/cpu/amd-epyc-9654
https://www.amd.com/en/products/cpu/amd-epyc-9754
https://ru.wikipedia.org/wiki/Non-Uniform_Memory_Access
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:start

Cent0S Linux release 8.5.2111 (Core)
OC VEOS: cat /etc/*releas* nnu cat /etc/system-release

VEOS release 8.7 (Sakhalin)

RAM: cat /proc/meminfo

MemTotal: 16254744 kB

MpoBepka npuHafieXxHoOCTH Bcex aaep kK ogHomy CPU: grep "physical id" /proc/cpuinfo |sort -u
physical id 1 0

KonnyecTso agep: grep "cores" /proc/cpuinfo |sort -u

Cpu cores 4

NHTepdencos 0omkHO ObITb He MeHee Tpex (OBa ons Tpaduka v 0ANH AN aAMUHUCTPUPOBAHNSA):
Ispci | grep Ethernet

Ob:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
13:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)
1b:00.0 Ethernet controller: VMware VMXNET3 Ethernet Controller (rev 01)

Ona pabotbl DPI B BupTyanbHOW cpene HeobxoaumMo B HaCcTpomkax Security
BMPTYyaJibHbIX CETEN, B KOTOPbIX COCTOAT in_dev 1 out_dev paspelwnTsb:

@ e Promiscuous mode Accept
e MAC address changes Accept

e Forged transmits Accept

CucrteMHblie TpeboBaHua ana Mmapwpyrtusatopa Soft-Router

B 3aBucnmocTn oT obbema MapLIpyTHON MHOPMaLLMK OOMNONHUTENbHO noTpebyeTcs 4-8 b namaTw.

1)

€CJ11 Balla KapTa HE BXOAUT B CMNCOK OTTECTUPOBaAHHLIX, TO r|0Tpe6yeTc;| agantaumsa MO,

pa3paboTka 1 AOMNOSHUTENbHOE TECTUPOBAHNME
2

KOHKPETHbIN CMIMCOK MOAEIen He NPUBOANTCA, TaK Kak eCTb 04eHb 60bLI0N BbIOOP Npon3BoamnTenei
3TUX KapT: oT camoro Intel go 6peHagmposaHHbIX Huawei, HP, Dell, Silicom, Advantech, Lanner,
Supermicro, Silicom 1 0ecAaTKOB APYrux, a Tak)Xe BCTPOEHHbIE KapTbl HA MaTEPUHCKON NnaTe Wan B
coctase SOC
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