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Bepcusa 2.0 Polar Bear

o He npoBoaunte obHoBNeHUA sapa Linux go ceexen sepcum kernel-2.6.32-431.29.2, B HeM
HapyLleHa buHapHas coBMecTUMOCTb C Kernel ABI n ceTeBol aparieep nocne 06HOBNEHUS He
3arpy3suTcs. Ecav Bbl BCe-Taku npom3senn 06HOBNAEHNE, TO Ha BpeMS pelleHns npobaemsl HacTponTe
B 3arpy34mnke GRUB 3arpy3ky npexHen sepcun sapa (B anne /etc/grub.conf yctaHoBuTte
napameTp default=1).

N3MeHeHUsa B Bepcum 2.1

2.1 Polar Bear:

1. PacwupeHbl Bo3MoXxHOCTM COPM-light:
° 3anucb TpagmKa rno CrnuckKy NpoToKonoB u/unn ip/cidr;
o )XYpHannpoBaHue MeTagaHHbIX http npoTokona.
Yny4yweHa paboTa NoaMcKHra: oas BXoasawero Tpaduvka ncnpasfiieHa npuoputesaumsa u
pobasneHbl ancunnanHel HTB n TBF.
NHTerpauuns ¢ Radius cepsepom.
Moopepxka aboOHEHTOB C AUHaMU4yeckumm IP agpecamu.
JobaBneHo BCTPOEHHOE XpaHuauLLe ¢ UHGopMauuen o nonb3osatenax (UDR).
PacwunpeHa nogaep»xkKa KawnposaHus nHgpopmaumm YouTube, VK, Rutube n nporpaMMHbIX
0bHOBNIEHUNA.
YnyyleHo pacno3HaBaHWe B peXxmMe acCUMMeTPUYHOro Tpaguka.
. 3awwmTa ot DOS n DDOS aTak.
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N3MeHeHUsa B Bepcum 2.2

1. Moppepxka SSL cepTudunkaTos B 6enbix 1 YepHbIX CNUCKax, paboTtaem ¢ HTTPS He no IP.
C pacnpocTpaHeHneM ceTen AoCTaBkn KoHTeHTa (CDN) n cuctem reorpadumyeckoro
pe3epBupoBaHMa 1 banaHCMpoBKK Ha ocHoBe DNS afpeca canToB CTaHOBATCA BEINHUHOM
nepeMeHHON: MOryT 3aBUCETb OT BPEMEHU CYTOK, OT KoopAnHaT aboHeHTa, 0T UCMOb3yEeMOro
DNS cepBepa 1 oT apyrux daktopos. B csiydae CDN 3TOT CNMCOK MOXKET BKJIIOYATb COTHU U
Thics4K IP agpecos, Yepes KoTopble MOryT BbITb TakXXe AOCTYMHbI Apyrme canThbl.
3T0 cTaHoBMTCA Npobnemon Npu opraHusaumm Captive Portal, B kKoTopoM TpebyeTcs
npefocTaBnUTb J0CTYN K HTTPS Bepcmam canToB 6aHKOB MK COLManbHbIX CeTen, eCnn Takon
[OCTYyN NpefocTasnaTb no IP.
Mbl npepnaraem cneayioulee peweHue: npefocrasieHme ocTtyna K https canty
OCYLLECTBAATb B 3TOM CJlyyae He no IP agpecy, a No MMeHK, Ha KOTOpoe CanTy BblAaH SSL
cepTuUUKaT LOBEPEHHON KOMMNAHMEN (3TO NMA MOXXHO NOCMOTPETHL B Bpay3epe B "cBoncTBax"
canTa). BHecuTe 310 1Ms B 6enblit (MK YepHbIn cNcok) 1 DPI nposepuT cepTudukaT u
NpeLoCTaBUT WM OTKaXXeT B AOCTYMe K CanTy.

2. Moppep>xka aboHEHTOB C HeCKoNbKUMH IP.
OnepaTop BbigenseT aboHeHTY (06bIYHO KOPNOPATMBHOMY) KaHa ONpeaeeHHON WNPUHbI 1
Habop IP, a panblwe geno aboHeHTa, Kak OH ByaeT nX UCNonb30BaTh.
B HOBOW BepcumM Bbl MOXKETE 3aKpenuTb 3a aboHeHTOM ntoboe konuyecTso IP agpecos (K He



oba3aTenibHO 13 6510Ka, MOXXHO NPOW3BOJIbHBIX).
3. [Ba HoBbIx BuAa netflow:

o netflow gna bunnnHra, reHepupyeTcs TOJbKO N0 aboHEHTaM, 15 KOTOPbLIX HY>XXHa 3Ta
NHopMauums, ¢ arperaunen no aboHeHTaM 1 Knaccam Tpaduka. Knaccel Tpaduka
MO3BONSAT OTAEJIbHO Y4UTbIBAaTh B OUAINMHIE KOHKPETHbIE MPOTOKOJIbI UAN UX FPYNMbl, a
arperaumsa n cenekTUBHOCTb CYLLECTBEHHO YMeHbLUAOT 06beM nepenaBaembix u
obpabaTbiBaeMbIX AaHHbIX Ha bunanHre;

o MONHbIA AeTann3npoBaHHbIN netflow gna nposegeHma nccnenoBaHuii U ons peleHns

3agay COPM.
9kcnopT netflow ¢ DPI no3BonseT pa3rpy3nTb Apyroe, 4acto bonee goporocrosiee
obopypoBaHue.
4. O6HOBNEHbI CUTHATYPbl MPOTOKOIOB, YBEIMYEH NPOLIEHT 1 Yy4lEHO Ka4eCTBO pacno3HaBaHUs
Tpaduka.

N3MeHeHUAa B Bepcum 2.3

1. WcnpaBneHo: gna aboHEHTOB C HECKONbKUMM IP He paboTano n3MeHeHne HaCTPOEK MOJINCUHTa.
2. JobaBneH wennuHr notoka Netflow ans nibexaHusa NnoTepb Ha MaJIOMOLLHbIX KONEKTOPaX.

N3MeHeHUsa B Bepcuu 2.4

1. |/|CI'IpaB)'IEHOZ owwmnbka npn nHnunann3sauynm abOHEHTCKOro NOANCUHra Morna NpnBECTU K KpaXxy
N nepesanycky oCHOBHOIO npouecca.

N3MeHeHUa B Bepcum 2.5

1. WcnpasneHa owwnbka BO BpeMeHn oKoHYaHus flow npu dhopMmpoBaHum nonHoro netflow.
2. OobasneHbl HacTpomnky active n inactive timeout npy opmMnpoBaHUM NOSIHOFO HETMOY.
3. ObHoBNEeHa UHopMaLnsa 06 aBTOHOMHbIX cucTemMax ASN.

N3MeHeHusa B Bepcum 2.7

MpuopuTesauns Tpadurka no HanpaBieHUaM.

TpaH3uT YacTu Tpadurka 6e3 obpaboTKku.

Moppepxka 061a4HOro cepemca YepHbIX CNUCKOB Ans benopyccuu.
YnpasneHune ToppeHTamun no nx hash sHaveHuto (ons K3LW-cepsepa).
MoBblWeHa Hale)XXHOCTb pacrno3HaBaHMA WN(POBAHHbLIX TOPPEHTOB.
O6bHoBNeHa MHpopmaLunsa 06 aBTOHOMHbIX cnctemax ASN.

ok wNe
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Bepcus 2.0 Bbiwna K 3umHen Onumnuage 2014 n Ha3BaHa Kak 0gMH 13 cMMBoa0oB Onumnuagbl,
Bepcua 2.0 pacnpocTpaHanacbk Cpean OrpaHNYeHHOro Kpyra noAnncynkoBs, B Bepcumn 2.1 y4TeHbl
ncrpaBaeHnsa No pesysbTaTaM 3KCryaTauum


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings
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