CopepxaHue

Bepcmna 14.0 Shooting STArs ... 3
N3MEHEHNA B BEPCUM 14.2.1 ...............coo o e 3
NBMEHEHMSA B BEPCUM 14.2 ...........cccooei i e 3
U3BMEHEHMS B BEPCHUM 14,1 ............oooviiiiiiiiie e s 8
N3MEHEHMSA B BEPCHUM 14.0 ...t 11






Bepcusa 14.0 Shooting Stars

B namATb 0 Kosi1erax, KoTopble BHECIN OI'pOMHbIVI BKial B pa3BUTNE KOMIaHnn v ee rpoaykKtoB 1
HaBcerfa oCTaHyTCA B Hawen namsaTu

OTcnexunBanTe Tekywyto Bepcutio CKAT n oTnpaBnsanTe 3asaBku Ha 06HOBNEHME Yyepes
JInyHbI KabnHeT

CKAT-10-COMPLETE

Bepcusa M0 CKAT: 13.2 | [locTynHo o6HoBneHue 14.0

N3MeHeHUsa B Bepcuu 14.2.1

DPI

1. [NAT] Yny4weHune paboTtbl CGNAT npu HexBaTke cBOOOAHbIX NOPTOB. [pn HepgocTaTke y
aboHeHTa cBOHOAHbLIX MOPTOB 415 CO34aHNA HOBbIX CECCUMIN abOHEHT MOXXEeT Nepencnosib3oBaTh
CBOW, paHee BblAeNieHHble aboHeHTY nopThl, 60/1ee MHTEeHCKBHBIM 06pa3om. 9T0 noBedeHue
MOXXHO peryampyeTcs HOBbIMW HAaCTPOMBAEMbIMU TaiMayTaMu, KOTOPbIE MO YMOYaHWIO PaBHbI
YKa3aHHbIM HMXXE 3HaYeHUAM:

nat whp lifetime min = nat whp lifetime/3 - TaumayT nepencnosib30BaHNA CBOMX
MOPTOB B KOPOTKOWN 04epenn Npu nx HexeaTke

nat whp lifetime min long = nat whp lifetime long/3 - TanmayT
nepencrnosib30BaHNs CBOMX NOPTOB B AJIMHHON o4epean Npu X HexeaTke

1. [DPI] Yny4weHa nopaepxka ctaHgaptos RFC B paboTe peaupekT ons 16 ycnyrum (HTTP
peaunpekT n benbii cnucok IP-agpecos ¢ TepMmunHaunen TCP ceccnin Ha CKAT): ISN B SYN+ACK
3aMeHeH Ha HeNpoOrHo3npyeMoe 3Ha4YyeHne, CecCus 3aBepLlaeTcs no NoAHOMY LUKy

2. [DPIJ[UTILS] B ytunuty ip2proto nobasnHa onuma -append : 4ONOJIHEHNE HOBLIMUW AaHHbLIMU
yXe cywecTBytowero ¢ganna

N3MeHeHUsa B Bepcuu 14.2

DPI

1. [DPDK] Nepexon Ha HoByto Bepcuto DPDK 25.11. OnucaHue

2. [DPDK] YBennyeH MakcMManbHbIN pasMep namaTn o 256 I

3. [DPDK] 3ameyaHue: B KOMMIEKT NOCTaBKM BKOYeHa cbopka fastdpi_dpdk2411 Ha ocHose
DPDK 24.11 onsa noogepXKn HEKOTOpPbIX CTapbix Moaenen Mellanox, npocbba 3annaHMpoBaTb


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:personal_account
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#минимальные_требования
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11.
12.
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19.

20.
21.

22.

anrpena ceTeBbIX KapT KOro 3TO 3aTparnBaeT, T.K. BEPOATHO B TEKyLLEN 1 ByayLimx Bepcus
DPDK ux nogfep>xka npekpatieHa

[DPDK] HoBbl engine dpdk engine=7 c nognepXKon ABHOI0O YKa3aHUs AUCneT4epos
JaHHbIA OBVXOK NOAAEPXKMBAET reTeporeHHble KOH(pUrypaumnm, Koraa B 04HOM Kactepe
HaxXo4ATCA NOPThl pa3HOro Tuna — Hanpumep, in-dev 100G nopT, out-dev — Heckonbko 10G
noptos. OnncaHue

. [DPDK] obasneHo: HoBas onuus dpdk _max_memzone [cold] — YcTaHoBka DPDK max

memzone count. OnncaHue
[BALANCER] lobaBneHa BO3MOXXHOCTb UCNOb30BaHMA vlan rule gna gpunbTpaunmy NakeTos.
OnuncaHue

. [DNS] UcnpaBneHa owmnbka paboTtbl 19 ycayru c IPv6 Tpadukom n obasneHa ytunuta

dic2dns. OnucaHwne
HobasneH pa3bop TyHHens GRE ERSPAN ans pexuma check tunnels=1. OnucaHue

. CoobLueHne "Can't allocate record http_state" Tenepb BbiBOAMTCA pa3 B 50000
. JobasneHa nposepka pnara MARK2 ans nepeonpenneHuns 8 QUIC_UNKNOWN_MARKED korpga

npoTtokoa QUIC ewte B npouecce onpeneneHns SNI. OnucaHne
[lobaBneHo geTekTMpoBaHme npoTokona FakeTLS ¢ Banmaaunen
WNcnpasneHo: nepeknioyveHne ¢ QUIC_UNKNOWN Ha QUIC npu ycnewHoM pasbope SNI
[LLDP] Lo6baBneHa nogaep»xka LLDP. OnucaHune
JobasneHa nposepka viber_cl no KoHTenHepy
WcnpasneHo: nepeonpeneneHune 06a1a4HbIX MPOTOKOIOB HEKOTOPLIMU BCTPOEHHLIMU
NcnpasneHo: nobasneHo onpeneneHne NPOTOKoa agpecam B cnyyae korga SNI y)xe B mepsom
nakete ana cobnoneHns npnoputeta IP/SNI
cnpaeneHo: onpeneneHme DSCP ¢ nepBoro naketa aas 061a4vHbIX NPOTOKOM0B, 3afaHHbIX MO
agpecam
N3meHeHo: npoBepka Ha FakeSNI He npon3BoANTCS eCcnm NPOTOKOA onpeaeneH no IP n HeT
markl
N3meHeHo: nocne nposepku IPSNI oTKaT Ha 6a30BbIi MPOTOKO NAW MPOTOKOJ, 3a[aHHbIN NO
SNI (ecnun onpeneneH)
3mMeHeHO: ymMeHbLueHa riaybuHa npocMoTpa B NOMbITKax A4eKoAMPOoBb chame/sni
PeweHune npobnembl BbibOpa tx-NopTa ANA MHOMO3HAYHbIX KOHGUIypauni: obpaTHbIA NakeT
NPVOPUTETHO NOCbITAETCSA B TOT MOPT, U3 KOTOPOro Bbia mepBOHaYa bHbIN NakeT
[RATING GROUP] fobasneHa ycnyra 20: nOANCKMHI 1Mo penTuHr rpynnamM (RG) n KOHTpOAb KBOT
no obbemy.
Co3spaHue npodunsa ycnyru 20:
1. BknounTb nogaepxky RG B fastdpi.conf
rating _group_ count=0 — 4ucno rating group, @ — RG oTK/tO4EHbI. 3Ha4YeHune Mo
yMoJI4aHuo: 0
2. MNMoaroToBUTbL TEKCTOBLIN (halil, B KOTOPOM A KaXKA0W PENTUHI-rpynnbl NponucaTb
TBF-NOANCKHI, KBOTY M AEACTBME MO AOCTUXEHMNM KBOTbI, NpUMeEp:

rg4 tbf rate 1IMbit burst 1Mbit inbound.rate 8Mbit inbound.burst
1Mbit quota 100MB report

rg5 tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst
IMbit quota 1GB block

report n block — 3T0 4OCTYyNHbIE 4ENCTBUA MO AOCTUXKEHUN KBOTbI: report —
CoobWMNTL 0 AOCTVXKEHUN KBOTbI, HO NPOoNyckaTb Tpaduk ganee; block — coobwmnTb 0
LOCTUXXEHWMN KBOTbI M 610KMpOBaTh TpaduK No AaHHON PENTUHr-rpynne

3. KoHBepTupoBaTb TeKTOBbLIN haisi B OMHAPHBIA (hopmaT:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#использование_vlan_rule_в_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution#настройка
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_tunnels
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as#формат_файла_со_списком_автономных_систем_и_их_приоритетами
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support

cat rg.txt | lst2rg rg.bin

4. TIoMeCcTuUTb NONYYEHHbIN BMHaPHbLIA (halnn B AMPEKTOPUIO, OTKYAa ero byaeT yntaTb DPI:
cp rg.bin /var/lib/dpi/rg.bin

5. Co3paTb npohunb ycnyru:

fdpi ctrl load profile --service 20 --profile.name rgl --
profile.json '{ "rg list" : "/var/lib/dpi/rg.bin" }'

max_profiles serv20 — HacTpoWKa MakCUMasibHOro KoanyecTsa npodunen. Mo
ymon4yaHuio — 32.

YTunuTa rg2lst no3BonseT 4eKoAMPOoBaTb ANHAPHBLIN (Al B YATAEMbIN BUL:

rg2lst rg.bin > rg.txt

23. [RATING GROUP][TETHERING] lobaBneHa ycTaHOBKa rating group un KoHTpons tethering 4yepes
18 ycnyry, B HacTpovike npoduns KoTopon gobaBneHbl HOBblE OMUMOHAJIbHbIE MOAS:
tethN, roe BO3MOXHbIE BapuaHTbI:
o tethO — HeT KoHTpona tethering (default)
tethl — ecTb KOHTpONb tethering: tethering npucyTcTByeT
teth2 — ecTb KOHTpONb tethering: tethering oTcyTcTBYET

[¢]

[¢]

rgN, roe BO3MOXXHble BapuaHThbl:
o rg0 default (rg He ycTaHoBNEHA)
o rgl ycTaHoBfeHa rg=1

o rg65535 ycTaHoB/ieHa rg=65535

NMpumep 3apaHun 18 ycnyru:
1. nogroTaBnMBaeM TEKCTOBOE ONUCaHME HAaCTPoeK example.txt

http cs@ tethl rgl
https cs®@ tethl rgl
http cs@ teth2 rg2
https cs@ teth2 rg2

dns c¢sl tethl rgl
dns c¢sl teth2 rg2

default cs7 teth0 rg3

®* B paHHoM npumMmepe no http, https npoTokonam oTcnexxusaeTcs TeTepPUHr 1
B 3aBUCUMOCTHU OT 3TOro HasHavyaeTcs cooTBeTCByloLwWwasn rg. OTMeTUM, 4YTO Knacc
NOJINCUHIA CS OAMH U TOT Xe. AHanornyHo no dns npotokony. Mo BCEM
ocTaNbHbIM nNpoToKonam (default) HeT KOHTpPONA TeTepUMHra u yKasaHa
oTpenbHasda rg.



BRAS

N

NAT

2. KOHBEPTUPYEM BO BHYTPEHHUI hopMaT
cat example.txt|lst2dscp /tmp/example.bin
3. onuMoHanbLHO NpoBepsieM 0bpaTHOM KOHBEpTaLUMen
dscp2lst /tmp/example.bin

4. co3pgaem npoduab 18 ycayru n HasHavyaem aboHeHTy (11bo cpa3y Ha3Havyaem
HEeMMEeHOBaHHbIA NPOUb)

fdpi ctrl load profile --service 18 --profile.name test dscp
--profile.json '{ "dscp" : "/tmp/example.bin" }'

fdpi ctrl load --service 18 --profile.name test dscp --login
test subs
[MpoBepsem

fdpi ctrl list --service 18 --login test subs

B Tpaccuposke pobasneHo none rg=N

. [DHCP-Dual] JobaBneH y4eT Lease-Time. OnucaHune
. [Router] N3meHeHO Bbl4UTBIBaHME Linux route table npu cTapTe poyTtepa. OnucaHue
. [DHCP6-Proxy] OobasneHa DHCPv6-onuwns 79 Client-LinkLayer-Address, conep>awasa MAC-

agpec aboHeHTa, B Relay-Forward 3anpocel Kk DHCPv6-cepBepy Framed-Pool
[DHCP-Dual] NcnpaBneHo: HeKoppekTHoe hopMumpoBaHme IPv6 PD-npedukca ans agpecos n3
Framed-IPv6-Pool

. [DHCP-Dual] cnpaBneHo: nafeHune npu BKAOYEHUN TPAaCCUPOBKM MO mac

bras _dhcp trace mac
[DHCP-Dual] UcnpasneHo: nocnenoBaTenbHOCTL 3anpoca agpecos DHCPv6, 3atem DHCPv4
npuBOAMAA K INLLIHEN aBTOPU3aLINN

. [DHCP-Dual] UcnpaBneHo: TpaccmpoBka oTBeToB DHCPV6, ecnn MAC-agpec CTOUT Ha

TpaccupoBke

. [DHCP-Dual] UcnpaBneHo: aHoHC IPv4-agpeca aboHeHTa

. [VLAN-Rule][PPPoE] OobaBneHo: nonHasa noaaepxka Service-Name ans QinQ. OnucaHune
10.
11.

[DHCPv6] NcnpaBneHa oTnpaBka nepuoanyeckoro ICMPv6 Router Adv DHCPv6-aboHeHTam
[PPPOE] NcnpasneHo nameHeHune src/dst MAC B ethernet-3aronoske nakeTta npy TepMuUHaLUN.
Ina PPPoE-nakeToB TepMuHauma ethernet-3arosoBka 4oJIXXHa NpoOBOAUTCS BCeraa. Ho npw
BKJIOYEHHOW HacTpounke bras_term by as=1 B cuTyauum, korga srcAS He nomeyeHa Kak
term, nsmeHeHus ethernet src/dst MAC He npoucxoanno.

. JobaBneHa nogaepxxka oTk/O4YeHUs Kawa benbix agpecos ans skcnopta NAT TpaHCAsaLmMNA.

Hactponka nat dstaddr cache size=08B /etc/dpi/fastdpi.conf

. yJ'Iy‘-ILIJeHI/Iﬂ B ynpasjaeHUn JTNMNTaMn ceccun: onsg NIMMUTOB


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:dual_dhcp#session-timeout_и_lease-time
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#внутренняя_архитектура_роутера
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#синтаксис_описания_диапазонов_vlan_qinq

~

CLI

nat _tcp max sessions/nat udp max sessions, 3adaloLiMX OrpaHUYeHNs Ha KOJINYECTBO
BblA@HHbIX BesibIX NOPTOB, NCMPAB/IEHO YMEHbLUEHNE CYETYMKA KONNYeCTBa BblAaHHbIX MOPTOB,
4TO MOrN0 NPUBOANTL K HEDO/IbLLOMY MPEBbLILLEHWIO 3a4aHHOI0 IMMUTA. I3MEeHeHbl CHeTHYNKN
whpf, whp salfs, whp lalfs, whp ruse, whp ruse salfs, whp ruse lalfswu
aHaNIornYHble CHETHYUKKN B CTAaTUCTUKe Nno noTtokam (thr salfs un gpyrue), a Takxe BbIBOA,
KoMaHAabl nat show, 4Tobbl 0Tpa)kaTb TeKyLLee akTyaslbHOe UCMOJIb30BaHWe NopToB, a He
KYMYJIATUBHOE (HakonuTenbHoe)

NcnpasneHo: nobasneHa nposepka akTyanbHOCTU NAT TpaHcnauun B pexume FullCone B
cnyyae nat whp lifetime < lifetime flow: ecnm B ceccum nosBmMnacb akTUBHOCTD, a
NAT-NopT y>xe nepencrnonb3oBaH, TO BbIAENAETCSA HOBbIN NOPT

JobasneHo aBHoe 3aKpbiTne TCP-coeanHeHNs Npu Nepencrnosib30BaHnM nopTa Apyrum
aboHeHTOM

. N3meHeHa paboTa c ouepeaamu ny6ANYHBIX MOPTOB: MOPTbI C KOPOTKUM BPEMEHEM XKU3HU U C

OJIMHHBIM BPEMEHEM XN3HW XXUBYT B Pa3Hbix ovepeasx. NopTbl Tenepb ABASTCA d1eMEeHTaMu
nogoyepenmn npmBaTHOro agpeca. Nopt, K KOTopoMy obpalannce N3 non-owner NOToKa,
MOXXeT Nepencrnonb3oBaTbCs Cpasy

OnTtuMmsauma komaHabl ctatuctmkm fdpi ctrl list all status —service 11
icnpaBneHne KOHCMCTEHTHOCTM 04epean NpPMBaTHOro agpeca

. VicnpaBneHne n onTuMmnsaunsa ovyepean NopToB NPUBaTHOMO ajpeca:

1. O4yepenb NOPTOB NMPMBATHOrO afpeca pacnpeneseHa no noTokam
2. OYyepefnb NOPTOB NPUBATHOrO agpeca pasfesieHa Ha "KOpPoTKYy" 1 "ONnMHHY0".
OnTuMM3auma Npu NepenosHeHNN K3Lwa NpuBaTHLIN-NY6INYHbIR

[LLDP] HoBble komaHabl CLI: fdpi cli lldp enable, fdpi cli lldp disable —
NO3BONAIOT BKJIOYATL/BbIKOYaTb hopMupoBaHue LLDP-nakeToB. OnncaHne
[PCAP] [lobaBneHa KOMaHAa 3anuncu pcap C nopTa:

dev pcap <dev-name> rx|tx|any]|off

°© rX — 3anncbiBaTb NPUHATLIE C NOPTa NaKeThI
o tX — 3anucbiBaTb OTMNPaBAsSEMbIe B NMOPT NAKEThI
° any — rx utx

off — 3aBepwnTb 3annchb

[¢]

Mpedukcbl pannos pcap (dev - umsa nopTa):

o rx-dev — onarx

o tx-dev — gnga tx
[RATING GROUP] lobaeneHo: komaHaa fdpi cli rg show <IP> npocMoTpa TeKyLLmx
JaHHbIX M0 penTuHr-rpynne ana aboHeHTa
[VLAN] B komaHgy fdpi cli vlan rule dump pobasneH napameTp, onpeaensoLlnii, Kakon
Tn npasun BeiBoauTbL: fdpi cli vlan rule dump [type]. OnucaHue
[DPI] BoiBog komaHabl fdpi cli dump flow cache format pacwwupeH HoBbIMM nonsamu.
OnucaHune
[VLAN-Rule][PPPoE] B komaHay fdpi cli vlan rule show pobasneH BbIBOJ BCEX
pa3speweHni gns Service-Name. OnucaHne
[VLAN-Rule][PPPoE] PethakTopuHr nopaep>xku Service-Name. B komaHgbl fdpi cli vlan
rule add/rm pobasnsetca nogaep>xka PPPoE n Service-Name. OnucaHune

. [VRF] LobaeneHo: nogaepxka komanabl fdpi cli dhcp show stat vrf


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:flow_statistics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление

9.
10.

IPFIX

w

[NAT] NcnpasneHa pabota fdpi cli ping ons NAT aboHeHTOB
[NAT] UcnpasneHa paboTta komaHabl fdpi cli nat show

[lobaBneHa BO3MOXXHOCTb OTNPaBKN AaHHbIX No NnpoTokony UDP 6onblie pa3mepa MTU (c IP
(bparmeHTauuen)

. VicnpaBneHa owmnbka yCTaHOBKM TaliMayTa OTMPaBKM AaHHbIX MO YMOJHaHUIO

NcnpasneHa owmnbka npu n3meHeHun onumm ipfix dev

[DNS] OobaBneHbl napameTpbl ajb _save dns answer typesu

ajb save dns request types, KoTopble N03BONAIOT 3afiaBaTb TUNbI DNS
3aMnpoCcoB/OTBETOB A4J11 3anuncK B hann n otnpasky no IPFIX. OnucaHne

YTUNuTHI

1.

[lobaBneHbl yTUANTbI Ist2rg n rg2lst gna koHBepTauumn npoguns ycnyrum 20

N3MeHeHusa B Bepcuu 14.1

DPI

W

o ~Now

BRAS

1.

2.

3.

. [DPI][ajb_save vlan] cnpasneHa owwnbKa npu paboTe ABMXKKA B PeXMME TONbKO A5 YTeHus
. [DPDK][tap_device] UcnpaBneHo: 3afiaHne onuHbl tx-odyepenn onumen dpdk tx queue size.

PaHee onunHa tx-o4epean TAP-geBanca 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyrancs: ETHDEV: Invalid value for nb_tx_desc(=256), should be:
< 4096, >= 512, and a product of 1

[LAG] UcnpaBneHo: gobasneHa banaHCMPOBKa A5 NAKETOB pass

[DPI][ip_node stg] JobaBneHa cTaTucTmka no 3aceneHmto buckets. Hosasa CLI-komaHga stat
storage ip4 detail BbIBOAWT CTATUCTKKY MO 3anosHeHuto buckets B IPv4 node storage
[DPI] JobasneHa Banmaaumsa npotokony MULTIPROXY _STRONG

[DPI] Yny4weHa macwTabrupyemMocTb Ha 128-54epHbIX CUCTEMax

[DPI][log] YnyyweHa nogcncTteMa fOrMpoBaHus B ciydasax nepenosiHeHus log gannos.
[DPI][tethering] LobaBneHo peTekTnpoBaHue tethering. MapameTtp tethering ttl allowed
= 128:64 [hot] - onpenenseT cNNCOK JOMNYCTUMbIX 3Ha4YeHnUn TTL ona Tpaguka oT aboHeHTa,
KOTOpble He cynTatTCa tethering. 3HaveHUA nepedyncnanTcsa Yepes ':'. KONM4ecTBO 3HAYEHUI
[0 256 (0-255). Onucaxwue

[BRAS][framed-route] UcnpaBneHo: nepepayva Framed-Route npu nameHeHnn normHa
aboHeHTa. MpKn n3MeHeHUn nornHa noaceTn Framed-Route ocTaBannCb NOAKIYEHHBIMU K
CTapoMy JIOrMHY, 1 BCE YCAYrn U NOANCKMHI Ans noaceten Framed-Route bpanunce oT cTaporo
NOruHa.

[BRAS] [lobaeneHa onuns bras disable 13 auth — sBHbI 3anpeT L3 auth B pexxnme L2
BRAS nns Bcex aboHeHTOB. OnucaHune

[BRAS] [lobaBneH HoBbI (hnar ans aboHeHTa — 3anpeT L3 auth gna KoHKpeTHOro aboHeHTa.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_dns-ответов_или_dns-запросов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_l3auth#глобальный_запрет_l3-авторизации

10.

11.

12.

13.

14,
15.

16.

17.

NAT

STOT (har MOXXHO YCTAHOBUTBL/CHATbL TONbKO Yepes CLI: B KomaHay subs prop set pobasneH
HoBbIN NapameTp disable 13 auth=[1:0]. OnucaHwue

[BRAS][srcIP spoofing] LobaBneHa hunbTpaums no daaram source AS Ha nyTu subs—inet oo
npuema naketa B 06paboTKy ans 610kMpoBaHMA ncxoaswero ot onepatopa DDOS ¢ noameHom
IP-agpeca. OnucaHue

. [BRAS][PPP] B komaHay ppp show stat gpobaBneHa cTaTucTuka no yTunmsaumm bI-ceccuin.

OnuncanHve

[BRAS][PCEF][Policing] [lobaBneHo KOHGMIyprpoBaHue obLLero noancnHra n3 napamMmeTpoB
nepepaHHbix B aTpnbyTe VasExperts-Policing-Profile c npedukcom BR##. OnncaHune
[BRAS][PCEF][Services] obaBneHo KOHpUIypupoBaHne nepcoHanbLHOro (noname) npoguns
nonb30BaTeNs ANS CePBUCOB 13 MapaMeTpoB nepefaHHbIX B aTpubyTe VasExperts-
Service-Profile c npedukcom BP##. OnncaHue

. [BRAS][PCEF][rating-group] HoBble onuuu (cold, Tpebyetcs pectapT fastDPI):

o rating group_count — 4ucno rating group, @ — RG OTK/tO4EHBI. 3Ha4YeHne no
ymon4yaHuto: 0

o rating group max subs — max 4ucno aboHeHTOB ¢ RG. 3Ha4YeHne No yMOAYaHMIO:
(RG oTknt04EHbI)
OnuncanHue

. [BRAS][PCEF][rating-group][RADIUS Accounting] BeiBog cTtaTuctmku no RG B RADIUS

Accounting. CtaTtuctuka no RG nepegaeTtcsa B 0TAeNIbHbIX NakeTax Interim-Update. OnucaHune
[BRAS][PCEF][rating-group][CLI] LobaeneHo: CLI-komaHpa subs traffic stat. KomaHnga ons
yKa3aHHOro aboHeHTa BbIBOAUT OUANNHIOBYIO CTAaTUCTUKY M CTaTUCTUKY MO rating group, ecnu
OHW NOAKNOYeHbl y aboHeHTa. OnncaHue

[BRAS][PCEF][rating-group][RADIUS Accept] [lobasneHo: 3agaHue ycayru RG npu
aBTopu3aumn. HakonneHne ctatucTnkm no RG MoxxeT BbITb BKJIIOYEHO TONIbKO €C/IN BKOYEHA
ycnyra 9 (bill stat) gna koHkpeTHoro aboHeHTa. OnucaHune

[BRAS][SHCV][hot] JobaBneH KOHTPONb akTMBHOCTK static IP L2-aboHeHTa (aboHeHTa,
KoTopomy npu L3-asTopm3aumm RADIUS Bo3BpaTun cnar VasExperts-L2-User=1).
Onuncanve

[BRAS][DHCP][hot] Ons onuun bras _dhcp check secondary keys (KOHTPOMb BTOPUYHbIX
KJIl04en) LOCTYMHbl HOBble 3HaYeHUst 2 — KOHTPOJIMPOBaTb TONbKO opt82 n 4 —
KOHTpOAMpoBaTb ToNbKO QinQ. OnucaHme

[BRAS][L2TP] UcnpaBneHo: nageHune npu nonyyeHnn aybns out-of-order ctl-naketa
[BRAS][dhcp-relay] LlobaBneHa BO3MOXXHOCTb COXpPaHEHUS 3Ha4YeHUs nons siaddr.

Hosbin (onar B onuum bras _dhcp server: keep siaddr=1 — coxpaHATb none siaddr DHCP-
naketa. lNpumep:

bras dhcp server=188.227.73.42%eth0Q;arp proxy=1;reply port=67;keep siad
dr=

Mo ymon4yaHuto none siaddr MoXeT 6bITb MOANGDULMPOBAHO, YTOBbI CKPbITh peasnbHbIA agpec
DHCP-cepsepa. OnucaHune

[BRAS][CLI] AobaBneHo: koMmaHda subs db stat BwiBoga cTatucTmkm no bl L2 BRAS.
OnucaHwne

[BRAS][DHCP6] UcnpaBneHo: nageHue npu obpabotke DHCPV6 ¢ HekoppekTHOWN ananHon B UDP-
3aroJioBke
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https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_relay#настройка
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CLI

. [CG-NAT] JobasneH rx_dispatcher=3 — meTopn c pasHoMepHON 6anaHCUPOBKOM MO

NPOU3BOJILHOMY KOMYECTBY NOTOKOB € noaaepxkon NAT 1:1 ¢ BO3MOXXHOCTbIO Ha3Ha4YeHus
KOHKPeTHbIX MybnunyHbix agpecos, 6e3 TpeboBaHNs Ha3HaYeHMA KOHKpeTHOro MpuBaTHOro
afpeca Ha aboHeHTa. OnucaHue

. [CG-NAT] Y4eT BpemMeHun Xn3Hu TpaHcnaumm B komaHge fdpi ctrl list status

—service 11 —login UserName (—ip IP). B BbiBOAE KOMaHZAbl NOSBUINCH
LONOJIHUTESNIbHblE Mons: active sess tcp — KOMYeCTBO akTMBHbIX NAT-TpaHChauni ans
TCP nactive sess udp — KonuyecTBo akTUBHbIX NAT-TpaHchauun ans UDP.

AKTMBHOCTb TPaHCAALNN ONPeaeNaeTCcs BpEMEHEM ee NMoC/eAHero UcnoJsib30BaHns u
napamMeTpoOM BPEMEHU XWN3HW, 3a4aBAaEMOro B onumuax Knacrtepa. OnncaHue

[CG-NAT][CLI] Y4eT BpeMeHU XU3HN TpaHCaauum B KomaHae nat show <internal ip>
[<lifetime>]. BoiBoanT cnncok Bcex NAT TpaHCcnaumm ans 3agaHHoro ceporo IP. OnncaHne

. [CLI] Do6baBneHa komaHaa subs bind show npocmoTpa cnncka IP-agpecos, NPUBA3aHHbIX K

noruHy <login>. OnuncaHue
[CLI] OobasneHo: CLI-komaHga stat http. 3Ta komaHAa BbIBOAWUT BHYTPEHHIOW CTAaTUCTUKY,
aHanoruyHyto sbiBoay B fastdpi_stat.log. Onucaxue

3. [CLI] ®ukc komaHg List status —service 11 (NAT) m nat show

IPFIX

1. [IPFIX] XpaHeHune nHgpopmauum o TTL 13 3aronoska IP-nakeTos. OnucaHue

B cTtaTucTtuky Full NetFlow B ¢hopmaTe IPFIX gobasneHsi:
o TTL nakeTos, id 192. Mone ncnonsb3yetcs ana obonx HanpasaeHuin: subs2inet n inet2subs
o Rating group, id 2020
[IPFIX] NcnpaBneHa owmnbKa KOHBEPTMPOBAHMSA BPEMEHN B UNiX hopmaT
[IPFIX] B Full NetFlow IPFIX nobaBneHbl HoBble 64-bit mons. OnucaHne
service flags - nHdopmaumsa o meTkax, koTopble nosay4mn flow 8 DPI. leTeKTupoBaHHbIN
tethering coobwaetcs no IPFIX B 6ute 1 nong service_flags. LocTynHbl 63 buta ana
LlanbHeNLWero ncrnosib30BaHus.
detection flags - 3ape3epBnpoBaHO No4 METOL AeTeKuuu.
action flags - 3ape3epBupoBaHo Nof nepenadvy Kakue gencrtsuns doim ¢ flow.

. [IPFIX] B Full NetFlow IPFIX ncnpasneHa nepegada TTL B 04HOM noJe ¢ naeHTugmkaTopom 192

B 3aBUCMOCTW OT HalpaBJIEHNA. OnucaHune

YTUnAuTbl

1. [utils] obaBneHa yTuaMTa name2custom ans NpocMoTpa CNMCKa NPOTOKOIOB, 3arpPy>KEeHHbIX

13 obnaka (B OT/IN4ME OT BCTPOEHHbIX)

RADIUS

1. [FastRADIUS] fobaBneHa nopfepxka 3anucy B syslog. Hosbin napameTp syslog level B

fdpi_radius.conf — ypoBeHb 3anucu coobuieHnin n3 alert-nora B syslog. © — 3anucb B syslog
OTKJI04YEeHa (3HavyeHne no ymonyaHuio). OnncaHue
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2.

[FastRADIUS] [lobaeneHo nssneveHme RADIUS aTpmnbyTta 3GPP User Location Info u ero
oTtrnpaska B IPFIX. OnucaHune

N3MeHeHusa B Bepcuu 14.0

DPI

N

LNV AW

10.

11.
12.
13.
14,

15.

16.
17.
18.
19.

20.

21.

22.

23.
24,

. [DPI] Mepexopn Ha DPDK 24.11, nopgfep»xka HoBbIX ceTeBblx KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). OnucaHue

[DPI] JobaBneHbl HoBble NpoToKobl: AGORA STREAMS(49314), AZAR _CALL(49315),
WECHAT_CALL(49316), TEAMS_CALL(49317). Cnnucok npoTOKOJI10B

[DPI] Yny4yweHa nogaep»xka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToK0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] DobaBneHa Banmaauns ons CN0XKHOCOCTABHbIX NPOTOK00B. CMIMCOK NPOTOKOJ10B
[DPDK] MakcumanbHoOe 41Mcio gucneTyepos yBennyeHo Ao 32. OnucaHue

[DPI] Jo6aBneHbl obavyHble NPOTOKONbI C nAeHTUgrkaTopammn 55296..58367

[DPI] JobasneH npotokon DOQ 49318 (DNS-over-QUIC)

[DPDK] fobaeneH dpdk _engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepos Ha MOCT.
OnuncaHune

[DPDK] YnaneHsbl BblaeneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsiBNeHa ycTapesLlen n 6onee He NCNOSb3yeTCS.

[DPI] MoHWXeH npuopuTeT onpegeneHusa telegram tls

[DPI] Yny4yweHo peTtekTupoBaHue WECHAT n WECHAT CALL

[DPI] JobaBneH npoTokon FakeTLS (49319) ¢ Banmaaumen

[VLAN-Rule] NepeHoc aaHHbIX vian group n3 UDR B SDR. obanbHble Npasuna ans vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlan group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl n3 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHue

[0 14 Bepcumn NCNOJIb3yeTCS TOJIbKO 0A4Ha BCTpoeHHas 6a3a faaHHbIX UDR (User Data
Repository) npegHasHa4yeHa ons NOCTOAHHOINO XpaHeHUs faHHbIX 00 ycnyrax, NonCUHrax u
Apyrux HacTponkax FastDPI.

C 14 Bepcuum BBogunTCa pasneneHme UDR Ha UDR n SDR. PasgeneHne nponcxoguT
aBTOMaTU4YeCKn Npu 06HOBNEHNN BEPCUMN.

SDR (System Data Repository) npegHa3Ha4yeHa g XpaHeHus HacTpoek FastDPI, He cBSi3aHHbIX
¢ aboHeHTaMn. MoxHoO c4uTaTb, 4TO SDR sfBNsieTca nponomkeHnem fastdpi.conf. Hukakon
cneunansHom akTmBauum SDR He TpebyeTcs — Heobxoaumele .mdb-hainbl co3gatoTcs
aBTOMATMYECKU MPU BKIKYEHUN COOTBETCTBYOLLEro pexxuma B fastdpi.conf.

[VLAN] VLAN rules — pobasneHbl CLI-komaHAbl. OnucaHune

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp enable

[SNMP] Co3gaH MOLYy/lb MOHUTOPUHIAa KOMMOHEHTOB cucTeMbl No SNMP

[IPv6] [lobaBneHa BO3MOXKHOCTb OnpeaeneHnsa HanpasaeHns B KOMOUHNPOBAHHOM Tpadumke
(IN+OUT B 0gHOM NOPTY) Ha OCHOBEe Npu3Haka local ana IP-agpecos. BkAoYaeTcs onuunen
combined io direction_mode

[VLAN-Rule] JobaBneHa noggep»xka 'any' BMecTo *' npu onucaHum gnanasoHa VLAN.
OnucaHne

[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuweTcs B slave or He Ha Kaxkaoe cobbiTue,
a ¢ nepnoanyHocTbio 1/50000

[DPI] Oob6asneHbl npoTokoabl ZALO CALL(49320) and VK _CALL(49321)

[DPI] NcnpaBneHa paboTa 6nokunposku B pexmme hard ons SSL

[DNS] [lobaBneHa BO3MOXXHOCTb NoAcTaHOBKK/6noknposkm/oTbpoca DNS 3anpocos A, AAAA,
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25.
26.
27.
28.

BRAS

N

10.

11.

12.
13.
14,

15.
16.
17.
18.

MX, HTTPS. Onucanve

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] OobaBneHa nogaep>xxka UDP gnsa BIGOTV

[DPDK] YoaneHue ycTapeBlnx HacTpoek rx channels n cBA3aHHbIX C HUMK MPOBEPOK

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NnomMoLLb0 NapaMeTpa
ajb save vlan. OnucaHue

. [BRAS] MNopaepxka DHCP-Dual. OnucaHune
. [BRAS] MNopaepxka TepMuHaumm L2TP. OnncaHune
. [BRAS][PPP] Knto4 PPP-ceccun cgenaH coctaBHbiM: 12subs id + tunnel-IP. Onsa PPPoE-

ceccun TyHHenbHoro IP HeT (tunnel-IP=0). CLI-koMaHAbl, NPUHUMAIOLLNE B KaYeCcTBe KJI4a
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPATUTb HECKOJILKO 3anncen ¢ ogMHakosbiM 12subs id. OnucaHue
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NafeHune n3-3a roHku npu octaHoske fastDPI

. [BRAS][DHCP] UcnpaBneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBETE

HeT DHCP onuun

[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO/0B 1 06a Nons B Npoduie HyXHO 6bl1I0 3aMONHATH

[BRAS][Framed-Route] McnpaBneHo: BO3MOXKHasa KOpKa Npy 0CBOBOXKAEHUN NaMATH

. [BRAS] PehakTopuHr ces3n ¢ PCRF: B HOBOW peanu3saunm BCe NOAKNOYEHNA paBHO3HAYHbI,

owmnbka Ha noboM 13 HUX NPUBOAUT K NepenofKIYEeHNI0 BCEX COeANHEHUIN 1 Nepexoay Ha
apyron PCRF. obasneHbl CLI-koMaHAb!:
1. pcrf connect show — BbIBOA TeKyLLero COCTOSAHUA Y HAaKOMIEHHON CTaTUCTUKM MO
coepmnHeHmam c PCRF.
2. MpunHyauTensHoe noakaYveHne K ykasaHHoMmy PCRF pcrf connect switch
[<pcrf index>], roe <pcrf indxed> — vHOeKC CTPOKM COeMHEHNS B NapameTpe
auth_server. Ecam <pcrf indxed> He yKka3aH — nosaraeTcs pasHbiM 0.
OnuncaHue

. [PCRF][PPP][Framed-pool] obaBneHo: B DHCP-onunto Client-Id BkO4aeTCsa Takxe

tunnel-IP kak 4YacTb naeHTudurkaTopa aboHeHTa. MNoapobHee B pa3aenax Moanepxka IPv4-
nynos u lMopnepxka IPve-nynos

[PCRF][Acct] cnpaBneHo: oTKAo4YeHe oTnpaBky Interim-Update. fIBHoe 3anaHne Acct -
Interim-Interval = 0 B oTBeTe Paanyca OOJHKHO OTKJIO4aTb 0TrNpaBky Interim-Update.
MonpobHee B pasfenax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] JobaBneHa noogepxka 3agaHus ycayru 19 "MoameHa DNS", npocunb oba3aTeneH.
OnuncaHune

[BRAS][DHCP] N3MeHeHO: anropuTM CKOJb35LLEro OKHa ans rate limit

[BRAS] NcnpasneHo: owmbka npu CpaBHEHUN BpeMeHuW npu 3arpyske ip_prop n3 UDR

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpnbyTte VASExperts-Service-Type nepegaetca Tun aBTopusauun. OnucaHme
[PCRF][L2TP] UcnpaBneHo: aTpubyTtbl NAS ons L2TP npun aBTOpU3aumm

[BRAS][L2TP] UcnpasneHo: data race npu 3aKpbiTUM CECCUM

[BRAS][L2TP] WcnpasneHo: data race npu co3gaHnUM TyYHHeNs

[BRAS][L2TP] UcnpasneHo: nose oanHbl B 3aronoske L2TP ans data-naketos. CornacHo RFC, B
data-nakeTax nose len L2TP-3aronoBKa ABASETCA ONLMOHAbHbIM. HeKOTOpbIe peasn3auun
client L2TP He noHumatoT data-nakeTbl € nosem len B L2TP-3aronoBke. 3To UcnpassieHme
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT bynet nocblnaTb data-nakeTsl 6e3 3T0oro nons. Ecam xe data-nakeTbl 0T aboHeHTa
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19.

CLI

copepxat none len, CKAT Takxxe byaeT ero Bkao4aThb.

[BRAS] NcnpaBneHo: oTnpaska KoMaHA 13 pending queue. B HeKOTOpbIX Ciiyvasx (Hanpumep,
npu nepexone coctosHu pcrf-MmoHnMTOopa initial - connected) He BbI3blBasiaCb OTNPaBKa
KoMaH[A 13 pending queue, 4TO NPUBOAMO K "3aBMCaHMNIO" KOMaHbl B 04epeaun Ha
HeonpenesneHHoe BpeMs (40 NepenoKNioYeHns B pe3ynbTaTe OWmnbKM cokeTa).

. [VASE_CLI] Co3pnaH yHuBepcanbHbih CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C NoAanep>xKon aBTopm3auum n norrnposaHns komaHa B TACACS (TpebyeTtca VEOS 8.x).
OnucaHwne

. [CLI] DobaBneHa nogaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth un dhcp disconnect. Onucanue
B CLI-komaHpy dev info gobasneHo umsa LAG, B KOTOpbIA BXOAUT nopT. OnucaHmne
[CLI] DobaBneHbl KOMaHAbl BbIBOAA CBONCTB M CTAaTUCTUKKM mempool

hal mempool props
hal mempool stat

Ana BbiBofa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKItOYEHHBIM COOPOM
CTaTUCTUKM

[CLI] Do6aBneHo: koMaHaa stat flow ip6 BbiBoga cTaTUCTMKK No IPv6 flow. OnucaHmne
[CLI] OobaBneHo: komaHaa stat flow ip4 BbiBoga cTaTuCTUMKKM no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log. OnucaHwne

. [CLI] DobaBneHa koMaHaa stat netflow. BuiBog obwen ctatuctukm no Netflow/IPFIX (To xe,

yTo BbiBOAMTCA B fastdpi stat.log B pa3pene "Statistics on NFLW_export"). Onucanune

. [CLI] DobaBneHa koMmaHaa stat firewall. OnucaHue

. [IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3

nepesarpy3ku fastDPI ¢ nomowybio napameTpa ipfix reserved. OnucaHune

. [IPFIX] Oo6aBneHa arperauns coobuweHmn ans IPFIX notokos FullFlow/DNS/META/NAT
. [IPFIX] OobasneH napameTp ipfix mtu limit, orpaHuymesatowmin gns udp-naketos IPFIX

MaKCMMasibHbI pa3mep nepegasaemoro coobuieHns. MoapobHee: HacTporka skcnopTa
Clickstream, HacTpoinka skcrnopTa 1 wabnoH Full NetFlow B hopmaTe IPFIX

[IPFIX DNS] B IPFIX DNS no6aBneHbl HOBble anemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

[IPFIX] NcnpaBneHbl ownbky penHuymanusaumm IPFIX skcnoptepos

[IPFIX DNS] OobaBneHa BO3MOXHOCTb oTnpaBku DNS MX oTseToB no IPFIX. BkaovyaeTca nyTtem
yCcTaHoBKM 3 buTa (4) napameTtpa ajb_save dns. OnucaHue

[IPFIX] NcnpaBneHa owunbka popmuposanHus ExportTime B IPFIX Fullflow

. [IPFIX] OobaBneHa HacTpanBaeMas oTnpaBka cHeT4YnkoB drop octets/packets npu

topmmposaHuu IPFIX fullflow. Onucaxme

RADIUS


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:vase_cli
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:dhcp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#dev_info
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:stat
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:stat
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:stat
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:stat
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_clickstream
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_clickstream
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_dns-ответов_или_dns-запросов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_dns-ответов_или_dns-запросов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix

1. [FastRadius] MoxHo 3apatb bind ipv6 address u bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm mackm 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHme No 3HaAYEHUIO
bind ipv6 subnet. OnucaHune

Router

1. [Router] AHoHCcUpoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY 1 nocne
aBTopu3aumun. OnuncaHune

2. [Router] UcnipaBneHo: nepexsaT 1 oTBOA IPv6-nakeToB Ha tap-uHTepdencsl. Link-local appeca
He 0TBOAMSNCL Ha tap, AaXke ecnv 3To ABHO 3aaHo B HacTporkax router.subnet6.

YTunutbl

1. [DPIUTILS] ObHoBneHa yTunuta checknat. OnucaHue
2. [DPIUTILS] O6HoBneHa yTuanTta dns2dic ¢ noaaep>xkon 6J10KMpoBKN AOMEHOB. OnucaHmne


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_requirements#поддержка_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities#checknat
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
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