CopepxaHue

Bepcusa 14.0 Shooting Stars ..

N3MeHeHns B Bepcun 14.2
N3MmeHeHns B Bepcun 14.1
U3meHeHns B Bepcun 14.0






Bepcusa 14.0 Shooting Stars

B namATb 0 Kosi1erax, KoTopble BHECIN OI'pOMHbIVI BKial B pa3BUTNE KOMIaHnn v ee rpoaykKtoB 1
HaBcerfa oCTaHyTCA B Hawen namsaTu
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OTcnexunBanTe Tekywyto Bepcutio CKAT n oTnpaBnsanTe 3asaBku Ha 06HOBNEHME Yyepes
JInyHbI KabnHeT

CKAT-10-COMPLETE

Bepcusa M0 CKAT: 13.2 | [locTynHo o6HoBneHue 14.0

MeHeHUs B Bepcuu 14.2

. [DPDK] Nepexon Ha HoByto Bepcuto DPDK 25.11. OnucaHue

. [DPDK] YBenu4yeH MakcumanbHbI pa3mep namatn go 256 '

. [DPDK] 3ameyaHwve: B KOMMNIEKT NOCTaBKMW BKO4YeHa cbopka fastdpi_dpdk2411 Ha ocHoBe
DPDK 24.11 onsa nooaepXKu HEKOTOpPLIX CTapbix Moaenen Mellanox, npocbba 3annaHMpoBaTb
anrpena ceTeBbIX KapT KOro 3TO 3aTparnBaeT, T.K. BEPOATHO B TeKyLLen 1 byayLimx sepcus
DPDK ux nogfep>xka npekpatieHa

[DPDK] HoBbI engine dpdk engine=7 ¢ nognepXKon ABHOM0O YKa3aHUs AncneT4yepos
JaHHbIA OBVXOK NOAAEPKMBAET reTeporeHHble KOH(pUrypaumum, Koraa B 04HOM Kactepe
HaXo4ATCA NOPThbl pa3HoOro Tuna — Hanpumep, in-dev 100G nopT, out-dev — Heckonbko 10G
nopTos. OnncaHue

. [DPDK] fobasneHo: HoBas onuus dpdk _max_memzone [cold] — YcTaHoBka DPDK max
memzone count. OnncaHue

[BALANCER] lobaBneHa BO3MOXXHOCTb UCNOAb30BaHMA vlan rule gna ounbTpaunm NnakeTos.
OnuncaHue

. [DNS] UcnpaBneHa owmnbka paboTtbl 19 ycayru c IPv6 Tpadukom n JobasneHa ytunuta
dic2dns. OnucaHwne

HobasneH pa3bop TyHHens GRE ERSPAN ans pexuma check tunnels=1. OnucaHue

. CoobLueHune "Can't allocate record http_state" Tenepb BbiBOAMTCSA pa3 B 50000

. JobasneHa nposepka pnara MARK2 ans nepeonpenneHns 8 QUIC_UNKNOWN_MARKED korpaa
npoTokoy QUIC ewe B npouecce onpeneneHnsa SNI. OnucaHune

[lobaBneHo geTekTMpoBaHme npoTokona FakeTLS ¢ Banmaaunen

NcnpasneHo: nepeknioyveHne ¢ QUIC_ UNKNOWN Ha QUIC npu ycnewHoM pasbope SNI

[LLDP] flobaBneHa nognepka LLDP. OnucaHne

JobasneHa nposepka viber_cl no KoHTelHepy

WcnpasneHo: nepeonpeneneHune o6aa4HbIX MPOTOKO0B HEKOTOPLIMU BCTPOEHHbLIMU
WNcnpasneHo: nobasneHo onpeneneHne NPOTOKoNa agpecam B cnyyae korga SNI y)xe B mepsom
nakete ana cobnwoneHns npnoputeta IP/SNI


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:personal_account
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#минимальные_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#использование_vlan_rule_в_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution#настройка
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_tunnels
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as#формат_файла_со_списком_автономных_систем_и_их_приоритетами
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support
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WNcnpasneHo: onpeneneHne DSCP ¢ nepsoro naketa aas 06sa4yHbIX NPOTOKOJI0B, 3a4aHHbIX MO
agpecam
N3meHeHo: npoBepka Ha FakeSNI He npon3BoANTCS eCcnvm NPOTOKOA onpeaeneH no IP n HeT
markl
3meHeHo: nocne npoeepkyn IPSNI oTKaT Ha 6a30BbIN MPOTOKON MAM NPOTOKOJ, 3a4aHHbIN NO
SNI (ecnu onpeneneH)
i3meHeHO: yMeHbLIeHa rnybrHa npocMoTpa B MOMbITKax A4EKOANPOBb Chame/sni
PeweHue npobnembl BbiIbOpa tx-nopTa ANA MHOMO3HaYHbIX KOH(UIypauuii: obpaTHbIN NakeT
NPVOPUTETHO MOCbITAETCSA B TOT MOPT, U3 KOTOPOro Bl mepBOHaYabHbIN NakeT
[RATING GROUP] fobasneHa ycnyra 20: nOANCKHT 1Mo penTuHr rpynnamM (RG) n KOHTpOAb KBOT
no obbemy.
Co3spaHwve npoduna ycnyru 20:

1. BknounTb nogaepxky RG B fastdpi.conf

rating _group_ count=0 — 4ucno rating group, @ — RG OTK/tO4EHbI. 3Ha4YeHne no
ymon4yaHuto: 0

. MoAroTOBMTb TEKCTOBLIN (haii, B KOTOPOM S Ka)KA0W PEATUHI-rpynnbl NPonucaThb

TBF-nonuncunr, KBOTY U NeCTBUE MO AOCTMXXEHWUN KBOThI, npunMmep:

rg4 tbf rate 1IMbit burst 1Mbit inbound.rate 8Mbit inbound.burst
1Mbit quota 100MB report

rg5 tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst
IMbit quota 1GB block

report n block — 3T0 4OCTYyNHbIE 4ENCTBUA MO AOCTUXKEHUN KBOTbI: report —
Co00WNTbL O OCTUXKEHUN KBOThI, HO NponyckaTb Tpaduk ganee; block — coobwntb 0
LOCTVXXEHMMN KBOTbI U 610KMPOBaTb TPamK N0 AaHHOW PENTUHI-rpynmne

. KoHBepTnpoBaTb TEKTOBLIN (hann B OUHAPHLIA hopMaT:

cat rg.txt | lst2rg rg.bin

. MomMeCcTuTb NoNyyYeHHbI BUHAPHBIA (haln B AMPEKTOpuio, 0TKyAa ero bynet 4yutaTb DPI:

cp rg.bin /var/lib/dpi/rg.bin

. Co3paTb Npothub ycnyru:

fdpi ctrl load profile --service 20 --profile.name rgl --
profile.json '{ "rg list" : "/var/lib/dpi/rg.bin" }'

max_profiles serv20 — HacTpoWKa MakCMMaJibHOro KosnyecTsa npodunen. Mo
yMoJi4aHuo — 32.

YTunuta rg2lst no3BonseT LeKoANPOBaTb ANHAPHbIA (Dalia B YATAEMbIA BUL:

rg2lst rg.bin > rg.txt

23. [RATING GROUP][TETHERING] [lobaBneHa ycTaHOBKa rating group u KoHTpons tethering yepes

18 ycnyry, B HacTporke npodnns KoTopon AobaBsieHbl HOBbIE OMNLNOHAIbHbIE MONS:
tethN, roe BO3MOXHbIE BapuaHTbI:

o tethO — HeT KoHTpons tethering (default)

o tethl — ecTb KOHTpOJIb tethering: tethering npucytcTeyeTt
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teth2 — ecTb KOHTpONb tethering: tethering oTcyTcTBYET

rgN, roe BO3MOXXHble BapuaHThbl:
rg0 default (rg He ycTaHoBNEHA)
rgl yctaHosneHa rg=1

rg65535 yctaHosneHa rg=65535

NMpumep 3apaHun 18 ycnyru:
NMoAroTaB/IMBaeM TEKCTOBOE OMnCaHne HacTpoek example.txt

http cs@ tethl rgl
https cs®@ tethl rgl
http cs@ teth2 rg2
https cs@ teth2 rg2

dns c¢sl tethl rgl
dns c¢sl teth2 rg2

default cs7 tethO rg3

®* B paHHoM npumepe no http, https npoTtokonam oTcnexmBaeTcs TETEPUHT U
B 3aBUCUMOCTM OT 3TOr0 Ha3HavyaeTcs cooTBeTCBYyloLWas rg. OTMeTUM, 4YTO Kjacc
NOJINCUHIA CS OAMH U TOT XKe. AHanoru4yHo no dns nportokony. No BCEM
ocTanbHbiM NpoTokonam (default) HeT KOHTpONA TeTepuHra n yKkasaHa
oTAaesbHasd rg.

KOHBEPTMPYEM BO BHYTPEHHWIA chopMmaT

cat example.txt|lst2dscp /tmp/example.bin
OnuMoHaIbHO NpoBepsieM 0bpaTHON KOHBepPTaLMei
dscp2lst /tmp/example.bin

co3gaem npotuab 18 ycnyru n HasHavyaem aboHeHTy (Mbo cpa3y Ha3Havaem
HEeMMEeHOBaHHbIA NPOUb)

fdpi ctrl load profile --service 18 --profile.name test dscp
--profile.json '{ "dscp" : "/tmp/example.bin" }'

fdpi ctrl load --service 18 --profile.name test dscp --login
test subs
[MpoBepsiem

fdpi ctrl list --service 18 --login test subs

B Tpaccuposke fobasneHo rnone rg=N
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. [DHCP-Dual] JobaBneH yyeT Lease-Time. OnucaHune
. [Router] N3meHeHO Bbl4UTLIBaHKME Linux route table npu cTapTe poyTtepa. OnucaHume
. [DHCP6-Proxy] Lobasnena DHCPv6-onuus 79 Client-LinkLayer-Address, cogep»awas MAC-

agpec aboHeHTa, B Relay-Forward 3anpocekl k DHCPv6-cepBepy Framed-Pool

[DHCP-Dual] NcnpaBneHo: HekoppekTHoe hopMupoBaHme IPve PD-npedurkca ong agpecos u3
Framed-IPv6-Pool

. [DHCP-Dual] cnpaBneHo: nafeHune nNpu BKAKOYEHUN TPAaCCUPOBKM MO mac
bras dhcp trace mac
[DHCP-Dual] NcnpasneHo: nocnenoBaTeIbHOCTb 3anpoca agpecos DHCPv6, 3atem DHCPv4
npuBoAMSA K INLLHEN aBTOpU3aLnn

. [DHCP-Dual] NcnpasneHo: Tpaccuposka otBeToB DHCPV6, ecnn MAC-agpec CToUT Ha
TpaccupoBske
[DHCP-Dual] UcnpaBneHo: aHoHC IPv4-agpeca aboHeHTa

. [VLAN-Rule][PPPoE] fobaBneHo: nonHasa nogaepxka Service-Name ans QinQ. OnucaHune
[DHCPv6] VicnpaBneHa oTnpaBka nepuoanyeckoro ICMPv6 Router Adv DHCPv6-aboHeHTam
[PPPOE] UcnpaBneHo nameHeHue src/dst MAC B ethernet-3aronoBske nakerta npu TepMUHaL UK.

Ins PPPoE-nakeToB TepMuHauusa ethernet-3aronoska fos»xHa NpoBoanTCa Bcerga. Ho npu
BKJIOYEHHOW HacTpomnke bras term by as=1 B cuTyauum, korga srcAS He noMeyeHa Kak
term, nameHeHuns ethernet src/dst MAC He nponcxoguno.

. [obaBneHa noanep)ka oTK/OYEHUS K3La benbix aapecos ans skcrnopTa NAT TpaHCAsUMA.

HacTtpoika nat dstaddr cache size=0B /etc/dpi/fastdpi.conf

. y}'ly‘-II.IJeHI/Iﬂ B ynpasiaeHNn NTMMNUTaMK ceccun: onsg NUMUTOB

nat _tcp max sessions/nat udp max sessions, 3aJaloLMX OrPaHUYEHNS Ha KOJINYECTBO
BblAaHHbIX BesibIX MOPTOB, NCNPABAEHO YMEHbLUEHNE CHETHNKA KOSIMYECTBA BblAaHHbIX MOPTOB,
4TO MO0 NPUBOANTL K HEOONbLLOMY MPEBbLILLEHWIO 3aJaHHOI0 IMMUTA. VI3MEHEeHbI CHETHYUNKN
whpf, whp salfs, whp lalfs, whp ruse, whp ruse salfs, whp ruse lalfswu
aHaJNIorMYHble CHEeTHYUKM B CTaTUCTUKe no noTtokam (thr salfs un gpyrue), a Takxe BbIBOA,
KoMaHAbl nat show, 4Tobbl 0OTpaxkaTb TekyLlee akTyaslbHOE UCMO0JIb30BaHME MOPTOB, a He
KYMyNSTUBHOE (HaKonuTesbHOe)

. WcnpaeneHo: gobasneHa npoBepka akTyanbHoCcTW NAT TpaHcasumin B pexxume FullCone B

cnyyqae nat whp lifetime < lifetime flow: ecnm B ceccum nossmnachk akTUBHOCTL, @
NAT-NopT y>xe nepencnosib3oBaH, TO BblAeAeTCSA HOBbIA MOPT

NobasneHo sBHOe 3akpbiTue TCP-coeauHEHNA NPy Nepencnonb3oBaHUN NopTa ApYyruMm
aboHeHTOM

. 3meHeHa paboTa c ovyepensiMm Ny6ANYHbIX NOPTOB: MOPThbl C KOPOTKUM BPEMEHEM »XXWU3HU U C

OJIMHHBIM BPEMEHEM XW3HW XUBYT B pPa3HblX o4epensx. MopTel Tenepb ABAAOTCA 3/1eMeHTaMu
nogoyepenmn npuBaTHOro agpeca. MNopT, K KOTopoMy obpallanncb U3 NON-owner NoToKa,
MOXXET Nepeuncrnosnb30BaThCs Cpasy

OnTumusaumsa komaHabl ctatuctvkn fdpi ctrl list all status —service 11
WcnpaBiieHne KOHCUCTEHTHOCTW OYepean NPUBaTHOro agpeca

. VicnpaBneHne 1 onTuMmnsauns ovyepean NopToB NPUBaTHOMO aapeca:

1. O4epepnb NOPTOB NPMBATHOrO afpeca pacnpenesieHa no noTokam
2. O4yepelb NOPTOB NPMBATHOrO agpeca pa3fesieHa Ha "KOpPoTKy" 1 "ONNHHY0".

. ONTUMM3aLMS NPU NEPENOIHEHNMN K3LWA NPUBATHbIA-NYBANYHbINA


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:dual_dhcp#session-timeout_и_lease-time
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#внутренняя_архитектура_роутера
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#синтаксис_описания_диапазонов_vlan_qinq
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[LLDP] HoBble komaHabl CLI: fdpi cli 1ldp enable, fdpi cli lldp disable —
MO3BOJIAIOT BKJIOYATh/BbIK/IOYaTh popMuposaHue LLDP-nakeToB. OnncaHne
[PCAP] [lobaBneHa KoMaHAa 3anncu pcap C nopTa:

dev pcap <dev-name> rx|tx|any|off

© rx — 3anuncblBaTb MPUHATbIE C NOPTa NaKeTbl
o tX — 3anuceiBaTb OTMNpPaBJiseMble B MOPT NaKeThbI
°o any — rx u tx

o off — 3aBepwmnTb 3annchL

Mpedukcol annos pcap (dev - uma nopTa):
o rx-dev — ons rx
o tx-dev — ona tx

. [RATING GROUP] Lob6asneHo: komaHga fdpi cli rg show <IP> npocMmoTpa TeKyLiux

LaHHbIX N0 PENTUHT-rpynne aas aboHeHTa
[VLAN] B komaHgy fdpi cli vlan rule dump gobasneH napameTp, onpeLensolnin, Kakon
Tun npaswn BbiBoauTb: fdpi cli vlan rule dump [type]. OnucaHue

. [DPI] BoiBog komaHabl fdpi cli dump flow cache format paclwmpeH HOBbIMU NOAAMMU.

OnuncaHune
[VLAN-Rule][PPPoE] B komaHay fdpi cli vlan rule show gobasneH BbiBOA BCEX
pa3peweHnin gnsa Service-Name. Onucanue

. [VLAN-Rule][PPPoE] PethakTopuHr nopgaepxku Service-Name. B komangel fdpi cli vlan

rule add/rm pobasnsetca nogaep>xka PPPoE n Service-Name. OnucaHne
[BRAS][DHCP-Dual] OobaBneHo: nognepxka komaHabl fdpi cli dhcp show stat vrf

. [NAT] NcnpasneHa pabota fdpi cli ping ansa NAT aboHeHTOB
. [NAT] NcnpaeneHa pabota komanabl fdpi cli nat show

. DobaBneHa BO3MOXXHOCTb OTNPaBKK AaHHbIX No npoTokoay UDP 6onblie pasmepa MTU (c IP

hparmeHTaumnen)

. VicnpaBneHa owmnbka yCTaHOBKM TaliMayTa OTMNPaBKM AaHHbIX MO YMOJHAHUIO

NcnpasneHa owmnbka npu n3meHeHunn onumm ipfix dev

[DNS] OobaeneHbl napameTpbl @ajb save dns answer typesu

ajb _save dns request types, KoTopble N03BONAOT 3aaBaTb TUMNbI DNS
3aMpoCcoB/OTBETOB /14 3anucuK B hann 1 otrnpasky no IPFIX. OnucaHne

YTUnAuTbl

1.

[obasneHbl yTunnTbl Ist2rg n rg2lst ons KoHsepTaumm npogunsa ycnyrum 20

N3MeHeHusa B Bepcum 14.1


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:flow_statistics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_dns-ответов_или_dns-запросов
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. [DPI][ajb_save vlan] cnpasneHa owwnbka npu paboTe OBMXKKA B PeXMME TONbKO A5 YTeHus
. [DPDK][tap_device] UcnpaBneHo: 3afiaHne onuHel tx-odyepenn onumen dpdk tx queue size.

PaHee onuHa tx-o4epean TAP-geBanca 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyrancs: ETHDEV: Invalid value for nb_tx_desc(=256), should be:
< 4096, >= 512, and a product of 1

[LAG] UcnpaBneHo: fobasneHa banaHCMpoBKa 415 NaKeTOB pPass

[DPI][ip_node stg] JobaBneHa cTaTucTmka no 3aceneHmio buckets. Hosasa CLI-komaHga stat
storage ip4 detail BbIBOAWUT CTATUCTUKY Mo 3anonHeHuio buckets B IPv4 node storage
[DPI] OobaBneHa Banngaumsa npotokony MULTIPROXY STRONG

[DPI] Yny4weHa macwTabrpyemMocTb Ha 128-54epHbIX CUCTEMax

[DPI][log] YnyyweHa nogcncteMa orMpoBaHus B ciaydasax nepenosiHeHus log gannos.
[DPI][tethering] LobaBneHo peTekTupoBaHue tethering. MapameTtp tethering ttl allowed
= 128:64 [hot] - onpefnenseT cNNCOK JOMNYCTUMbIX 3HaYeHUn TTL ana Tpagurka oT aboHeHTa,
KOTopble He cynTatTCa tethering. 3HaveHUsa nepedncnanTcsa Yepes ':'. KoNnM4ecTBO 3HAYEHUI
[0 256 (0-255). Onucaxwue

. [BRAS][framed-route] UcnpaBneHo: nepepayva Framed-Route npu nameHeHnn normHa

aboHeHTa. MpKn n3MeHeHUn nornHa noaceTn Framed-Route ocTaBannCb NOAKIYEHHBIMU K
CTapoMy JIOFUHY, 1 BCe YCYIW 1 NOANCUHT Ans noaceten Framed-Route 6pannce oT cTaporo
JIOTMHa.

. [BRAS] lobasneHa onuuna bras disable 13 auth — sBHbI 3anpeT L3 auth B pexxunme L2

BRAS pns Bcex aboHeHTOB. OnuncaHune

[BRAS] [lobaBneH HoBbIN (hnar ans aboHeHTa — 3anpeT L3 auth gna KoHKpeTHOro aboHeHTa.
STOT (hy1ar MOXXHO YCTAHOBUTL/CHATbL TONbKO Yepe3 CLI: B KomaHay subs prop set pobasneH
HoBbIN NapameTp disable 13 auth=[1:0]. Onucaxue

[BRAS][srclIP spoofing] LobasneHa hunbTpaumns no ¢gpnaram source AS Ha nyTu subs—inet no
npvema naketa B 06paboTky ans 6no0kupoBaHma ncxogswero ot onepatopa DDOS ¢ noameHon
IP-appeca. OnuncaHve

. [BRAS][PPP] B komaHay ppp show stat gobaeneHa cTaTucTuka no ytunmsaumm bI-ceccuin.

OnuncaHve
[BRAS][PCEF][Policing] lobaBneHo KOHUrypmnposaHune obLLero noANCUHra n3 napameTpoB
nepenaHHbIX B aTpubyTe VasExperts-Policing-Profile ¢ npedukcom BR##. Onucanue

. [BRAS][PCEF][Services] lobaBneHo KOHpUrypupoBaHmne nepcoHanbLHOro (noname) npoguns

nonb3oBaTens 419 CepBMCOB 13 MapaMeTpoB NepeflaHHbIX B aTpubyTe VasExperts-
Service-Profile c npedukcom BP##. OnncaHue

. [BRAS][PCEF][rating-group] HoBble onuuu (cold, TpebyeTtcs pectapT fastDPI):

o rating group_count — 4ucno rating group, 0 — RG oTK/tO4EHBI. 3Ha4YeHne Mo
yMoJi4aHuio: 0

o rating group max subs — max 4ucno aboHeHTOB ¢ RG. 3Ha4YeHne No yMoa4aHuIo:
(RG oTK/tO4EHbI)
OnuncaHue

. [BRAS][PCEF][rating-group][RADIUS Accounting] Beiog ctaTtuctmku no RG B RADIUS

Accounting. CtatucTtuka no RG nepefaetcsa B 0TAeNIbHbIX NakeTax Interim-Update. OnucaHne
[BRAS][PCEF][rating-group][CLI] o6aeneHo: CLI-komaHpa subs traffic stat. KomaHnga ons
YyKa3aHHOro aboHeHTa BbIBOAUT OUANNHIOBYIO CTAaTUCTUKY M CTaTUCTUKY MO rating group, ecnu
OHW NoAaKto4YeHbl y aboHeHTa. OnncaHne


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_l3auth#глобальный_запрет_l3-авторизации
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_set
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_ipsg#фильтрация_по_флагам_source_as
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe#pppoe_show_stat
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#полисинг_с_передачей_абсолютных_значений_расширенный_формат_htb
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#пример_3_переопределение_классов_трафика_и_полисинг
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11.

12.

13.

14,
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17.

NAT

CLI

1.

2.

3.

[BRAS][PCEF][rating-group][RADIUS Accept] [lobasneHo: 3agaHue ycnyru RG npu
aBTopm3aumn. HakonneHme ctatucTkm rno RG MoxxeT BbITb BKIIOYEHO TONIbKO €C/IN BKOYEHA
ycnyra 9 (bill stat) ona koHkpeTHoro aboHeHTa. OnucaHune

[BRAS][SHCV][hot] JobaBneH KOHTPONb akTMBHOCTK static IP L2-aboHeHTa (aboHeHTa,
KoTopoMmy npwu L3-asTopm3sauunm RADIUS Bo3BpaTun gnar VasExperts-L2-User=1).
OnucaHune

[BRAS][DHCP][hot] Ons onuun bras _dhcp check secondary keys (KOHTPO/sb BTOPUYHbIX
KNt0Yen) LOCTYMNHbI HOBbIE 3HAYeHUA 2 — KOHTPOIMPOBaTb TOJIbKO opt82 1 4 —
KOHTpOAMpOBaTb TONbKO QinQ. Onucanme

[BRAS][L2TP] UcnpaBneHo: nageHue npu nonyyeHnn aybns out-of-order ctl-nakeTta
[BRAS][dhcp-relay] [lobaBneHa BO3MOXXHOCTb COXPaHEHUS 3Ha4YeHWs nond siaddr.

Hosbiin (onar B onuun bras _dhcp server: keep siaddr=1 — coxpaHATb none siaddr DHCP-
naketa. MNpumep:

bras dhcp server=188.227.73.42%eth0Q;arp proxy=1;reply port=67;keep siad
dr=

Mo ymon4yaHuto none siaddr MoXxeT 6bITb MOANGDULNPOBAHO, YTODObLI CKPbITH peasnbHbIN agpec
DHCP-cepsepa. OnucaHune

[BRAS][CLI] OobaBneHo: komaHaa subs db stat BbiBoga ctaTucTuku no b L2 BRAS.
OnucaHwne

[BRAS][DHCP6] UcnpaeneHo: nageHune npu obpabotke DHCPV6 ¢ HekoppeKTHOW annHon B UDP-
3aronoBKe

. [CG-NAT] JobasneH rx_dispatcher=3 — meTon c pasHoMepHON 6anaHCUPOBKOM MO

NMPOU3BOJ/IbHOMY KOMYECTBY NOTOKOB € noaaepxkon NAT 1:1 ¢ BO3MOXXHOCTbIO Ha3Ha4YeHus
KOHKpPeTHbIX MybnunyHbix agpecos, 6e3 TpeboBaHNS Ha3HaYeHNA KOHKpeTHoro MpuBaTHOro
afpeca Ha aboHeHTa. OnucaHue

. [CG-NAT] Y4eT BpeMeHun Xn3Hu TpaHcnaumm B komaHge fdpi ctrl list status

—service 11 —-login UserName (—ip IP). B BbiBOAE KOMaHZAbl NOSBUANCH
LONOJIHUTESNbHblE MonsA: active sess tcp — KOMYeCTBO akTMBHbIX NAT-TpaHChaunA ans
TCP un active sess udp — konm4ecTBO akTUBHbIX NAT-TpaHcnaunn gns UDP.

AKTUBHOCTb TPAHCNALMW ONpeaenseTcs BpEMEHEM ee NoCAeQHEr0 NCMOIb30BaHUA U
napaMeTpoOM BPEMEHM XKXWN3HW, 3a4aBaeMOro B onunsax knactepa. OnucaHne

. [CG-NAT][CLI] Y4eT BpeMeHu XU3HN TpaHCaauumn B kKoMaHge nat show <internal ip>

[<lifetime>]. BoiBoanT cnncok Bcex NAT TpaHCnaumn ans 3agaHHoro ceporo IP. OnncaHne

[CLI] DobaBneHa koMaHaa subs bind show npocmoTpa cnuncka IP-agpecos, NpMBSA3aHHbIX K
nornny <login>. OnncaHne

[CLI] OobasneHo: CLI-komaHaa stat http. 3Ta koMaHAa BbIBOAWUT BHYTPEHHIOW CTAaTUCTUKY,
aHanoruyHyto sbioay B fastdpi_stat.log. Onucaxue

[CLI] ®ukc komaHp list status —service 11 (NAT)wu nat show
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IPFIX

1. [IPFIX] XpaHeHune nHpopmaumm o TTL n3 3aronoeka IP-naketos. OnucaHune
B cTtaTucTtumky Full NetFlow B ¢hopmaTe IPFIX gobasneHsbi:
o TTL nakeTos, id 192. Mone ncnoneb3yetcs Ana obonx HanpasaeHuin: subs2inet n inet2subs
o Rating group, id 2020
2. [IPFIX] NcnpaBneHa owmnbka KOHBEPTUPOBAHNS BPEMEHM B UNiX hopMaT
3. [IPFIX] B Full NetFlow IPFIX pobaBneHbl HoBble 64-bit nonsa. Onuncaxme
service flags - nHopmaumsa o meTkax, koTopble nosay4mn flow 8 DPI. leTeKTupoBaHHbIN
tethering coobwaetcs no IPFIX B 6uTte 1 nong service_flags. LocTynHbl 63 buta ans
LlanbHeNLWero ncrnosb30BaHus.
detection flags - 3ape3epBnpoBaHO No4 METOL AeTeKuuu.
action flags - 3ape3epBupoBaHo NofA nepepadvy Kakue gencrsmns doim ¢ flow.
4. [IPFIX] B Full NetFlow IPFIX ncnpasneHa nepega4a TTL B 04HOM MnoJjie C naeHTugukaTopom 192
B 3aBMCMOCTW OT HanpasieHus. OnucaHme

YTUNUTHI

1. [utils] OobaBneHa yTunmTa name2custom ans npocMoTpa CNUCKa NPOTOKOJI0B, 3arPyXKEeHHbIX
13 obnaka (B OTIM4ME OT BCTPOEHHbIX)

RADIUS

1. [FastRADIUS] fobaBneHa nopaepxka 3anucu B syslog. Hosbin napameTp syslog level B
fdpi_radius.conf — ypoBeHb 3anucu cooblueHunin n3 alert-nora B syslog. © — 3anuck B syslog
OTKJ/II0Y€EHA (3Ha4yeHune no ymonyaHuio). OnucaHune

2. [FastRADIUS] OobasneHo nssnevyeHne RADIUS aTpubyTta 3GPP User Location Info n ero
oTtrnpaska B IPFIX. OnuncaHune

N3MeHeHusa B Bepcuu 14.0

DPI

1. [DPI] Mepexon Ha DPDK 24.11, nopaep»xkKa HoBbIX ceTeBbix kKapT (Intel EB30 200G, Intel E610,
Napatech SmartNIC). OnucaHune

2. [DPI] JobaBneHbl HoBble NpoToKobl: AGORA STREAMS(49314), AZAR CALL(49315),

WECHAT _CALL(49316), TEAMS_CALL(49317). Cn1coK NpoTOKOJI10B

[DPI] Yny4yweHa nogaepxka npotokosos LINE_CALL, VYKE_CALL. Crincok npoTOK0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] DobaBneHa Banmaauns ons CN0XKHOCOCTaBHbIX NPOTOK00B. CNMCOK MPOTOKOJ10B

[DPDK] MakcumanbHoe 41cio gucneTyepos yBennyeHo Ao 32. OnncaHue

[DPI] JobaBneHbl obavyHble NPOTOKObI C naeHTUgrkaTopammn 55296..58367

[DPI] JobasneH npoTtokon DOQ 49318 (DNS-over-QUIC)

[DPDK] fobaeneH dpdk _engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.

OnuncaHve

10. [DPDK] YnoaneHsol BbigeneHHble mempool. Onumsa fastdpi.conf dpdk _emit mempool size

L R
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BRAS

N

obbsBNeHa ycTapesLluen n bonee He NCNOSb3YeTCS.

[DPI] MoHwXeH npuopuTeT onpegeneHus telegram tls

[DPI] Yny4yweHo petektuposaHue WECHAT n WECHAT CALL

[DPI] OobasneH npoTokon FakeTLS (49319) c Bannpaumnen

[VLAN-Rule] NepeHoc aaHHbIX vian group n3 UDR B SDR. 'obanbHble Npasuna ons vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlan group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl n3 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHwne

[0 14 Bepcumn NCNOJIb3yeTCS TOJIbKO 0A4HA BCTpoeHHas 6a3a fgaHHbIX UDR (User Data
Repository) npegHa3Ha4yeHa A NOCTOSAHHOIO XPaHEHUS AaHHbIX 06 ycayrax, NOANCUHIaX W
Apyrux Hactponkax FastDPI.

C 14 Bepcun BeoanTcs pasgeneHne UDR Ha UDR n SDR. PaszgeneHue nponcxoauT
aBTOMaTUYeCKM Npy 06HOBIEHNM BEPCUN.

SDR (System Data Repository) npefHa3Ha4yeHa gna xpaHeHUs HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTaMn. MoXXHO c4uTaTb, 4TO0 SDR sBAsieTca npogomkeHnem fastdpi.conf. Hukakon
cneunanbHom akTmBauum SDR He TpebyeTca — Heobxogumblie .mdb-thannbl co3patoTcs
aBTOMaTUYeCKM Npu BKOYEHUIN COOTBETCTBYIOWero pexunma B fastdpi.conf.

[VLAN] VLAN rules — nobasneHsbl CLI-koMmaHabl. OnucaHmne

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable

[SNMP] Co3gaH MOLYy/lb MOHUTOPUHIa KOMMOHEHTOB cucTeMbl no SNMP

[IPv6] [lobaBneHa BO3MOXHOCTb OnpeaeseHnsa HanpasaeHns B KOMOUHNPOBAHHOM Tpadumke
(IN+OUT B 0g4HOM NOPTY) Ha OCHOBe Npu3Haka local gnga IP-agpecos. BkaoyaeTcs onunen
combined io direction mode

[VLAN-Rule] OobasneHa nogfepxxka 'any' BMecTo *' npu onncaHmm granasoHa VLAN.
OnuncaHue

[DPI][LOG] CoobuweHune o HexBaTKke ssl napcepoB nuwieTcs B slave nor He Ha Kaxkaoe cobbiTue,
a C nepunoanyHocTbio 1/50000

[DPI] Jo6aBneHbl npoTokonbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpaBneHa paboTa 610kupoBkM B pexxume hard ons SSL

[DNS] lobaBneHa BO3MOXXHOCTb noAcTaHOBKK/6nokuposku/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnucaHune

[DPI] Oob6asneH npoTokon BIGO_CDN(49324)

[DPI] OobasneHa noaaep>xxka UDP gnsa BIGOTV

[DPDK] YoaneHue ycTapeBlwmnx HacTpoek rx channels n cBA3aHHbIX C HUMKU MPOBEPOK

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TpadMK 3a4aHHOro vlan ¢ NoMoLLbio NapaMeTpa
ajb_save vlan. OnucaHue

. [BRAS] MNopaepxka DHCP-Dual. OnucaHune
. [BRAS] Nopaep>xka TepmmHaumm L2TP. OnncaHne
. [BRAS][PPP] Knto4 PPP-ceccun caenaH coctaBHbiM: 12subs id + tunnel-IP. Onsa PPPoE-

ceccun TyHHenbHoro IP HeT (tunnel-IP=0). CLI-koMaHAbl, NPUHUMAIOLLNE B KaYeCTBe KJI4a
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKObKO 3anuncen ¢ 0agnHakosbiM 12subs id. OnuncaHme

[BRAS][subs _grooming] cnpaBieHo: BO3MOXXHOE NafieHne 13-3a roHky npu octaHoBke fastDPI

. [BRAS][DHCP] UcnpaeneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE

HeT DHCP onuwun
[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXxHUM hopmaTom 18 ycnyru, roe bbi1o MeHbLLe
NpoTOK0N0B 1 06a nons B npodue Hy>KHO BbII0 3aNONHATL

. [BRAS][Framed-Route] cnpaBneHo: BO3MOXHasA KOpKa npu 0cBOBOXAEHUN NaMATH
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CLI

[BRAS] PechakTopuHr cesizm ¢ PCRF: B HOBOW peanv3auny Bce NOAKIOYEHNSA PpaBHO3HAYHbI,
owmnbKa Ha 1tobOM 13 HUX MPUBOAUT K NEPenoaKIOHEHNI0 BCEX COeANHEHUI 1 Nepexoay Ha
apyron PCRF. lobaeneHbl CLI-koMaHAbl:
1. pcrf connect show — BbIBOA TEKYLLErO COCTOAHUSA U HAKOMIEHHOW CTAaTUCTUKMK MO
coegmHeHmam c PCRF.
2. MpuHypuTensHoe nogkoyeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf _index>], roe <pcrf indxed> — vHOEKC CTPOKMW COeiMHEHMS B NapameTpe
auth_server. Ecnm <pcrf _indxed> He yka3aH — noJsiaraeTcs pasHbiM O.
OnuncaHune

. [PCRF][PPP][Framed-pool] Lo6asneHo: B DHCP-onuuio Client-Id BkAoYaeTcs Takxe

tunnel-IP Kak 4acTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nynos v Mooaep»xka IPv6-nysos

[PCRF][Acct] NcnpaBneHo: oTk4YeHne oTrnpasBkK Interim-Update. ABHoe 3agaHue Acct -
Interim-Interval = 0B oTBeTe Pagnyca [o/mKHO OTKOYaTb 0TNpaBKy Interim-Update.
MoopobHee B pa3aenax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] JobaBneHa noagepxka 3agaHns ycayru 19 "MoameHa DNS", npocunb oba3ateneH.
OnucaHune

[BRAS][DHCP] 3mMeHeHO: anropnTM CKONb3ALWEro OkHa ana rate limit

[BRAS] VicnpasneHo: owmnbka npu cpaBHEHUM BpEMEHW Nnpu 3arpy3ske ip_prop n3 UDR

[Acct] NobaBneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpubyTe VASExperts-Service-Type nepegaetca Tvn asTopmusauunn. OnmcaHme
[PCRF][L2TP] NcnpaBneHo: aTpubyTtel NAS ans L2TP npun aBTOpU3aumm

[BRAS][L2TP] UcnpaBneHo: data race npu 3aKpbITUK CECCUA

[BRAS][L2TP] NcnpasneHo: data race npu co3faHumn TyHHens

[BRAS][L2TP] UcnpasneHo: none oaunHbl B 3aronoske L2TP ans data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3arosioBka ABASETCA ONUMOHaNbHLIM. HEKOTOpPbIE peann3aunm
client L2TP He noHumatoT data-nakeTsl € nosieM len B L2TP-3aronoBke. 3To ucnpasneHme
KoppekTupyeT noseneHune FastDPI: ecnin data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT bynet nocblnaTb data-naketsl 6e3 3T0ro nons. Ecam xe data-nakeTbl 0T aboHeHTa
copepxat none len, CKAT Takxxe bygeT ero Bkao4aThb.

[BRAS] cnpasneHo: oTnpaska KoMaHA 13 pending queue. B HeKOTOpbIX Ciiyvasx (Hanpumep,
npu nepexoge coctosHun pcrf-moHmTopa initial - connected) He BbI3biBaNacb OTMNpPaBKa
KOMaHA 13 pending queue, 4TO NPUBOAWUIO K "3aBUCAHWNIO" KOMaHAbl B 04epeamn Ha
HeonpeaeneHHoe Bpems (00 NepenoakNyeHns B pesynbTaTe ownbky cokeTa).

. [VASE_CLI] Co3paH yHuBepcanbHbii CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C NoALEepXKoW aBTopM3aLmum n norrnposaHns komaHa B TACACS (TpebyeTtcsa VEOS 8.x).
OnuncaHune

. [CLI] DobaBneHa nognepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth un dhcp disconnect. Onucanune
B CLI-komaHay dev info pobaBneHo nms LAG, B KOTOPbIA BXOAUT NopT. OnuncaHune
[CLI] Do6baBneHbl KOMaHAbl BbIBOAA CBONCTB M CTAaTUCTUKKM mempool

hal mempool props
hal mempool stat

Ons BbiBoAa cTaTtucTukm mempool Tpebyetcsa cbopka DPDK ¢ BkItO4EHHBIM CHOpPOM
CTaTUCTUKN
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5. [CLI] OobaBneHo: komaHaa stat flow ip6 BbiBOga cTaTUCTMKKM no IPv6 flow. OnncaHne

6. [CLI] OobaBneHo: komaHpa stat flow ip4 BbiBofa cTaTUCTUMKKM No IPv4 flow. AHasnor BbiBOAa
B fastdpi stat.log. OnucaHwne

7. [CLI] DobaBneHa komaHaa stat netflow. BeiBog obwen ctatuctmuky no Netflow/IPFIX (To xe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export"). OnucaHune

8. [CLI] OobaBneHa komaHaa stat firewall. OnucaHue

1. [IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHnUs napameTpos IPFIX/Netflow 6e3
nepesarpy3ku fastDPI ¢ nomowybto napameTpa ipfix reserved. OnucaHune

2. [IPFIX] LobaBneHa arperauuns coobuweHunn gna IPFIX notokoB FullFlow/DNS/META/NAT

3. [IPFIX] LobasneH napameTp ipfix mtu limit, orpaHnymsatowmm ana udp-naketos IPFIX
MaKCMMasibHbIV pa3mep nepegasaemoro coobuieHns. MoapobHee: HacTpoika skcnopTa
Clickstream, HacTpoika s3kcrnopTa 1 wabnoH Full NetFlow B hopmaTe IPFIX

4. [IPFIX DNS] B IPFIX DNS gobaBneHbl HOBble 31eMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

5. [IPFIX] NcnpaBneHbl ownbkn penHuumanmsaumm IPFIX skcnopTepos

6. [IPFIX DNS] OobaBneHa BO3MOXHOCTb oTnpaBkyu DNS MX oTseToB no IPFIX. BkaoyaeTca nyTem
yCcTaHoBKM 3 buTa (4) napameTtpa ajb_save dns. OnucaHue

7. [IPFIX] NcnpaBneHa owmnbka hopmmpoBaHusa ExportTime B IPFIX Fullflow

8. [IPFIX] flobaBneHa HacTpamnBaeMas oTrnpaBka c4eT4mMKoB drop octets/packets npu
topmmposaHuu IPFIX fullflow. Onucaxme

RADIUS

1. [FastRadius] MoxHo 3agaTb bind ipv6 address un bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm macku 128 B Framed-IPv6-Prefix oHa He npoBepsaeTCcs Ha orpaHMyYeHmne rno 3Ha4eHuto
bind ipv6 subnet. OnucaHune

Router

1. [Router] AHOHCUpoBaHMe benbix agpecoB aboHeHToB A NAT 1:1 no ogHOMY K nocne
aBTopu3aumu. OnucaHune

2. [Router] cnpaeneHo: nepexsaT u 0TBOA IPv6-nakeToB Ha tap-nHTepgencsl. Link-local agpeca
He OTBOAWSIMCbL Ha tap, faxke ecsim 3TO SBHO 3a[laHO B HaCcTpomnkax router.subnet6.

YTUunutbl

1. [DPIUTILS] O6bHoBneHa yTunuta checknat. OnucaHue
2. [DPIUTILS] O6bHoBneHa yTunuta dns2dic ¢ noaaep>xkon 610KMpoBKn gomeHoB. OnncaHne
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