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Bepcusa 14.0 Shooting Stars

B namATb 0 Kosi1erax, KoTopble BHECIN OI'pOMHbIVI BKial B pa3BUTNE KOMIaHnn v ee rpoaykKtoB 1
HaBcerfa oCTaHyTCA B Hawen namsaTu

OTcnexunBanTe Tekywyto Bepcutio CKAT n oTnpaBnsanTe 3asaBku Ha 06HOBNEHME Yyepes
JInyHbI KabnHeT

CKAT-10-COMPLETE

Bepcusa M0 CKAT: 13.2 | [locTynHo o6HoBneHue 14.0

N3MeHeHUsa B Bepcuu 14.2

DPI

N

e}

11.
12.
13.
14,
15.
16.

. [DPDK] Nepexon Ha HoByto Bepcuto DPDK 25.11. OnucaHue
. [DPDK] YBenu4yeH MakcumanbHbI pa3mep namatn go 256 '
. [DPDK] 3ameyaHwve: B KOMMNIEKT NOCTaBKMW BKO4YeHa cbopka fastdpi_dpdk2411 Ha ocHoBe

DPDK 24.11 onsa nooaepXKu HEKOTOpPLIX CTapbix Moaenen Mellanox, npocbba 3annaHMpoBaTb
anrpena ceTeBbIX KapT KOro 3TO 3aTparnBaeT, T.K. BEPOATHO B TeKyLLen 1 byayLimx sepcus
DPDK ux nogfep>xka npekpatieHa

[DPDK] HoBbI engine dpdk engine=7 ¢ nognepXKon ABHOM0O YKa3aHUs AncneT4yepos
JaHHbIA OBVXOK NOAAEPKMBAET reTeporeHHble KOH(pUrypaumum, Koraa B 04HOM Kactepe
HaXo4ATCA NOPThbl pa3HoOro Tuna — Hanpumep, in-dev 100G nopT, out-dev — Heckonbko 10G
nopTos. OnncaHue

. [DPDK] fobasneHo: HoBas onuna dpdk max_memzone [cold] — YcTaHoBka DPDK max

memzone count. OnuncaHne
[BALANCER] lobaBneHa BO3MOXXHOCTb UCNOAb30BaHMA vlan rule gna ounbTpaunm NnakeTos.
OnucaHwne

. [DPI][DNS] UcnpaBneHa owwmnbka paboTsl 19 ycnyru c IPv6 Tpacdunkom n [lobaBneHa ytuanta

dic2dns. OnuncaHue
[DPI] JobasneH pa3bop TyHHens GRE ERSPAN nns pexuma check tunnels=1. OnucaHue

. [DPI] CoobuieHune "Can't allocate record http_state" Tenepb BbiBOAMTCA pa3 B 50000
. [DPI] BobaBneHa nposepka nara MARK2 ans nepeonpennenns 8 QUIC_UNKNOWN_MARKED

korga npotokos QUIC ewwe B npouecce onpenenenns SNI. OnucaHune

[DPI] DobaBneHo aeTekTupoBaHMe npoTokona FakeTLS ¢ Banngaumen

[DPI] UcnpasneHo: nepekstodeHne ¢ QUIC_UNKNOWN Ha QUIC npu ycnewHom pa3bope SNI
[LLDP] flobaBneHa nognepka LLDP. OnucaHne

[DPI] OobaBneHa npoBepka viber _cl no KoHTenHepy

[DPI] NcnpaBneHo: nepeonpeneneHne 06navHbIX NPOTOKOI0B HEKOTOPLIMU BCTPOEHHbLIMM
[DPI] NcnpaBneHo: nobasneHo onpegeneHne NpoToKoaa agpecam B cydae koraa SNI yxe B
nepBoMm nakete ana cobnogeHuns npnoputeta IP/SNI


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:personal_account
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#минимальные_требования
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_7явное_указание_диспетчеров
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#использование_vlan_rule_в_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution#настройка
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_tunnels
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as#формат_файла_со_списком_автономных_систем_и_их_приоритетами
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support

17. [DPI] WcnpaBneHo: onpeneneHne DSCP ¢ nepBoro nakeTta Ans o6aayHbIX NPOTOKOOB,
3aJaHHbIX N0 afjpecam
18. [DPI] N3meHeHo: npoBepka Ha FakeSNI He Npon3BOAMTCS €Cnm NPOTOKOJ onpeaeneH no IP un
HeT mark1l
19. [DPI] Oo6aBneHa ycnyra 20: NOAUCUHT N0 PeNTUHr rpynnam (RG) n KOHTPOSIb KBOT Mo 06beMmy.
Co3zpaHwve npoduna ycnyru 20:
1. BkaoumnTtb nogaepxky RG B fastdpi.conf
rating group_ count=0 — 4ucno rating group, @ — RG OTK/tO4EHbI. 3Ha4YeHne no
ymon4yaHuio: 0
2. MNMoaroToBUTbL TEKCTOBLIN (halsl, B KOTOPOM O KaXKA0W PeNTUHr-rpynnbl NponucaTb
TBF-NOANCKHI, KBOTY MU AEACTBME MO AOCTUXEHNM KBOTbI, NPUMEp:

rg4 tbf rate 1IMbit burst 1Mbit inbound.rate 8Mbit inbound.burst

IMbit quota 100MB report
rg5 tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst

IMbit quota 1GB block

report n block — 3T0 gOCTyNHbIE LENCTBMA NO [OCTUXXEHUUN KBOTLI: report —
CoO0OWNTbL O OCTUXKEHUN KBOThI, HO NponyckaTb Tpaguk ganee; block — coobwntb 0
LOCTVXXEHMMN KBOTbl U B10KMpOBaTb TpaduK N0 fLaHHOW PENTUHr-rpynne

3. KoHBepTupoBaTb TEKTOBbLIN haisi B OBMHAPHBIA hopmaT:
cat rg.txt | lst2rg rg.bin

4. TloMeCcTnTb NoNyYeHHbIN BHapHbIN hann B AUPeKToputo, oTKyaa ero byaet yntate DPI:
cp rg.bin /var/lib/dpi/rg.bin

5. Co3paTb npoduib ycnyru:

fdpi ctrl load profile --service 20 --profile.name rgl --
profile.json '{ "rg list" : "/var/lib/dpi/rg.bin" }'

max_profiles serv20 — HacTpoiKa MakCcUMMasibHOro KosunyecTtsa npodunen. Mo
yMoJl4aHuo0 — 32.

YTunnnTa rg2lst no3sonseT AeKoaMpoBaTh ANHAPHBLIN hal B YATAEMbIN BUA:

rg2lst rg.bin > rg.txt

20. [DPI] 3meHeHo: nocne nposepku IPSNI oTkaT Ha 6a30BbIi MPOTOKOA UM NPOTOKOJ, 3aAaHHbIN
no SNI (ecnn onpepneneH)

21. [DPI] N3meHeHO: yMeHblUeHa rnybrHa npocMoTpa B MNOMbITKax AEKOANPOBbL cChame/sni

22. [DPI] PeweHune npobnembl BbibOpa tx-nopTa AN8 MHOMO3HaYHbIX KOHDUIypaLui: obpaTHbIN
nakeT NPUOPUTETHO NOCbIIAeTCSA B TOT NOPT, U3 KOTOPOro Obln NnepBoHaYvasbHbIA NakeT

BRAS

1. [BRAS][DHCP-Dual] OobaBneH y4yeT Lease-Time. OnucaHne
2. [BRAS][Router] 3ameHeHO Bbl4UTLIBaHME Linux route table npu cTapTe poyTepa. OnucaHne


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:dual_dhcp#session-timeout_и_lease-time
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#внутренняя_архитектура_роутера
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10.
11.
12.

CLI

. [DHCP6-Proxy] flobasneHa DHCPv6-onuus 79 Client-LinkLayer-Address, cogepxxawas MAC-

agpec aboHeHTa, B Relay-Forward 3anpocel Kk DHCPv6-cepsepy Framed-Pool
[DHCP-Dual] UcnpasneHo: HekoppekTHoe hopMupoBaHme IPv6 PD-npedukca ans agpecos u3
Framed-IPv6-Pool

. [DHCP-Dual] cnpasneHo: nageHne nNpu BKJKYEHUM TPACCUPOBKN MO mac

bras dhcp trace mac
[DHCP-Dual] NcnpaBneHo: nocnenoBaTeIbHOCTbL 3anpoca agpecos DHCPv6, 3atem DHCPv4
nprvBOAMNIA K JINLIHEN aBTOpPU3aLnn

. [DHCP-Dual] NcnpaBneHo: TpaccupoBka oTBeToB DHCPV6, ecnn MAC-agpec CToUT Ha

TpaccmpoBke
[BRAS][DHCP-Dual] cnpaBneHo: aHoHC IPv4-anpeca aboHeHTa

. [BRAS][CLII[DHCP-Dual] JobasneHo: nopaepxka komanabl fdpi cli dhcp show stat vrf
. [VLAN-Rule][PPPoE] fobaBneHo: nonHasa nogaepxka Service-Name ans QinQ. OnuncaHune

. [NAT] JobaBneHa noagepxKa OTK/OYEHNS K3LWwa benbix agpecos ansd skcnopta NAT

TpaHcnaumin. Hactponka nat dstaddr cache size=0B /etc/dpi/fastdpi.conf

. [NAT] N3meHeHunsa onTumMmm3auum NAT.
. [NAT] Yny4yweHwns B ynpasiieHUN MMMUTaMn CECCUN: ANS JIMMUTOB

nat tcp max sessions/nat udp max sessions, 3agaloLiMX OrPaHUYEHNS Ha KOJIMYECTBO
BblAaHHbIX 6e/bIX NOPTOB, NCMPABEHO YMEHbLUEHNE CYETYMKA KONNYeCTBa BblAaHHbIX NMOPTOB,
4TO MOTJI0 NPUBOAUTL K HEBOBLLIOMY MPEeBbILLEHNIO 3a4aHHOM0 IMMUTA. VI3MEeHEeHbl CHETHYUKM
whpf, whp salfs, whp lalfs, whp ruse, whp ruse salfs, whp ruse lalfswu
aHaNornyHble CHeTYMKN B CTAaTUCTUKe no rnoTokam (thr salfs un gpyrue), a Takxe BbIBOA
KoMaHAbl nat show, 4Tobbl 0Tpa)kaTb TeKylLee akTyaslbHOe UCMOJib30BaHMe MNOPTOB, @ He
KYMYNATMBHOE (HaKoMUTEeNbHOe)

[NAT] UcnpaBneHo: nobasneHa npoeepka akTyanbHOCTU NAT TpaHcnauuin B pexxume FullCone B
cnyvae nat_whp lifetime < lifetime flow: ecsim B ceccun nosiBunacb akTUBHOCTD, @
NAT-nopT y>xe nepencnosib3oBaH, TO BblAeNAeTCsH HOBbIA NOPT

. [NAT] JobaBneHo sBHOe 3akpbiTue TCP-coegMHEeHMsA Npu nepencnosib30BaHnn nopTa apyrum

aboHeHTOM

[NAT] N3meHeHa paboTa ¢ o4yepensiMmm ny6anyHbIX NOPTOB: MOPTbI C KOPOTKUM BPEMEHEM
XU3HN U C JIMHHBIM BPEMEHEM XKU3HU XUBYT B pa3HbIX ovepensx. [opTbl Tenepb ABASIOTCA
3NeMeHTaMun nogoyepeam NpuBaTHOro agpeca. MNopt, K KOTOpoMy obpallanncb U3 non-owner
NOTOKa, MOXeT Nepeuncnosib30BaThCs cpasy

[NAT] OnTummnsaumns komanabl ctatuctuky fdpi ctrl list all status —service 11
[NAT] cnpaBneHne KOHCUCTEHTHOCTM 04epenmn NpMBaTHOrO agpeca

. [NAT] UcnpaBneHue 1 onTUMU3aLms o4epean NopToB NPMBAaTHOrO ajgpeca:

1. Oyepeflb NOPTOB NPMBATHOIrO afpeca pacnpenesieHa no noTokam

2. O4yepelb NOPTOB NPMBATHOrO agpeca pasfesieHa Ha "KOpPOoTKYy" 1 "ONNHHY0".
[NAT][CLI] WcnpaBneHa paboTa fdpi_cli ping ana NAT aboHeHTOB
[NAT][CLI] WcnpaBneHa paboTa komaHabl fdpi cli nat show
[NAT] OnTummn3aumsa Nnpu NepenoHEHNIN K3LWa NPUBATHLIN-NYBANYHbIN

. [CLI] HoBble komaHabl CLI: Lldp enable, Lldp disable — no3BonsOT BKAOYATL/BbIK/IOYATh

hopmupoeaHne LLDP-nakeToB. OnucaHue


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#синтаксис_описания_диапазонов_vlan_qinq
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:lldp_support

2. [CLI] BobaBneHbl HoBble nona B fdpi cli dump flow cache command. OnucaHue
3. [CLI] OobaBneHa ycTaHoBKa rating group n KoHTpons tethering yepes 18 ycnyry, B HacTponke
npognnsa Kotopon fobasneHbl HOBblE OMNLMOHAJbHbIE NOJIS:
tethN, roe BO3MOXHbIE BapuaHTbI:
o tethO — HeT KoHTpona tethering (default)
o tethl — ecTb KOHTpOJb tethering: tethering npucytcTeyeT
teth2 — ecTb KOHTpONb tethering: tethering oTcyTcTBYET

[¢]

rgN, roe BO3MOXXHble BapuaHThbl:
o rg0 default (rg He ycTaHoBNEHA)
o rgl yctaHossieHa rg=1

o rg65535 ycTaHoB/ieHa rg=65535

NMpumep 3apaHun 18 ycnyru:
1. nogroTaBnMBaeM TEKCTOBOE ONUCaHME HAaCTPOeK example.txt

http cs@ tethl rgl
https cs®@ tethl rgl
http cs@ teth2 rg2
https cs®@ teth2 rg2

dns c¢sl tethl rgl
dns c¢sl teth2 rg2

default cs7 tethO rg3

* B paHHoM npumMmepe no http, https npoTokonam oTcnexxusaeTcs TeTEePUHr 1
B 3aBUCMMOCTM OT 3TOr0 Ha3HavyaeTcs cooTBeTcBylowas rg. OTMeTUM, 4YTO Kiacc
NOJINCUHIA CS OAMH U TOT Xe. AHanornyHo no dns npotokosny. Mo BCEM
ocTanbHbiM NpoTokonam (default) HeT KOHTpPONA TeTepuHra n yKkasaHa
oTaenbHasd rg.

2. KOHBEPTUPYEM BO BHYTPEHHUI hopmaT
cat example.txt|lst2dscp /tmp/example.bin
3. onuMoHanbLHO NpoBepsieM 0bpaTHOM KOHBEpTaLMen
dscp2lst /tmp/example.bin

4. co3pgaem npoduab 18 ycayru n HaHavyaem aboHeHTy (11bo cpa3y Ha3Havyaem
HEMMEeHOBaHHbIA NPOUb)

fdpi ctrl load profile --service 18 --profile.name test dscp
--profile.json '{ "dscp" : "/tmp/example.bin" }'

fdpi ctrl load --service 18 --profile.name test dscp --login
test subs

[MpoBepsiem


https://wiki.vasexperts.ru/doku.php?id=dpi:qoe_analytics:cases:network_health:flood

fdpi ctrl list --service 18 --login test subs

B Tpaccuposke gobasneHo none rg=N

4. [BRAS][DHCPv6] UcnpasneHa oTnpaska nepuogunyeckoro ICMPv6 Router Adv DHCPv6-
aboHeHTaM

5. [BRAS][pppoe] NicnpaBneHo nameHeHune src/dst MAC B ethernet-3aronoeke nakeTta npu
TepMmuHauun. Ons PPPoE-nakeToB TepMmuHauns ethernet-3aronoska foJskKHa NpoBogMTCA
Bcerga. Ho npwu BkAO4YeHHOW HacTpoike bras term by as=1 B cuTyauun, korga srcAS He
nomeyeHa Kak term, nsmeHerus ethernet src/dst MAC He npouncxoguno.

6. [CLI] OobaBneHa koMaHLa 3anucuK pcap € nopTa:

dev pcap <dev-name> rx|tx|any|off

o rX — 3anuncbiBaTb NPUHATLIE C NOPTaA NAKETHI
tX — 3anncbiBaThb OTMPaBAsSeMble B MOPT NaKeTbl
o any —rxutx

of f — 3aBepwnTb 3anncb

[¢]

o

Mpedukcol hannos pcap (dev - ums nopTa):
o rx-dev — ongrx
o tx-dev — ong tx
7. [CLII[RG] Lob6baBneHo: koMaHAa rg show <IP> npocMoTpa TeKYLMX AaHHbIX MO PENTUHT-
rpynne ons aboHeHTa
8. [CLII[VLAN] B komaHay vlan rule dump gobasnieH napameTp, onpenensowmin, Kakon Tun
npasun BbiBoANTL: vlan rule dump [type]. OnucaHue
9. [CLI][DPI] BeiBop koMaHabl fdpi cli dump flow cache format pacwwmpeH HoBbiMU
nonamu. OnncaHvne
10. [VLAN-Rule][PPPoE] B komaHay vlan rule show gobasneH BbiBOA BCEX pa3peLUeHU ons
Service-Name. OnucaHune
11. [VLAN-Rule][PPPoE] PehakTopumHr nognepxku Service-Name. B komaHabel vlian rule add/rm
nobasnsetca nogaepxka PPPoE n Service-Name. OnucaHue

IPFIX

1. [IPFIX] JobaBneHa BO3MOXXHOCTb OTMNPaBKN AaHHbIX No NpoTokony UDP 6onblie pa3mepa MTU
(c IP (hparmeHTaumen)

2. [IPFIX] NcnpaBneHa owmbKa yCTaHOBKM TarvMayTa OTNPaBKN AAaHHbIX MO YMONYaHUIO

[IPFIX] WcnpaBneHa owwnbka npu n3meHeHnn onumm ipfix dev

4. [IPFIX][DNS] OobaBneHbl napameTpbl ajb _save dns answer typesu
ajb save dns request types, KoTopble N0O3BONAIOT 3afaBaTb TUNbI DNS
3anpocoB/0TBETOB 4J14 3anucy B hann n otrnpasky no IPFIX. OnncaHue

w

YTUNuTHI

1. [DPIUTILS] JobaBneHbl yTunuThl Ist2rg n rg2lst ona koHBepTauumn npocuns ycayru 20


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:flow_statistics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#управление
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#настройка_экспорта_dns-ответов_или_dns-запросов

N3MeHeHusa B Bepcum 14.1

DPI

W

o N w

BRAS

. [DPI][ajb_save vlan] cnpasneHa owwnbka npu paboTe OBMKKA B PEXMME TONbKO 415 YTeHus
. [DPDK][tap_device] UcnpaBneHo: 3afaHne onuHel tx-odyepenn onumen dpdk tx queue size.

PaHee onunHa tx-o4epean TAP-geBaica 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyrancs: ETHDEV: Invalid value for nb_tx_desc(=256), should be:
< 4096, >= 512, and a product of 1

[LAG] UcnpaBneHo: gobasneHa banaHCMPOBKa A5 MAKETOB pPass

[DPI][ip_node stg] JobaBneHa cTaTucTmka no 3aceneHmto buckets. Hosasa CLI-komaHga stat
storage ip4 detail BbIBOAWT CTATUCTMKY N0 3anosHeHuto buckets B IPv4 node storage
[DPI] JobasneHa Banmaaumsa npotokony MULTIPROXY STRONG

[DPI] Yny4yweHa macwtabmpyemMocTb Ha 128-a4epHbIX cucteMax

[DPI][log] YnyyweHa nogcncteMa NorMpoBaHus B caydasax nepenosHeHuns log gannos.
[DPI][tethering] LobaBneHo peTekTnpoBaHue tethering. MapameTtp tethering ttl allowed
= 128:64 [hot] - onpenenseT CANCOK JOMNYCTUMbIX 3HaYeHnUn TTL ona Tpaguka ot aboHeHTa,
KOTOpble He cymTatoTCa tethering. 3HaveHna nepeyncnaoTcs Yepes ':'. KoIM4eCTBO 3Ha4YeHMI
[0 256 (0-255). Onucaxwue

. [BRAS][framed-route] cnpasneHo: nepegava Framed-Route npu nsmeHeHnn nornHa

aboHeHTa. MpKn n3MeHeHUn nornHa noaceTn Framed-Route ocTaBannCb NOAKAYEHHBIMM K
CTapoMy JIOrMHY, 1 BCE YCAYrn U NOANCKMHI ans noaceten Framed-Route bpanuce oT cTaporo
JIOrMHa.

. [BRAS] lobasneHa onumsa bras_disable 13 auth — sBHbIM 3anpeT L3 auth B pexume L2

BRAS pns Bcex aboHeHTOB. OnncaHme

. [BRAS] [lobaBneH HoBbIK (hnar ans aboHeHTa — 3anpeT L3 auth gna KoHkpeTHOro aboHeHTa.

STOT (har MOXXHO YCTAHOBUTL/CHATbL TONbKO Yepes CLI: B KomaHay subs prop set pobasneH
HoBbIN NapameTp disable 13 auth=[1:0]. OnucaHwune

[BRAS][srclIP spoofing] LobaBneHa hunbTpaumnsa no ¢gpnaram source AS Ha nyTu subs—inet no
npvema naketa B 06paboTky ans 6n1o0kupoBaHma ncxogdawero ot onepatopa DDOS ¢ nogmeHon
IP-appeca. OnuncaHue

. [BRAS][PPP] B komaHay ppp show stat gobaeneHa cTaTuCTuKa no yTunmsaumm bI-ceccui.

OnuncaHune
[BRAS][PCEF][Policing] lobaBneHo KOHUrypnposaHue obLLero NoANCUHra n3 napameTpoB
nepepaHHbix B aTpnbyTe VasExperts-Policing-Profile c npecdukcom BR##. OnncaHune

. [BRAS][PCEF][Services] obaBneHo KOHpUrypnpoBaHmne nepcoHanbLHOro (noname) npoguns

nonb3oBaTens 419 CepBUCOB 13 MapaMeTpoB NepefiaHHbIX B aTpubyTe VasExperts-
Service-Profile c npedukcom BP##. OnncaHue

. [BRAS][PCEF][rating-group] HoBble onuuu (cold, TpebyeTcs pectapT fastDPI):

o rating group_count — 4ucno rating group, 0 — RG oTK/tO4EHBI. 3Ha4YeHne Mo
yMoJi4aHuio: 0

o rating group max subs — max 4ucno aboHeHTOB ¢ RG. 3Ha4YeHne No yMOA4aHMIO:
(RG oTK/tO4EHbI)
OnuncaHune

. [BRAS][PCEF][rating-group][RADIUS Accounting] BbiBoa cTtatuctmkmu no RG B RADIUS


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_l3auth#глобальный_запрет_l3-авторизации
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_set
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_ipsg#фильтрация_по_флагам_source_as
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe#pppoe_show_stat
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#полисинг_с_передачей_абсолютных_значений_расширенный_формат_htb
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#пример_3_переопределение_классов_трафика_и_полисинг
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NAT

CLI

Accounting. CTaTuctuka no RG nepegaeTtcsa B 0TAeNbHbIX NakeTax Interim-Update. OnucaHune
[BRAS][PCEF][rating-group][CLI] Jo6aBneHo: CLI-komaHpa subs traffic stat. KomaHoa ons
yKa3aHHOro aboHeHTa BbIBOAWUT OMANMHIOBYIO CTAaTUCTUKY M CTAaTUCTUKY MO rating group, ecnm
OHW NOAK0oYEeHbl y aboHeHTa. OnncaHue

[BRAS][PCEF][rating-group][RADIUS Accept] lobaBneHo: 3agaHue ycnyru RG npu
aBTopum3aumn. HakonneHme ctatuCTKM no RG MoXeT BbITb BKIOYEHO TONIbKO €C/IN BKOYEHA
ycnyra 9 (bill stat) gna KoHkpeTHoro aboHeHTa. OnucaHune

[BRAS][SHCV][hot] LlobaBneH KOHTPOb akTUBHOCTY static IP L2-aboHeHTa (aboHeHTa,
KoTopoMmy npwu L3-asTopm3sauunm RADIUS Bo3BpaTun ¢gnar VasExperts-L2-User=1).
OnuncaHue

[BRAS][DHCP][hot] Ans onumn bras dhcp check secondary keys (KOHTPO/b BTOPUYHbIX
KJIt04en) AOCTYMHbl HOBbIE 3HAaYEHNS 2 — KOHTPOIMPOBATb TONbKO opt82 n 4 —
KOHTPOJIMPOBaTb TOJIbKO QinQ. OnuncaHue

[BRAS][L2TP] UcnpaBneHo: nageHne npu nonydeHnn aybnsa out-of-order ctl-nakera
[BRAS][dhcp-relay] lobaBneHa BO3MOXXHOCTb COXPaHEHUS 3Ha4YeHWs nons siaddr.

Hosbin pniar B onumn bras _dhcp server: keep siaddr=1 — coxpaHaTb none siaddr DHCP-
naketa. MNpumep:

bras dhcp server=188.227.73.42%eth0;arp proxy=1;reply port=67;keep siad
dr=

Mo ymonyaHuio none siaddr MoXeT 6bITb MOANDULMPOBAHO, YTOObI CKPbITb peasbHbIN agpec
DHCP-cepBepa. OnucaHune

[BRAS][CLI] OobaBneHo: komaHaa subs db stat BbiBoga cTtaTucTuku no b L2 BRAS.
OnucaHwne

[BRAS][DHCP6] UcnpaeneHo: nageHune npu obpabotke DHCPV6 c HeKoppeKTHOW gnmHon B UDP-
3aronoBkKe

. [CG-NAT] JobasneH rx dispatcher=3 — meTon c paBHoMepHON 6anaHCUPOBKOM MO

NMPON3BOJILHOMY KOIMYECTBY NOTOKOB € noaaepxkon NAT 1:1 ¢ BO3MOXXHOCTbIO Ha3Ha4yeHus
KOHKpeTHbIX MybanyHbix agpecos, 6e3 TpeboBaHUSA Ha3HaYeHNS KOHKPETHOro NpuBaTHOrO
agpeca Ha aboHeHTa. OnucaHue

. [CG-NAT] YyeT BpemMeHun Xn3Hu TpaHchaumm B komaHge fdpi ctrl list status

—service 11 —login UserName (—ip IP). B BbiBOAE KOMaHZAbl NOSBUINCH
LONONHUTENbHblE NonsA: active sess tcp — KoAMYeCTBO akTMBHbIX NAT-TpaHChsUnMA ans
TCP un active sess udp — Konm4ecTBO akTUBHbIX NAT-TpaHcnaunin gns UDP.

AKTUBHOCTb TPaHCNAaLMW ONpefenseTcs BpeMeHeM ee nocaefHero NCnosib30BaHUs u
napaMeTpoM BPEMEHM XW3HW, 3aJaBaeMoro B onuusax kaactepa. OnvcaHne

[CG-NAT][CLI] Y4eT BpeMeHu XU3HN TpaHCauum B KomaHae nat show <internal ip>
[<lifetime>]. BoiBoanT cnncok Bcex NAT TpaHCcnaumin ans 3agaHHoro ceporo IP. OnncaHne

. [CLI] LobaBneHa komaHAa subs bind show npocmoTpa cnucka IP-agpecos, NpMBSA3aHHbIX K

nornHy <login>. OnucaHne
[CLI] Do6aBneHo: CLI-komaHpa stat http. 3Ta KOMaHAa BbIBOAUT BHYTPEHHIO CTAaTUCTUKY,
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aHanornyHyto sbiBoay B fastdpi_stat.log. Onucaxue
3. [CLI] ®ukc komaHp list status —service 11 (NAT)wu nat show

IPFIX

1. [IPFIX] XpaHeHune nHhopmaumm o TTL n3 3aronoeka IP-naketos. OnucaHune
B cTtaTucTtumky Full NetFlow B ¢hopmaTe IPFIX gobasneHsbi:
o TTL nakeTos, id 192. Mone ncnonsb3yetcs Ana obonx HanpasaeHuin: subs2inet n inet2subs
o Rating group, id 2020
2. [IPFIX] NcnpaBneHa owmbka KOHBEPTUPOBAHNS BPEMEHM B UNiX hopMaT
3. [IPFIX] B Full NetFlow IPFIX po6aBneHbl HoBble 64-bit nonsa. Onucaxme
service flags - nHdopmaumsa o meTkax, koTopble nosay4mn flow 8 DPI. leTeKTupoBaHHbIN
tethering coobwaetcs no IPFIX B 6ute 1 nong service_flags. LocTynHbl 63 buta ana
LlanbHeNnLwero ncrnosb30BaHus.
detection flags - 3ape3epBnpoBaHO NOL4 METOL AeTeKuuu.
action flags - 3ape3epBupoBaHo NofA nepenadvy Kakue gencrsuns doam ¢ flow.
4. [IPFIX] B Full NetFlow IPFIX ncnpasneHa nepega4a TTL B 04HOM noJjie C naeHTugukaTopom 192
B 3aBUCMOCTW OT HanpasieHus. OnucaHme

YTUNUTHI

1. [utils] OobaBneHa yTunmTa name2custom ans npocMoTpa CNUCKa NPOTOKOJI0B, 3arPyXKeHHbIX
13 obnaka (B OTIM4ME OT BCTPOEHHbIX)

RADIUS

1. [FastRADIUS] fobaBneHa nopaepxka 3anucu B syslog. Hosbin napameTp syslog level B
fdpi_radius.conf — ypoBeHb 3anucu coobueHunin n3 alert-nora B syslog. © — 3anuck B syslog
OTKJ/II0Y€EHA (3HavyeHune no ymonyaHuioo). OnucaHune

2. [FastRADIUS] NobasneHo nssnevyeHne RADIUS aTpubyTta 3GPP User Location Info n ero
oTrnpaska B IPFIX. OnuncaHune

N3MeHeHUsa B Bepcuu 14.0

DPI

1. [DPI] Mepexon Ha DPDK 24.11, nopaep»xkKa HoBbIx ceTeBbix kKapT (Intel EB30 200G, Intel E610,
Napatech SmartNIC). OnucaHune

[DPI] Jo6aBneHbl HoBble NpoToKobl: AGORA STREAMS(49314), AZAR CALL(49315),
WECHAT_CALL(49316), TEAMS_CALL(49317). Cnnucok npoTOKOJI0B

[DPI] Yny4yweHa nogaepxka npotokosos LINE_CALL, VYKE_CALL. Crincok npoTOK0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] OobaBneHa Banmaauns ons CNOXKHOCOCTABHbIX NPOTOK010B. CNMCOK NPOTOKOJ10B
[DPDK] MakcumanbHoe 41cio gucneTyepos yBennyeHo Ao 32. OnncaHue

[DPI] OobaBneHbl 0bnavyHble NPOTOKOJbI C MAeHTUdukaTopamm 55296..58367

[DPI] JobasneH npoTtokon DOQ 49318 (DNS-over-QUIC)

N

© N U kW
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BRAS

N

. [DPDK] fobasneH dpdk engine=6 (mqrx-bridge) — konmyectBo RSS ancneTtyepos Ha MOCT.

OnuncaHune

[DPDK] YnaneHsbl BblaeneHHole mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsABNEHa ycTapesLLen n bonee He NCNONb3yeTCs.

[DPI] MoHwxeH npuopuTeT onpegeneHusa telegram tls

[DPI] Yny4yweHo peTekTuposaHue WECHAT n WECHAT CALL

[DPI] OobasneH npoTokon FakeTLS (49319) ¢ Baanpaumen

[VLAN-Rule] MepeHoc aaHHbIx vlan group n3 UDR B SDR. [nobanbHble npaBuna ans vlan
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbI U
nepeHeceHbl 13 UDR B SDR ¢ yananeHnem n3 UDR. OnucaHue

[l0 14 Bepcumn NCNosb3yeTCs TOSIbKO 0A4Ha BCTpoeHHas 6a3a aaHHbIX UDR (User Data
Repository) npegHasHavyeHa ons NOCTOSAHHOINO XpPaHeHUs faHHbIX 00 ycayrax, NonCuHrax u
Lpyrux HacTpomnkax FastDPI.

C 14 Bepcuum BBoagunTCca pasneneHne UDR Ha UDR n SDR. Pa3geneHne nponcxogut
aBTOMaTUYeCKn Npu 06HOBNEHNN BEPCUMN.

SDR (System Data Repository) npegHa3Ha4vyeHa ans xpaHeHus HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTaMn. MoxHo c4uTaTb, 4TO SDR sBAsieTca npofomkeHnem fastdpi.conf. Hukakon
cneumanbHom akTmBauum SDR He TpebyeTca — Heobxogumblie .mdb-hanbl co3patoTcs
aBTOMaTUYeCKMN Npu BKJIIOYEHUM COOTBETCTBYIOLLEro pexuma B fastdpi.conf.

[VLAN] VLAN rules — pobasneHbl CLI-komaHAbl. OnucaHmne

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka namMeHeHus onuum vrrp enable

[SNMP] Co3paH MoayJ/lb MOHUTOPUHIA KOMMOHEHTOB CUCTeMbl Mo SNMP

[IPv6] lobaBneHa BO3MOXHOCTb onpeaesieHnsa HanpasiaeHns B KOMOUHNUPOBAHHOM Tpaduke
(IN+OUT B ogHOM nopTy) Ha ocHoBe npu3Haka local ons IP-agpecos. BknovaeTca onumen
combined io direction mode

[VLAN-Rule] JobaBneHa noogep»xkKa 'any' BMecTo *' npu onucaHum gnana3soHa VLAN.
OnucaHwne

[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuweTcs B slave nor He Ha Kaxxaoe cobbiTue,
a c nepuoanyHocTbio 1/50000

[DPI] JobaBneHbl npoTokosbl ZALO CALL(49320) and VK _CALL(49321)

[DPI] UcnpaBneHa paboTa 610knpoBkmM B pexxume hard gns SSL

[DNS] lobaBneHa BO3MOXXHOCTb NoAcTaHOBKM/6noknpoBkn/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnucaHune

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] OobasneHa nopgaepxxka UDP gnsa BIGOTV

[DPDK] YpnaneHue ycTapeBLINX HacTpoek rx channels 1 CBA3aHHbIX C HUMU NPOBEPOK

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NnomMoLLb0 NapaMeTpa
ajb save vlan. OnucaHue

. [BRAS] Noppepxka DHCP-Dual. OnucaHue
. [BRAS] MNopaepxka TepMuHaumm L2TP. OnncaHune
. [BRAS][PPP] Knto4 PPP-ceccun cgenaH coctaBHbiM: 12subs id + tunnel-IP. Onsa PPPoE-

ceccum TyHHenbHoro IP HeT (tunnel-IP=0). CLI-komaHAbl, NpUHUMalOLLME B KA4YeCTBE KoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKOJIbKO 3anucen ¢ 0aMHakoBbiM L12subs id. OnucaHue
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NajeHune n3-3a roHku npu octaHoske fastDPI

. [BRAS][DHCP] cnpaBneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeETE

HeT DHCP onuun
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CLI

[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXxHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO0M0B K 06a nons B npodusie Hy>KHO ObISI0 3aN0STHATD
[BRAS][Framed-Route] NcnpaBneHo: BO3MOXKHas KOpka Npy 0CBOBOXKAEHUN NaMSATH

. [BRAS] PehakTopuHr cessu ¢ PCRF: B HOBOW peanu3saunm BCe NOAKNOYEHUA paBHO3HAYHbI,

owmnbka Ha noboM 13 HUX NPUBOAUT K NEPEnoaK/IYEHNI0 BCEX COANHEHNI N Nepexoay Ha
apyrov PCRF. obasneHbl CLI-koMaHAb!:
1. pcrf connect show — BbIBOA TEKYLLEr0 COCTOAHUSA 1 HAKOMAEHHOW CTAaTUCTUKN MO
coenmnHeHmam c PCRF.
2. MpuHyguTensHoe noakaYveHne K ykasaHHoMmy PCRF pcrf connect switch
[<pcrf index>], roe <pcrf indxed> — nHOeKC CTPOKM COeMHEHNS B NapameTpe
auth server. Ecim <pcrf indxed> He yka3aH — nosiaraetcs paBHbiM 0.
OnuncaHune

. [PCRF][PPP][Framed-pool] LobasneHo: B DHCP-onumio Client - Id BkAOYaeTCs Takxe

tunnel-IP kak YacTb naeHTugmrkaTopa aboHeHTa. MNoapobHee B pa3genax Mogoepxka IPv4-
nynos u Mopaepxka IPv6-nynos

[PCRF][Acct] UcnpaBneHo: oTko4YeHne oTrnpaBku Interim-Update. fiBHoe 3apaHune Acct -
Interim-Interval = 0 B oTBeTe Paanyca OOJHKHO OTKOYaTb 0TNpaBky Interim-Update.
MoopobHee B pa3genax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] [lobaBneHa nooaep>xka 3afdaHua ycnyru 19 "MoameHa DNS", npogwnnb obs3aTeneH.
OnuncaHue

[BRAS][DHCP] N3MeHeHO: anropuTM CKOJb35LLEro OKHa Ans rate limit

[BRAS] NcnpasneHo: owmnbka npu CpaBHEHUN BpeMeHuW npu 3arpyske ip_prop n3 UDR

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpunbyTe VASExperts-Service-Type nepegaetcs Tvun asTopusaunn. OnncaHume
[PCRF][L2TP] NcnpaeneHo: aTpubyTtbl NAS ans L2TP npu aBTOpU3aumm

[BRAS][L2TP] UcnpasneHo: data race npu 3aKpbiTUM CECCUM

[BRAS][L2TP] UcnpasneHo: data race npu co3gaHnm TYHHeNs

[BRAS][L2TP] UcnpaBneHo: nosne oanHbl B 3aronoske L2TP ans data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3aronoBKa fABASETCA OMNLMOHAbHbIM. HEKOTOpbIe peanv3auun
client L2TP He noHmMatoT data-nakeTsl € nosiem len B L2TP-3aronoske. 310 UcrpasneHune
KoppekTupyeT nosegeHune FastDPI: ecnn data-nakeTbl oT aboHeHTa NpuxoasT 6e3 nong len, To
n CKAT byneT nocbinaTb data-nakeTtsbl 6e3 3Toro nons. Ecam xe data-nakeTbl oT aboHeHTa
copepxat none len, CKAT Takxxe byaeT ero Bkao4aTb.

[BRAS] NcnpasneHo: oTrnpaska KoMaHA 13 pending queue. B HeKOTOpbIX Cyvasx (Hanpumep,
npu nepexope coctosHum pcrf-moHuTopa initial - connected) He Bbi3biBasiacb OTNpaBka
KoMaH[ 13 pending queue, 4TO NPUBOAMIO K "3aBMCaHMIO" KOMaHbl B 04epen Ha
HeonpeneseHHoe BpeMs (40 NepenoaKNoYeHNs B pe3ynbTaTe OWmnbKM CokeTa).

. [VASE_CLI] Co3pnaH yHuBepcanbHbid CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C noanep>xKon asTopmsaunm n norruposaHns kKomaHa B TACACS (TpebyeTtcsa VEOS 8.x).
OnuncaHve

. [CLI] DobaBneHa nogaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. OnucaHue
B CLI-komaHay dev info pobasneHo nms LAG, B KOTOpPbLIA BXOAUT NopT. OnuncaHune
[CLI] Do6aBneHbl KOMaHAbl BbIBOAA CBONCTB M CTaTUCTUKKM mempool

hal mempool props
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hal mempool stat

Ana BbiBofa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKtOYEHHBIM COOPOM
CTaTUCTUKM

5. [CLI] OobaBneHo: komaHpa stat flow ip6 BbiBofa cTaTUCTUKKM no IPv6 flow. OnuncaHme

6. [CLI] BobaBneHo: komaHaa stat flow ip4 BbiBoga cTaTucTmky no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log. OnucaHwne

7. [CLI] DobaBneHa komaHaa stat netflow. BeiBog obien ctatuctmuky no Netflow/IPFIX (To xe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3pene "Statistics on NFLW_export"). Onucanune

8. [CLI] OobasneHa komaHpa stat firewall. OnucaHue

1. [IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepesarpy3ku fastDPI ¢ nomowybto napameTpa ipfix reserved. OnucaHune

2. [IPFIX] fobaBneHa arperauuns coobuweHunn gna IPFIX notokos FullFlow/DNS/META/NAT

3. [IPFIX] LobasneH napameTp ipfix mtu limit, orpaHnymsatrowmn ana udp-nakeTtos IPFIX
MaKCUMasbHbI pa3Mep nepefaBaemoro coobuweHuns. NMoapobHee: HacTporka akcnopTa
Clickstream, HacTpoika skcnopTa 1 wabnoH Full NetFlow B hopmaTe IPFIX

4. [IPFIX DNS] B IPFIX DNS gobaBneHbl HOBble 3n1eMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

5. [IPFIX] UcnpaBneHbl ownbky penHuymanusaumm IPFIX skcnopTtepos

6. [IPFIX DNS] OobaBneHa BO3MOXHOCTb oTnpaskyu DNS MX oTseToB no IPFIX. BkaovyaeTca nyTtem
yCcTaHoBKM 3 buTa (4) napameTtpa ajb_save dns. OnucaHue

7. [IPFIX] NcnpaBneHa owmnbka hopmmpoBaHmsa ExportTime B IPFIX Fullflow

8. [IPFIX] flobaBneHa HacTpamnBaeMas oTrnpaBka c4eT4mKoB drop octets/packets npu
topmumposaHuu IPFIX fullflow. Onucaxme

RADIUS

1. [FastRadius] MoxHo 3agaTb bind ipv6 address un bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm mackm 128 B Framed-IPv6-Prefix oHa He npoBepsaeTCcsi Ha OrpaHMyYeHmne rno 3Ha4eHuto
bind ipv6 subnet. OnucaHune

Router

1. [Router] AHoHCUpoBaHMe benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY K nocne
aBTopm3aumun. OnucaHue

2. [Router] cnpaBneHo: nepexeaT u 0TBOA IPv6-nakeToB Ha tap-nHTepdencsl. Link-local agpeca
He 0TBOAWSIMCbL Ha tap, faxke ecsim 3TO ABHO 3a[laHO B HaCcTpomnkax router.subnet6.

YTUnAuTbl

1. [DPIUTILS] O6bHoBneHa yTunuta checknat. Onucanue
2. [DPIUTILS] O6bHoBneHa yTunuTa dns2dic ¢ noaaepxkon 610KMpoBKn gomeHoB. OnncaHne
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