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Bepcusa 14.0 Shooting Stars

B namATb 0 Kosi1erax, KoTopble BHECIN OI'pOMHbIVI BKial B pa3BUTNE KOMIaHnn v ee rpoaykKtoB 1
HaBcerfa oCTaHyTCA B Hawen namsaTu

OTcnexunBanTe Tekywyto Bepcutio CKAT n oTnpaBnsanTe 3asaBku Ha 06HOBNEHME Yyepes
JInyHbI KabnHeT

CKAT-10-COMPLETE

Bepcusa M0 CKAT: 13.2 | [locTynHo o6HoBneHue 14.0

N3MeHeHusa B Bepcuu 14.0
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. [DPI] Mepexon Ha DPDK 24.11, nognep»xka HoBbIx ceTeBblX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). OnucaHune

[DPI] Lob6aBneHbl HoBble NpoToKoJIbl: AGORA STREAMS(49314), AZAR _CALL(49315),

WECHAT _CALL(49316), TEAMS_CALL(49317). CnincoK NnpoTOKON0B

[DPI] Yny4yweHa nogaep»xka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToK0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaauma anas CI0XKHOCOCTaBHbIX MPOTOKO10B. CUCOK MPOTOKOJI0B
[DPDK] MakcumanbHoe 41cio gucneTyepos yBennyeHo Ao 32. OnncaHue

[DPI] OobaBneHbl 06navyHble NPOTOKObI C MAeHTUdukaTopamm 55296..58367

[DPI] OobasneH npoTokon DOQ 49318 (DNS-over-QUIC)

[DPDK] lobaeneH dpdk _engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.
OnucaHune

[DPDK] YnaneHsbl BblaeneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsABNeHa ycTapesLLen n bonee He NCNONb3YeTCH.

[DPI] MoHWXeH npuopuTeT onpegeneHusa telegram tls

[DPI] Yny4yweHo peTekTuposaHue WECHAT n WECHAT CALL

[DPI] OobasneH npoTokon FakeTLS (49319) ¢ Bannpaumen

[VLAN-Rule] MepeHoc aaHHbIx vlan group n3 UDR B SDR. nobanbHble npaBuna ans vlan
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl 13 UDR B SDR ¢ yaoaneHnem n3 UDR. OnucaHue

[l0 14 Bepcumn NCNOSIb3yeTCs TOSIbKO 0A4Ha BCTpoeHHas 6a3a aaHHbIXx UDR (User Data
Repository) npegHasHavyeHa ons NOCTOSHHOINO XpPaHeHUs faHHbIX 00 ycayrax, NoNCUHrax u
Lpyrux HacTpomnkax FastDPI.

C 14 Bepcuum BBoaguTCca pasaeneHme UDR Ha UDR n SDR. Pa3geneHne nponcxogut
aBTOMaTUYeCKM Npu 06HOBNEHNN BEPCUMN.

SDR (System Data Repository) npegHasHa4vyeHa ans xpaHeHus HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTaMn. MoxHoO c4uTaTb, 4TO SDR sBnsieTca npofomkeHnem fastdpi.conf. Hukakon
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cneumnanbHom akTuBauum SDR He TpebyeTca — Heobxogumele .mdb-hannbl co3gatoTca
aBTOMaTUYeCKMN Npu BKJIIOYEHUM COOTBETCTBYIOLLEro pexuma B fastdpi.conf.

[VLAN] VLAN rules — pobasneHbl CLI-komaHAbl. OnucaHmne

[VRRP] cnpaBneHo: koppekTHas obpaboTka nsmMmeHeHus onuum vrrp_enable

[SNMP] Co3pgaH Moay/lb MOHUTOPUHIA KOMMOHEHTOB CUCTEMbI Mo SNMP

[IPv6] lobaBneHa BO3MOXHOCTb onpeaesieHns HanpasnaeHns B KOMOUHNUPOBAHHOM Tpaduke
(IN+OUT B ogHOM nopTy) Ha ocHoBe npu3Haka local ons IP-agpecos. BknovaeTca onumen
combined io direction mode

[VLAN-Rule] JobaBneHa noogep»xkKa 'any' BMecTo *' npu onucaHum gnanasoHa VLAN.
OnuncaHue

[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuweTcs B slave nor He Ha Kaxxaoe cobbiTue,
a c nepuoan4HocTbio 1/50000

[DPI] JobaBneHbl npoTokosbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpaBneHa paboTa 610kupoBkmM B pexxume hard ons SSL

[DNS] lobaBneHa BO3MOXXHOCTb NoAcTaHOBKMK/6noknposkn/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. Onucanue

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] OobaBneHa nopgaepxxka UDP gnsa BIGOTV

[DPDK] YpnaneHue ycTapeBLUNX HacTpoek rx channels 1 CBA3aHHbIX C HUMU NPOBEPOK

[PCAP] [lobaBneHa BO3MOXXHOCTb COXPaHATb TpauK 3a4aHHOro vlan ¢ NOMOLLbIO MapamMeTpa
ajb save vlan. OnucaHue

. [BRAS] Noppepxka DHCP-Dual. OnucaHue
. [BRAS] Nopnepxxka TepmmHaumm L2TP. OnnucaHne
. [BRAS][PPP] Knto4 PPP-ceccun caenaH coctaBHbiM: 12subs_id + tunnel-IP. Onsa PPPoE-

ceccum TyHHenbHoro IP HeT (tunnel-IP=0). CLI-komaHAbl, NPUHUMalOLLME B KA4YeCTBE KoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKO/bKO 3anucen ¢ 0aMHakoBbiM 12subs id. OnucaHue
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NajeHune 13-3a roHku npu octaHoske fastDPI

. [BRAS][DHCP] cnpaBneHo: nageHne npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE

HeT DHCP onuwnin

[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXXHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO0M0B K 06a nons B npogue Hy>KHO ObISI0 3aN0SHATD

[BRAS][Framed-Route] NcnpaBniieHO: BO3MOXHasa KoOpKa Npu 0CBOBOXKAEHUN NaMATH

. [BRAS] PechakTopuHr ces3m ¢ PCRF: B HOBOW peasiM3aumy Bce NOAKIOHEHNSA paBHO3HAYHbI,

owmnbka Ha ntoboM 13 HUX NPUBOAUT K NEPENOAKIIOYEHNIO BCEX COEANHEHNI N Nepexoay Ha
apyron PCRF. obasneHbl CLI-koMaHAb!:
1. pcrf connect show — BbIBOA TEKYLLErO COCTOAHUSA 1 HAKOMAEHHOW CTAaTUCTUKN MO
coenmHeHuam c PCRF.
2. MpuHyauTenbHoe nofkoyeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf _index>], roe <pcrf indxed> — MHOEKC CTPOKMN COeANHEHMNA B NapameTpe
auth server. Ecim <pcrf indxed> He yka3aH — nosiaraetcs paBHbiM 0.
OnucaHune

. [PCRF][PPP][Framed-pool] LobasneHo: B DHCP-onumio Client - Id BkAOYaeTCsa Takxe

tunnel-IP kak YacTb naeHTugpmkaTopa aboHeHTa. MNogpobHee B pasgenax Monnepxka IPv4-
nynos u Mogaepxka IPv6-nynos

[PCRF][Acct] UcnpaBneHo: oTKo4YeHne oTrnpaBku Interim-Update. fiBHoe 3apaHune Acct -
Interim-Interval = 0B oTBeTe Pagnyca go/mKHO OTKOYaTb 0TnpaBKy Interim-Update.
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MoopobHee B pa3zgenax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] JobaBneHa noagepxka 3agaHns ycayru 19 "MogmeHa DNS", npounb oba3ateneH.
OnuncaHve

[BRAS][DHCP] N3MeHeHO: anropuTM CKOJb35LLEr0 OKHa Ans rate limit

[BRAS] NcnpasneHo: owmnbka npu CpaBHEHUN BpeMeHW npu 3arpyske ip_prop n3 UDR

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpunbyTe VASExperts-Service-Type nepegaetcs Tvun asTopusauun. OnucaHume
[PCRF][L2TP] UcnpaBneHo: aTpubyTbl NAS nna L2TP npu asTopu3auun

[BRAS][L2TP] UcnpaBneHo: data race npu 3aKpbiTUK CECCUM

[BRAS][L2TP] UcnpasneHo: data race npu co3gaHnm TyYHHeNs

[BRAS][L2TP] WcnpasneHo: none onnHbl B 3arosioBke L2TP anda data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3aronoBKka ABASETCA ONLMOHANIbHbIM. HEKOTOpbIe peanm3auun
client L2TP He noHmMatoT data-nakeTsl € nosiem len B L2TP-3aronoske. 310 UCrpasneHune
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT byneT nocbinaTb data-nakeTsbl 6e3 3T0oro nond. Ecam xe data-nakeTbl oT aboHeHTa
copepxaTt none len, CKAT Takxxe byaeT ero Bkao4aThb.

[BRAS] NcnpasneHo: oTrnpaska KoMaHA 13 pending queue. B HeKOTOpbIX Cy4vasx (Hanpumep,
npu nepexone coctoaHun pcrf-MmoHnTopa initial - connected) He Bbi3biBasaCb OTNpPaBKa
KoMaH[ 13 pending queue, 4TO NPUBOAMIO K "3aBMCaHMIO" KOMaH/bl B 04epen Ha
HeonpenesieHHoe BpeMs (40 NepenoaKIoYeHns B pe3ynbTaTe OWmnbKM CokeTa).

. [VASE_CLI] Co3naH yHuBepcanbHbii CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C NoAnep>xKon asTopmsauunm n norrnposaHns kKomaHa B TACACS (TpebyeTtcsa VEOS 8.x).
OnuncaHune

. [CLI] BobaBneHa nopgaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. OnucaHue
B CLI-komaHay dev info pobasneHo nms LAG, B KOTOpPbLIA BXOAUT nopT. OnuncaHune
[CLI] Lo6aBneHbl KOMaHAbl BbIBOAA CBONCTB M CTaTUCTUKKM mempool

hal mempool props
hal mempool stat

Ina BbiBOAa CTaTUCTUKKM mempool TpebyeTcs cbopka DPDK ¢ BKAOYEHHBLIM CHOPOM
CTAaTUCTUKM

[CLI] Do6baBneHo: koMaHaa stat flow ip6 BbiBOAa cTaTUCTMKK No IPv6 flow. OnucaHmne
[CLI] Do6baBneHo: koMaHaa stat flow ip4 BbiBoga cTaTUCTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log. OnucaHwue

. [CLI] DobaBneHa koMaHaa stat netflow. BoiBog obwen ctatuctukm no Netflow/IPFIX (To xe,

yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export"). Onucanune

. [CLI] DobaBneHa koMaHaa stat firewall. OnucaHune

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepesarpysku fastDPI c nomowubto napameTpa ipfix reserved. OnucaHue
[IPFIX] JobaBneHa arperauns coobuweHmin ans IPFIX notokos FullFlow/DNS/META/NAT
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3. [IPFIX] LobasneH napameTp ipfix mtu limit, orpaHnymsatowmm ana udp-naketos IPFIX
MaKCUMasnbHbIA pa3mep nepefasaemoro coobeHuns. NMogpobHee: HacTporka skcnopTa
Clickstream, HacTponka akcnopTa u wabnoH Full NetFlow B hopmaTe IPFIX

4. [IPFIX DNS] B IPFIX DNS gobaBneHbl HOBble 3n1eMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

5. [IPFIX] NcnpaBneHbl ownbkn penHuumnanmsaumm IPFIX skcnopTepos

6. [IPFIX DNS] OobaBneHa BO3MOXHOCTb oTnpaBku DNS MX oTseToB no IPFIX. BkaovyaeTca nyTtem
ycTaHoBKU 3 buTa (4) napameTpa ajb_save dns. OnucaHue

7. [IPFIX] UcnpaBneHa owmnbka hopmmpoBaHmsa ExportTime B IPFIX Fullflow

8. [IPFIX] flobaBneHa HacTpanBaeMas oTrnpaBka c4eT4mMKoB drop octets/packets npu
opmuposaHunm IPFIX fullflow. OnucarHune

RADIUS

1. [FastRadius] MoxHo 3agaTb bind ipv6 address n bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4umm mackun 128 B Framed-IPv6-Prefix oHa He npoBepsaeTCcs Ha OrpaHMyYeHmne rno 3Ha4YeHuto
bind ipv6 subnet. OnucaHune

Router

1. [Router] AHoHCMpoBaHue benbix agpecoB aboHeHTOB and NAT 1:1 no ogHOMyY 1 nocne
aBTopusaumn. OnmucaHue

2. [Router] NcnpaBneHo: nepexsaT 1 0TBO4 IPv6-nakeToB Ha tap-nHTepgencol. Link-local agpeca
He 0TBOAMJINCL Ha tap, Aa)ke ecnm 3TO ABHO 3afaHo B HAaCTporKkax router.subnet6.

YTUNUTHI

1. [DPIUTILS] O6bHoBneHa yTunuta checknat. Onucanue
2. [DPIUTILS] O6bHoBneHa yTunuta dns2dic c noaaepxkon 610KMpoBKn gomeHoB. OnncaHne

N3MeHeHusa B Bepcuu 14.1

DPI

1. [DPI][ajb_save vlan] cnpaBneHa owwnbKa npu paboTe OBMXKKA B PeXMME TONbKO A5 YTeHus
2. [DPDK][tap_device] UcnpaBneHo: 3agaHne oauHbl tx-odepeau onuven dpdk tx queue size.
PaHee onuHa tx-oyepean TAP-geBaica 6e3ycnoBHO 3agaBanack paBHO 256, Ha 4To VMware
VMXNET3 Ethernet Controller pyrancs: ETHDEV: Invalid value for nb_tx_desc(=256), should be:

<= 4096, >= 512, and a product of 1

3. [LAG] UcnpaBneHo: pobasneHa 6anaHCMpoBKa A4 NaKeTOB pass

4. [DPI][ip_node stg] lobaBneHa cTaTucTMKa no 3aceneHuto buckets. Hosas CLI-komaHpa stat
storage ip4 detail BbIBOAWUT CTATUCTUKY Mo 3anonHeHuio buckets B IPv4 node storage

5. [DPI] LobasneHa Banmpauus npotokony MULTIPROXY _STRONG

6. [DPI] Yny4yweHa macwtabupyeMocTb Ha 128-a4epHbiX cCUCTEMaX

7. [DPI][log] Yny4weHa noacmcTema normpoBaHns B Cylydasx nepenonHeHus log dannos.

8. [DPI][tethering] LobaBneHo aeTekTnpoBaHue tethering. MapameTtp tethering ttl allowed
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= 128:64 [hot] - onpefnenseT cNNCOK JOMNYCTUMbIX 3HaYeHuUn TTL ona Tpaduka oT aboHeHTa,
KOTOpble He cynTatTCa tethering. 3HaveHUa nepedncnanTcsa Yepes ':'. KONM4eCcTBO 3HAYEHUI
[0 256 (0-255). Onucaxwue

BRAS

1. [BRAS][framed-route] NcnpaBneHo: nepepaya Framed-Route npu nameHeHnn normHa
aboHeHTa. MpKn n3MeHeHUn nornHa noaceTn Framed-Route ocTaBannCb NOAKYEHHBIMU K
CTapoMy JIOrUHY, 1 BCE YCAYrM U NOANCKHT Ans noaceten Framed-Route 6panuce oT cTaporo
NOruHa.

2. [BRAS] lobaeneHa onuuns bras disable 13 auth — sBHbIA 3anpeT L3 auth B pexunme L2
BRAS pns Bcex aboHeHTOB. OnuncaHune

3. [BRAS] lobasneH HoBbIN hnar ons aboHeHTa — 3anpeT L3 auth ons KoHKpeTHOro aboHeHTa.
STOT (hylar MOXXHO YCTAHOBUTL/CHATbL TONbKO Yepe3 CLI: B KomaHay subs prop set pobasneH
HOBbIN NapameTp disable 13 auth=[1:0]. Onucaxue

4. [BRAS][srclP spoofing] JobaBneHa unbTpauma no dnaram source AS Ha nyTu subs—inet go
npvema naketa B 06paboTky ans 6n1o0kupoBaHma ncxogswero ot onepatopa DDOS ¢ nogmeHon
IP-appeca. OnuncaHve

5. [BRAS][PPP] B komaHpay ppp show stat pobaeneHa cTaTucCTvKa no ytunusauumm bJl-ceccui.
OnuncaHve

6. [BRAS][PCEF][Policing] obaBneHo KoHpUrypupoBaHmne obLLEr0 NOANCKMHIA U3 NapaMeTpPoB
nepenaHHbIX B aTpubyTe VasExperts-Policing-Profile ¢ npedukcom BR##. OnucaHue

7. [BRAS][PCEF][Services] lobaBneHO KOHGUIypMpOBaHME NepcoHasibHOro (noname) Npoguis
nofib3oBaTenNs oasa CepBUCOB M3 NapaMeTpoB nepenaHHbix B aTpmubyTe VasExperts-
Service-Profile c npedukcom BP##

8. [BRAS][PCEF][rating-group] Hoebie onuuu (cold, TpebyeTtca pectapT fastDPI):

o rating group_count — 4ucno rating group, 0 — RG oTK/tO4EHBI. 3Ha4YeHne Mno
yMOJI4aHuo: 0

o rating group max subs — max 4ucno aboHeHTOB ¢ RG. 3Ha4YeHue No yMoa4aHuIo:
(RG oTK/tO4EHbI)
XpaHunuwe RG HMUMann3npyeTcs TONbKO €CNn BKAYEHa BUANnMHroBas cCTaTMCTrKa.
PacyeT obbema namaTtu noa RG CTaTUCTUKY: pa3Mep CHEeTYNKOB Noa oaHy RG = 32
6anTa. O6bwwmin pasmep Tpebyemon namsaTu:

32 * rating group count * rating group max_subs * num_thread

Hanpumep, ans 10 Tbic. aboHeHTOB, 256 RG 1 8 noTokoB 0bpaboTku TpebyeTca 625M
namaTu:

rating group count = 256

rating group max subs = 10000

num_thread = 8

memory required= 32 * 256 * 10000 * 8 = 625M

9. [BRAS][PCEF][rating-group][RADIUS Accounting] BeiBog ctatuctuky no RG B RADIUS
Accounting. CtatucTtuka no RG nepefaeTtcs B 0TAENbHbIX NakeTax Interim-Update.
MNepepatoTcs gaHHbIE TOJIbLKO MO HeHyneBbIM RG. M3-3a orpaHnyeHmn Ha pasmep RADIUS-
naketa B 4096 6anT, RG-gaHHble MoryT 6bITb pa3buTbl Ha Heckoabko RADIUS-nakeToB Interim-
Update.

YT106bI OTANYNTL Interim-Update cooepXuT Nnpu3Hak AaHHbIX, COAEPXKALLNXCSA B HEM: HOBbIN
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10.

11.

12.

13.

VSA "VasExperts-Acct-Type (id=28, vendor 43823, Tun integer) co 3HaYeHUsIMK:
o 0: ctaHpapTHbIM Interim Update Accounting
o 1: paHHble o RG
Kaxxgas rating-group n ee cH4eTYMKM NepenatoTcs B *ogHoM* VSA, KOTOPbIN COAEPXUT
cnegyrouine atpubyThbl:
o VasExperts-Acct-Rating-Group (HoBbi aTpnbyT Tnna short, 16-butoBoe Lenoe) -
Homep RG;
o VasExperts-Acct-Input-Octets-64
o VasExperts-Acct-Qutput-Octets-64
o VasExperts-Acct-Input-Packets-64
o VasExperts-Acct-Output-Packets-64
CYETYMKM NakeToB/6aNT NO HanNpPaBAEHUAM BbIBOAATCA B COOTBETCTBMUM C ONUMEN
acct swap dir (kak B Accounting).
OcobeHHocTn nepenayn RG:
o RG aABAAOTCSA ONUNOHANbHBIMW AaHHLIMW U MOTYT OTCYTCTBOBaTh Y aboHEeHTa;
COOTBETCTBEHHO N HUKaKOW nepefayn RG-akkayHTUHra a5 Takoro aboHeHTa He bypeT;
o B C/ly4ae HenoaTeepxaeHus npuema RG-nakeTta co ctopoHbl RADIUS-cepeepa ero
NOBTOPHasA OTMNpPaBKa He NPOU3BOAUTCS, - CBEXME AaHHbIE OTMPABATCS B CeAYOWEM
Interim-Update aboHeHTa;
o ecqn aboHeHT umeeT RG-CTaTUCTUKY, TO MO OKOHYaHUN ceccmm nepes otnpaskom Acct-
Stop nocobinatoTca Tekywme RG-gaHHble B nakeTax Interim-Update.
[BRAS][PCEF][rating-group][CLI] o6aeneHo: CLI-komaHpa subs traffic stat. KomaHga ons
yKa3aHHOro aboHeHTa BbIBOAUT OMAMHIOBYIO CTaTUCTUKY U CTAaTUCTUKY MO rating group, ecnu
OHW NoaKo4YeHbl y aboHeHTa. OnncaHne
[BRAS][PCEF][rating-group][RADIUS Accept] lobaBneHo: 3agaHue ycnyru RG npu
aBTopM3aLmMmn. HakonneHme cTaTUCTMKN Mo RG MoXeT ObITb BKIKOYEHO TOJIbKO €C/IN BKJIIOYEHA
ycnyra 9 (bill stat) gna koHkpeTHoro aboHeHTa. RG 3agaeTcsa Ha ypoBHe aboHeHTa npu
aBTOpM3aLMM YKa3aHUeM cneumanbHoro npoguns ycayrm 9 ¢ umeHem 'RG':

VasExperts-Service-Profile :="9:RG"

Ecnm ycnyra 9 oTkno4aeTcs, oTKA04aeTca n HakonneHue RG.
Mpumepsbl 3agaHui ycnyrm 9 n RG:

# service 9 enabled, RG disabled. OtnpasnseTtcs cTaHAapTHbIn RADIUS
Accounting.
VasExperts-Enable-Service :="9:0n"

# service 9 enabled, RG enabled. Otnpasnsiotcs oaHHble RG B RADIUS
Accounting.
VasExperts-Service-Profile :="9:RG"

# service 9 disabled, RG disabled. He oTtnpaBnsaioTca cTaHAapTHbIM RADIUS
Accounting u RG.
VasExperts-Enable-Service :="9:0ff"

[BRAS][SHCV][hot] [lobaBneH KOHTPOb akTMBHOCTY static IP L2-aboHeHTa (aboHeHTa,
KoTopoMmy npwu L3-asTopm3sauunm RADIUS Bo3BpaTun gnar VasExperts-L2-User=1).
OnuncaHune

[BRAS][DHCP][hot] Ons onuun bras dhcp check secondary keys (KOHTPO/sb BTOPUYHbIX
KNt0Yen) LOCTYMNHbI HOBbIE 3HAaYeHUA 2 — KOHTPOIMPOBaTb TOJIbKO opt82 1 4 —
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14,
15.

16.
17.

NAT

CLI

IPFIX

1.

2.
3.

KOHTPO/IMpoBaTh ToNbKO QinQ. OnncaHne

[BRAS][L2TP] cnpasneHo: nafgeHue npu noay4veHun aybnsa out-of-order ctl-naketa
[BRAS][dhcp-relay] lobaBneHa BO3MOXXHOCTb COXPaHEHUS 3Ha4YeHUs nons siaddr.

Hosbinn chniar B onuum bras_dhcp server: keep siaddr=1 — coxpaHATb nose siaddr DHCP-
naketa. lNpumep:

bras dhcp server=188.227.73.42%eth0;arp proxy=1;reply port=67;keep siad
dr=

Mo ymon4yaHuto none siaddr MoXxeT 6bITb MOANGULNPOBAHO, YTOBbI CKPbITb peasnbHbIN agpec
DHCP-cepBepa. OnucaHune

[BRAS][CLI] NobaBneHo: koMmaHaa subs db stat BeiBoga ctatucTmkm no B L2 BRAS
[BRAS][DHCP6] UcnpaBneHo: nageHune npu obpabotke DHCPv6 ¢ HeKoppeKTHOW gnmHon B UDP-
3aroJioBke

. [CG-NAT] OobasneH rx_dispatcher=3 — meTop ¢ paBHOMepHON HanaHCMPOBKOW NO

NPON3BOJILHOMY KONNMYECTBY NOTOKOB C noaaep>Xkorm NAT 1:1 ¢ BO3MOXKHOCTbIO Ha3Ha4YeHus
KOHKpeTHbIX MybanyHbix agpecos, 6e3 TpeboBaHUSA Ha3HaYeHNS KOHKPETHOro MNpuBaTHOrO
agpeca Ha aboHeHTa. OnucaHne

. [CG-NAT] Y4eT BpemMeHun Xn3HM TpaHcnsaumm B komanze fdpi ctrl list status --

service 11 --login UserName (--ip IP). B BbiBOA4E KOMaHAbl NOSABASIUCH
LONOJIHUTESNIbHbIE MoNsA: active sess tcp — KoMYecTBO akTMBHbIX NAT-TpaHChauni ans
TCPnactive sess udp — konnyecTBo akTUBHbIX NAT-TpaHcasaunn ana UDP.

AKTUBHOCTb TPaHCIALWY ONpefenseTca BpeMeHeM ee nocaeHero NCrnoJsib30BaHus u
rnapamMeTpoM BPEMEHM XN3HW, 3aaBaeMoro B onuusax kaactepa. OnvcaHve

. [CG-NAT][CLI] Y4yeT BpeMeHu XU3HW TpaHCnauum B kKomaHge nat show <internal ip>

[<lifetime>]. BoiBoanT cnncok Bcex NAT TpaHCcnaumm ans 3agaHHoro ceporo IP. OnncaHne

. [CLI] Lo6baBneHa koMaHAa subs bind show npocMoTpa cnncka IP-agpecos, NPUBA3aHHbIX K

nornny <login>. OnncaHne

. [CLI] Do6aBneHo: CLI-komaHpa stat http. 3Ta koMaHAa BbIBOAUT BHYTPEHHIOK CTAaTUCTUKY,

aHanoruyHyto BbiBoay B fastdpi_stat.log. Onuncaxue

. [CLI] ®ukc komaHg list status --service 11 (NAT)un nat show

[IPFIX] XpaHeHne nHhopmauum o TTL 13 3aronoska IP-nakeTos. OnncaHue

B ctaTtuctuky Full NetFlow B hopmaTe IPFIX gobaBneHsi:
o TTL nakeToB, id 192. Mone ncnonb3yetca ana obomx HanpasaeHuin: subs2inet n inet2subs
o Rating group, id 2020

[IPFIX] NcnpaBneHa owmnbka KOHBEPTMPOBAHMSA BPEMEHN B Unix hopmaTt

[IPFIX] B Full NetFlow IPFIX no6aBneHbl HoBble 64-bit nona. OnuncaHme

service flags - nHdopmaumsa o meTkax, kKoTopble nosy4mn flow B DPI. leTeKTupoBaHHbIN
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tethering coobwaetcs no IPFIX B 6uTte 1 nong service_flags. LocTynHbl 63 buta ans
LlanbHeNLWero ncrnob30BaHus.
detection flags - 3ape3epBnpoBaHO NOL METOL AeTeKuuu.
action flags - 3ape3epBupoBaHo NofA nepenadvy Kakune gencrsuns doim ¢ flow.

4. [IPFIX] B Full NetFlow IPFIX ncnpasneHa nepega4va TTL B 04HOM noJjie C naeHTugukaTopom 192
B 3aBMCMOCTW OT HanpaeieHus. OnuncaHme

YTUNuTHI

1. [utils] OobaBneHa yTunmTa name2custom ans npocMoTpa CNUCKa NPOTOKOJIOB, 3arPyXKEeHHbIX
13 obnaka (B 0TIM4ME OT BCTPOEHHbIX)

RADIUS

1. [FastRADIUS] fobaBneHa nogaepxka 3anucu B syslog. Hosbin napameTp syslog level B
fdpi_radius.conf — ypoBeHb 3anucu coobuieHunn n3 alert-nora B syslog. © — 3anuck B syslog
OTKJII0Y€EHA (3Ha4YeHue No YMOJIHaHMIO).

2. [FastRADIUS] NobasneHo nssnevyeHne RADIUS aTpubyTta 3GPP User Location Info n ero
oTnpaska B IPFIX
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