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Bepcusa 14.0 Shooting Stars

B namATb 0 Kosi1erax, KoTopble BHECIN OI'pOMHbIVI BKial B pa3BUTNE KOMIaHnn v ee rpoaykKtoB 1
HaBcerfa oCTaHyTCA B Hawen namsaTu

N3MmeHeHun B Bepcuu 14.0
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. [DPI] Nepexon Ha DPDK 24.11, noaaep»xka HoBbIx ceTeBbiX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). OnucaHue

[DPI] JobaBneHbl HoBble NpoToKosbl: AGORA STREAMS(49314), AZAR _CALL(49315),

WECHAT _CALL(49316), TEAMS_CALL(49317). Cnucok npoTOKOJI0B

[DPI] Yny4yweHa nogaepxxka npotokosios LINE_CALL, VYKE_CALL. Crnimcok npoToK0J10B

[DPI] UcnpaBneHa paboTa smartdrop

[DPI] OobaBneHa Banmaauns ons CN0OXKHOCOCTaBHbIX NPOTOK0A0B. CNIMCOK NPOTOKO/10B
[DPDK] MakcuManbHOe Y1Cno aucneTyepoB yBennyeHo fo 32. OnucaHme

[DPI] DobaBneHbl 0bnavyHble NPOTOKOJbI C MAeHTUduKaTopamm 55296..58367

[DPI] Jo6aBneH npotokon DOQ 49318 (DNS-over-QUIC)

[DPDK] OobaeneH dpdk engine=6 (mqrx-bridge) — konnyectBo RSS ancnetyepos Ha MOCT.
OnucaHwne

[DPDK] YpaneHsbl BblieneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsABneHa yCcTapeBLLen 1 bonee He NCNosb3yeTcs.

[DPI] MNMoHwxXeH npuopuTeT onpegeneHus telegram tls

[DPI] Yny4yweHo petektuposaHue WECHAT n WECHAT CALL

[DPI] OobasneH npoTokon FakeTLS (49319) c Bannpaumnen

[VLAN-Rule] MepeHoc paHHbIX vlan group u3 UDR B SDR. I'nobanbHble npasuna gas vlan
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl 13 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHwne

[lo 14 Bepcumn NCNOJIb3yeTCs TOJIbKO 0A4Ha BCTpoeHHan 6a3a aaHHbIXx UDR (User Data
Repository) npegHasHavyeHa AN NOCTOSAHHONO XPaHEeHUs AaHHbIX 06 ycayrax, NOANCUHIaX 1
Apyrux HacTponkax FastDPI.

C 14 Bepcun BeoanTcs pasgeneHne UDR Ha UDR n SDR. PasgeneHue nponcxoanT
aBTOMaTUYeCKM Npy 0OHOBIEHNM BEPCUN.

SDR (System Data Repository) npegHa3Ha4yeHa ona xpaHeHUs HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTamMn. MoXXHO cymTaThb, 4TO SDR aBnseTca npogomkeHmem fastdpi.conf. Hukakon
cneumnanbHom akTuBauum SDR He TpebyeTca — Heobxogumble .mdb-annbl co3gatoTca
aBTOMaTUYECKN NPU BKIOYEHNIN COOTBETCTBYIOWEro pexunma B fastdpi.conf.

[VLAN] VLAN rules — nobasneHbl CLI-koMaHabl. OnucaHme

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable

[SNMP] Co3paH MoayJ/lb MOHUTOPUHIA KOMMOHEHTOB cUcTeMbl o SNMP

[IPv6] obaBneHa BO3MOXHOCTb ONpeaeneHns HanpaBaeHns B KOMOUHMPOBAHHOM Tpaduke
(IN+OUT B 0g4HOM NOPTY) Ha OCHOBe Npu3Haka local gnga IP-agpecos. BkaoyaeTcs onunen
combined io direction mode

[VLAN-Rule] lobaBneHa noggep»xka 'any' BMecTo *' npu onucaHumn grnanasoHa VLAN.
OnuncaHune

[DPI][LOG] CoobueHune o HexBaTKe ssl napcepoB nuwieTcs B slave nor He Ha Kaxxaoe cobbiTue,
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[DPI] JobaBneHbl npoTokosbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpaBneHa paboTa 610kupoBkm B pexume hard ons SSL

[DNS] lobaBneHa BO3MOXXHOCTb NoACTaHOBKMW/6noknposkn/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnucaHune

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] DobaBneHa nopgaep>xxka UDP gnsa BIGOTV

[DPDK] YpnaneHue ycTapeBLINX HacTpoek rx channels 1 CBA3aHHbIX C HUMUK NPOBEPOK

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NoMoLLbI0 NapaMeTpa
ajb save vlan. OnucaHue

. [BRAS] Noppepxka DHCP-Dual. OnucaHue
. [BRAS] Nopnepxxka TepmmHaumn L2TP. OnnucaHne
. [BRAS][PPP] Knto4 PPP-ceccun caenaH coctaBHbiM: 12subs_id + tunnel-IP. Onsa PPPoE-

ceccumn TyHHenbHoro IP HeT (tunnel-IP=0). CLI-komaHAbl, NpUHUMalOLLME B Ka4YeCTBE KoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKO/IbKO 3anucen ¢ 0aMHakoBbiM 12subs id. OnucaHue
[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NafeHune 1U3-3a roHku npu octaHoske fastDPI

. [BRAS][DHCP] cnpaBneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE

HeT DHCP onuwnin

[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXxHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NPOTOKO0M0B K 06a nons B npodue Hy>KHO ObIIO 3aN0SHATD

[BRAS][Framed-Route] NcnpaBniieHO: BO3MOXHasa KOpKa Npy 0CBOBOXKAEHUN NaMATH

. [BRAS] PechakTopuHr ces3m ¢ PCRF: B HOBOW peasiv3aumy Bce NOAKIOHEHNSA paBHO3HAYHbI,

owmnbka Ha ntoboM 13 HUX NPUBOAUT K NEPENOAKIIOYEHNIO BCEX COEANHEHNI N Nepexoay Ha
apyron PCRF. obasneHbl CLI-koMaHAb!:
1. pcrf connect show — BbIBOA TEKYLLErO COCTOAHUSA 1 HAKOMAEHHOW CTAaTUCTUKN MO
coenmnHeHuam c PCRF.
2. MpuHyauTenbHoe nofkoyeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf _index>], roe <pcrf indxed> — MHOEKC CTPOKMN COeANHEHMNA B NapameTpe
auth server. Ecim <pcrf indxed> He yka3aH — nosiaraetcs paBHbiM 0.
OnucaHune

. [PCRF][PPP][Framed-pool] LobasneHo: B DHCP-onumio Client-Id BkAoYaeTCs Takxe

tunnel-IP kak YacTb naeHTugpmkaTopa aboHeHTa. MNogpobHee B pasgenax Monnepxka IPv4-
nynos u Mogaepxka IPv6-nynos

[PCRF][Acct] UcnpaBneHo: oTKo4YeHne oTrnpaBku Interim-Update. fiBHoe 3agaHune Acct -
Interim-Interval = 0B oTBeTe Pagnyca go/MKHO OTKOYaTb 0TnpaBKy Interim-Update.
MoopobHee B pa3genax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] JobaBneHa noagepxka 3agaHns ycayru 19 "MogmeHa DNS", npounb oba3aTeneH.
OnucaHune

[BRAS][DHCP] N3MeHeHO: anropuTM CKOJb3sLLEr0 OKHa Ans rate limit

[BRAS] cnpasneHo: owmnbka npu CpaBHEHUN BpeMeHuW npu 3arpyske ip_prop n3 UDR

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpnbyTe VASExperts-Service-Type nepegaetcs Tvn asTopusaunu. Onucaxume
[PCRF][L2TP] NcnpasneHo: aTpubyTtbl NAS nns L2TP npu asTopu3auun

[BRAS][L2TP] UcnpaBneHo: data race npu 3aKpbiTUM CECCUN

[BRAS][L2TP] UcnpaBneHo: data race npu co3aaHnm TyYHHeNs

[BRAS][L2TP] NcnpaBneHo: none onunHel B 3arosioBke L2TP anda data-naketos. CornacHo RFC, B
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19.

CLI

data-nakeTax none len L2TP-3arofoBKka ABASETCA ONLMOHANbHbIM. HEKOTOpbIe peanm3auun
client L2TP He noHmMatoT data-nakeTsl € nosiem len B L2TP-3aronoske. 310 UCrnpasneHune
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT byneT nocbinaTb data-nakeTsbl 6e3 3T0oro nond. Ecnm xe data-nakeTbl oT aboHeHTa
copepxat none len, CKAT Takxxe byaeT ero Bkao4aThb.

[BRAS] NcnpasneHo: oTrnpaska KoMaHA 13 pending queue. B HeKOTOpbIX Cyvasx (Hanpumep,
npu nepexone coctosHu pcrf-MmoHnTopa initial - connected) He Bbi3blBasaCb OTNpPaBka
KoMaH[ 13 pending queue, 4TO NPUBOAMIO K "3aBMCaHMIO" KOMaH/bl B 04epen Ha
HeonpeneseHHoe BpeMs (40 NepenoaKIoYeHns B pe3ynbTaTe OWmnbKM CokeTa).

. [VASE_CLI] Co3naH yHuBepcanbHbih CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C NOALEPXKON aBToOpu3aLnm n norruposanuns komang B TACACS (Tpebyetca VEOS 8.x).
OnucaHne

. [CLI] BobaBneHa nopaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. OnucaHue
B CLI-komaHay dev info pobasneHo nms LAG, B KOTOpPbLIA BXOAUT nopT. OnuncaHune
[CLI] Lo6aBneHbl KOMaHAbl BbIBOAA CBONCTB M CTaTUCTUKKM mempool

hal mempool props
hal mempool stat

And BbiBOLa CTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKtOYEHHBIM COOpOM
CTAaTUCTUKM

[CLI] Do6baBneHo: koMaHaa stat flow ip6 BbiBoAa cTaTUCTMKK no IPv6 flow. OnucaHmne
[CLI] Do6baBneHo: komaHaa stat flow ip4 BbiBoga cTaTUCTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log. OnucaHwue

. [CLI] DobaBneHa koMaHaa stat netflow. BeiBog obwen ctatuctukm no Netflow/IPFIX (To xe,

yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export"). OnucaHune

. [CLI] DobaBneHa koMaHaa stat firewall. OnucaHune

. [IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3

nepesarpysku fastDPI ¢ nomowubto napameTpa ipfix reserved. OnuncaHue

. [IPFIX] OobaBneHa arperauns coobuweHnn ans IPFIX notokos FullFlow/DNS/META/NAT
. [IPFIX] Qo6asneH napameTp ipfix mtu limit, orpaHuymeatowmin gns udp-naketos IPFIX

MaKCMManbHbIN pa3mep nepegasaemoro coobuieHms. MNogpobHee: HacTponka 3kcrnopTa
Clickstream, HacTponka 3kcnopTa Full NetFlow B thopmaTe IPFIX

[IPFIX DNS] B IPFIX DNS nob6aBneHbl HoBble 3nemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnncaHue

[IPFIX] UcnpaBneHbl ownbkin penHuumanmilaumm IPFIX skcnopTepos

[IPFIX DNS] JobaBneHa BO3MOXXHOCTb oTnpaBkyu DNS MX oTeeToB no IPFIX. BkntoyaeTca nytem
ycTaHoBKU 3 buTa (4) napametpa ajb_save dns. OnucaHue

[IPFIX] UcnpaBneHa owwnbka opmunposaHus ExportTime B IPFIX Fullflow

. [IPFIX] OobaBneHa HacTpanBaeMas oTnpaBka cyeT4Ynkos drop octets/packets npun

opmuposaHum IPFIX fullflow. Onucanue
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RADIUS

1. [FastRadius] MoxHo 3agaTb bind ipv6 address u bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHME NO 3HAYEHUIO
bind ipv6 subnet. Onucaxue

Router

1. [Router] AHoOHCUpoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY K nocne
aBTopm3aumun. OnucaHue

2. [Router] NcnpaBneHo: nepexsaT 1 0TBOA IPv6-nakeToB Ha tap-uHTepdencsl. Link-local appeca
He OTBOAWJIMCbL Ha tap, faxe ecsin 3TO ABHO 3afaHO B HacTpomnkax router.subnet6.

YTUnAuTbl

1. [DPIUTILS] ObHoBneHa yTunuta checknat. OnucaHue
2. [DPIUTILS] O6bHoBneHa yTunuTa dns2dic ¢ nogaepxkon 610KMpoBKn gomeHoB. OnncaHne
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