Table of Contents

Bepcmna 14.0 Shooting STArs ...
N3MEHEHNA B BEPCUM 14.0 .............ccooeeeie e e






Bepcusa 14.0 Shooting Stars

B namaTb 0 Koserax, KOTOpbl€ BHEC/IN OFpOMHbII7I BKJ1la[ B pa3BUTNE KOMMaHUN N ee NMPOAYKTOB U
HaBCerga oCTaHyTCA B Hallen NaMsaTu

B namsTb 0 KosErax, KOTOPbIe BHEC/IN OrPOMHbIN BK1a 4 B Pa3BUTNE KOMMaHUN U ee

MpoAyKTOB M HaBCEr[a OCTaHyTCs B HalLey namsity

N3MeHeHusa B Bepcuu 14.0

DPI

LNV AW

10.
11.
12.

13.
14,

15.

16.

[DPI] Mepexon Ha DPDK 24.11, nopaep»ka HoBbIX ceTeBbix kKapT (Intel EB30 200G, Intel E610,
Napatech SmartNIC). OnucaHune

[DPI] Jo6aBneHbl HoBble NpoToKobl: AGORA STREAMS(49314), AZAR _CALL(49315),

WECHAT _CALL(49316), TEAMS_CALL(49317). Cn1coK npoTOKOJI10B

[DPI] Yny4yweHa nogaep»xka npotokosos LINE_CALL, VYKE_CALL. Crimcok npoToK0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] DobaBneHa Banmaauns ons CN0OXKHOCOCTaBHbIX NPOTOK010B. CNMCOK MPOTOKOJI0B
[DPDK] MakcumanbHoe 41Mcio gucneTyepos yBennyeHo Ao 32. OnncaHue

[DPI] JobaBneHbl 0bavyHble NPOTOKObI C nAeHTUGKaTopammn 55296..58367

[DPI] JobasneH npoTtokon DOQ 49318 (DNS-over-QUIC)

[DPDK] fobaeneH dpdk _engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.
OnuncaHve

[DPDK] YnaneHsbl BblaeneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsBneHa ycTapeslen n bonee He NCNOSb3yeTCS.

[DPI] MoHwXeH npuopuTeT onpegeneHusa telegram tls

[DPI] Yny4yweHo peTtekTuposaHue WECHAT n WECHAT CALL

[DPI] Jo6aBneH npotokon FakeTLS (49319) ¢ Banmaaumen

[VLAN-Rule] NepeHoc aaHHbIX vian group n3 UDR B SDR. NobanbHble NpaBuna aas vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlian group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl 13 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHune

[0 14 Bepcmmn NCNOJIb3yeTCs TOJIbKO 0A4Ha BCTpoeHHas 6a3a gaHHbIX UDR (User Data
Repository) npegHasHa4yeHa ons NOCTOSAHHOINO XpaHeHUs faHHbIX 06 ycnyrax, NoMCUHrax u
Apyrux HacTponkax FastDPI.

C 14 Bepcuum BBoguTCA pasneneHne UDR Ha UDR n SDR. PasgeneHne nponcxoguT
aBTOMaTUYeCKM Npu 06HOBNEHNN BEPCUM.

SDR (System Data Repository) npegHa3Ha4yeHa s XxpaHeHusa HacTpoek FastDPI, He cBSi3aHHbIX
¢ aboHeHTaMn. MoxHO c4uTaTb, 4TO0 SDR sfBnsieTca npofomkeHnem fastdpi.conf. Hukakon
cneunansHom akTmBauum SDR He TpebyeTcs — Heobxoammble .mdb-hainbl co3paoTcs
aBTOMATMYECKUN MPU BKIKYEHUN COOTBETCTBYOLWEro pexxuma B fastdpi.conf.

[VLAN] VLAN rules — pobasneHbl CLI-komaHAbl. OnucaHune


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_config#dpdk_engine_6rss_диспетчеров_на_мост
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling#vlan_rule

17.
18.
19.

20.
21.
22.
23.
24,
25.
26.

27.
28.

BRAS

N

10.

11.

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp _enable

[SNMP] Co3gaH MoLy/lb MOHUTOPUHIa KOMMOHEHTOB cucTeMbl no SNMP

[IPv6] obaBneHa BO3MOXHOCTb ONMpeaeneHns HanpaBaeHns B KOMOUHMPOBAHHOM Tpaduke
(IN+OUT B 0gHOM NOPTY) Ha OCHOBEe Npu3Haka local gnsa IP-agpecos. BkAoyaeTcs onunen
combined io direction mode

[VLAN-Rule] JobasneHa nogfepxxka 'any' BMecTo '*' npu onncaHmm granasoHa VLAN.
OnucaHune

[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuweTcs B slave ior He Ha Kaxxaoe cobbiTue,
a C nepuoanyHocTbio 1/50000

[DPI] Jo6aBneHbl npoTokonbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpasneHa paboTa 610kupoBkmM B pexume hard ons SSL

[DNS] [lobaBneHa BO3MOXXHOCTb NoACcTaHOBKK/6noknpoBkm/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnucaHune

[DPI] Oo6asneH npoTtokon BIGO_CDN(49324)

[DPI] OobaBneHa noaaep>xka UDP gnsa BIGOTV

[DPDK] YoaneHue ycTapeBlnx HacTpoek rx channels n cBA3aHHbIX C HUMKU MPOBEPOK

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHATb TPadMK 3a4aHHOro vlan ¢ NomMoLLbo NapaMeTpa
ajb_save vlan. OnucaHue

. [BRAS] MNopaepxka DHCP-Dual. OnucaHne
. [BRAS] Nopaepxxka TepmmHaumm L2TP. OnncaHne
. [BRAS][PPP] Knto4 PPP-ceccun caenaH coctaBHbiM: 12subs id + tunnel-IP. Onsa PPPoE-

ceccun TyHHenbHoro IP HeT (tunnel-IP=0). CLI-koMaHAbl, NPUHUMAIOLLNE B KaYeCcTBe KJI4a
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaATUTb HECKO/IbKO 3anuncen ¢ oanMHakoBbiM 12subs_id. OnucaHue

[BRAS][subs _grooming] cnpaBieHo: BO3MOXXHOE NMafieHne 1n3-3a roHkn npu octaHoeke fastDPI

. [BRAS][DHCP] UcnpaBneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE

HeT DHCP onuui

[BRAS] NcnpaBneHa COBMeCTMMOCTb C NMpexHUM gopmatoM 18 ycnyru, rae bbi10 MeHblue
NpPOTOKO0B 1 06a Nons B Npoduie HyXHO 6bl10 3aM0NHATH

[BRAS][Framed-Route] NcnpaBneHo: BO3MOXHasA KOpKa Npy 0CBOBOXKAEHUN NaMSATH

. [BRAS] PedhakTopuHr ces3m ¢ PCRF: B HOBOW peaniM3auny Bce NOAKIOYEHNSA PaBHO3HAYHBI,

owmnbKa Ha 1tobOM 13 HUX MPUBOAUT K NEPEnoaKAYEHNI0 BCEX COeANHEHUI 1 Nepexoay Ha
apyron PCRF. lobaBneHbl CLI-kOMaHAb!:
1. pcrf connect show — BbIBOA TeKyLLEro COCTOAHUA Y HAKOMAEHHOW CTaTUCTUKN MO
coefanHeHmnam c PCRF.
2. MpuHyaouTensHoe noakaYyeHne K ykasaHHoMmy PCRF pcrf connect switch
[<pcrf index>], roe <pcrf indxed> — nHOeKC CTPOKM CoeMHEHMS B NapameTpe
auth server. Ecnm <pcrf_indxed> He yka3aH — nonaraeTcs paBHbiM 0.
OnuncaHune

. [PCRF][PPP][Framed-pool] Ao6aBneHo: B DHCP-onuuio Client-Id BkAoYaeTcs Takxe

tunnel-IP Kak 4YacTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nynos u Mooaepxka IPv6-nysios

[PCRF][Acct] cnpaBneHo: oTKA4YeHe oTnpaBky Interim-Update. fiBHoe 3anaHne Acct -
Interim-Interval = 0 B oTBeTe Paanyca OOJHKHO OTKJIO4aTb O0TrpaBKy Interim-Update.
MoapobHee B pasaenax acct-interim-interval, PPPoE Radius Access-Request

[PCRF] JobaBneHa noogepxka 3agaHns ycayru 19 "MoameHa DNS", npodunb oba3aTeneH.
OnucaHwne
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[BRAS][DHCP] 3mMeHeHO: anropnTM CKONb3ALWEro OkHa A rate limit

[BRAS] NcnipaBneHo: owmbka npu cpaBHEHUN BpeMeHu npu 3arpyske ip_prop n3 UDR

[Acct] NobaBneH aTpnbyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpubyTe VASExperts-Service-Type nepegaetca Tvn asTopmusauun. OnncaHme
[PCRF][L2TP] NcnpaBneHo: aTpubyTtel NAS ons L2TP npun aBToOpU3aumm

[BRAS][L2TP] UcnpaBneHo: data race npu 3aKpbITUK CECCUA

[BRAS][L2TP] UcnpaBneHo: data race npu co3gaHum TyHHenNs

[BRAS][L2TP] cnpasneHo: none oanHbl B 3aronoske L2TP ana data-nakeTtos. CornacHo RFC, B
data-nakeTax none len L2TP-3arosioBka SBASETCA ONUMOHaNbHLIM. HEKOTOpPbIE peann3aunm
client L2TP He noHumatoT data-nakeTbl € nosem len B L2TP-3aronoBke. 3To ucnpasneHme
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTbl oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT bynet nocbinaTb data-nakeTsl 6e3 3T0oro nons. Ecam xe data-nakeTbl 0T aboHeHTa
copepxat none len, CKAT Takxxe bygeT ero Bkao4aThb.

[BRAS] NcnpaBneHo: oTnpaska KoMaHA 13 pending queue. B HeKoTopbIx ciiyvasx (Hanpumep,
npu nepexoge coctosHun pcrf-moHmTopa initial - connected) He BbI3biBaNacb OTMNPaBKa
KOMaHA 13 pending queue, 4TO NPUBOAWIO K "3aBUCAHWNIO" KOMaHbl B 04epeamn Ha
HeonpeaeneHHoe BpeMs (00 NepenoakNyeHns B pesynbTaTe oWnbKy cokeTa).

. [VASE_CLI] Co3paH yHuBepcanbHbid CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)

C NoAOep»XKon aBTopm3auum n norrnposaHns komaHa B TACACS (TpebyeTtca VEOS 8.x).
OnucaHune

. [CLI] DobaBneHa nogaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. Onucanue
B CLI-komaHay dev info gobasneHo nmsa LAG, B KOTOpbIA BXOAUT nopT. OnucaHne
[CLI] DobaBneHbl KOMaHAbl BbIBOAA CBONCTB M CTAaTUCTUKKM mempool

hal mempool props
hal mempool stat

Ons BbiBofa cTaTucTUkM mempool Tpebyetcsa cbopka DPDK ¢ BktO4EHHBIM CHOpPOM
CTaTUCTUKM

[CLI] DobaBneHo: komaHaa stat flow ip6 BbiBoOAa cTtaTuCTmkm No IPv6 flow. Onucaxue
[CLI] DobaBneHo: koMaHaa stat flow ip4 BbiBoga cTaTucTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log. OnucaHwne

. [CLI] DobaBneHa komaHaa stat netflow. BuiBog obwen ctatuctukm no Netflow/IPFIX (To xe,

yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export"). Onucanune

. [CLI] DobaBneHa komaHda stat firewall. OnucaHue

[IPFIX/Neflow] LobaBneHa BO3MOXXHOCTb M3MeHeHUs napameTpos IPFIX/Netflow 6e3
nepe3sarpy3ku fastDPI ¢ nomowwbio napameTpa ipfix reserved. OnucaHue

[IPFIX] OobaBneHa arperauns coobweHnn ans IPFIX notokos FullFlow/DNS/META/NAT
[IPFIX] LDo6asneH napametp ipfix mtu limit, orpaHunyuBatowmin aona udp-naketos IPFIX
MaKCUMasbHbI pa3Mep nepefasaemoro coobuweHuns. NMoapobHee: HacTporka akcnopTa
Clickstream, HacTtponka 3kcropTa Full NetFlow B thbopmaTe IPFIX
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4. [IPFIX DNS] B IPFIX DNS pobaBneHbl HoBble 371eMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). Onucanune

5. [IPFIX] UcnpaBneHbl ownbkn penHuumannsaumm IPFIX skcnopTepoB

6. [IPFIX DNS] lobaBneHa BO3MOXHOCTb oTnpaBkun DNS MX oTeeToB no IPFIX. BkaovaeTca nyTem
ycTaHoBKM 3 buTa (4) napameTpa ajb _save dns. OnucaHue

7. [IPFIX] UcnpaBneHa owunbka gopmunposaHus ExportTime B IPFIX Fullflow

8. [IPFIX] fobaBneHa HacTpamnBaemas oTrnpaBka c4eT4mkoB drop octets/packets npu
topmmposaHuu IPFIX fullflow. Onucaxme

RADIUS

1. [FastRadius] MoxHo 3agatb bind ipv6 address u bind ipv6 subnet ogHoBpemeHHO. Mpu
Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHMeE No 3HAYEHUIO
bind ipv6 subnet. OnucaHue

Router

1. [Router] AHoHCUpoBaHue benbix agpecos aboHeHToB A1 NAT 1:1 no ogHOMY K nocne
aBTopusaumn. OnncaHue

2. [Router] NcnpaBneHo: nepexsaT 1 oTBOA IPv6-nakeToB Ha tap-uHTepdencsl. Link-local appeca
He 0TBOAMJINCH Ha tap, Aa)ke ec/im 3TO ABHO 3aflaHO B HaCcTporkax router.subnet6.

YTUnAuTbl

1. [DPIUTILS] ObHoBneHa yTunuta checknat. Onucaxue
2. [DPIUTILS] ObHoBneHa yTunuta dns2dic ¢ noaaepxkon 610KMpoBKN goMeHoB. OnncaHne
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