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Bepcusa 13.0 Congo

KoHro — kosibibesib YesnoseyecTBa: Jan obutarT 34eck 6osiee 50 Thic 1eT

N3MeHeHus B Bepcum 13.0

DPI

Mopnepxka LAG/LACP B on-stick. OnncaHue

MNepexon Ha DPDK 23.11

N3meHeHo: ons QUIC n QUIC IETF: ecnn He onpegenunun SNI — nposepsieM no AS

N3meHeHo: npu aHanun3e STUN nposepseTcsa AS oT Facebook — onpenensem

FACEBOOK VIDEO, a He WHATSAPP_VOICE

3agaHue RSS hash dnaros gna UDP n TCP

6. M3ameHeHO: onpefeneHne NpoToKoaa openvpn

7. WcnpasneHo: obpaboTka SIGHUP Tonbko ecnv fastDPI MOAHOCTbIO MHULMANN3MPOBAH.

Bo3mMoXHO nageHune, ecnu B npouecce 3anycka fastDPI npuxoant SIGHUP

8. 3anucs trace/debug nakeToB nepesefeHa Ha HOBbIN API

. [lobaBneHo: nogaep»xka npotokona wechat gna UDP

10. NoppepXKa AOMNOJHUTENIbHOM Pa3MeTKN aBTOHOMHbIX cucteMm markl, mark2, mark3.
OnuncaHue

11. MpuopuTeT onpeneneHuns no SNI B KACTOMHbIX CUFTHaTypax A9 aBTOHOMHbIX CUCTEM,
noMmeyeHHblX Kak markl. OnucaHue

12. MpuopuTeT Honee cneumduyHblX KacToMHbIX SNI curHaTyp.

Mpumep: onsa xocta a.b.c.d npu Hannymm curHaTtyp *.d, *.c.dun *.b.c.d byaeT BbibpaH

NPOTOKOJ1, onpeaesieHHbIn CUrHaTypon *.b.c.d.

Ll
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PaboTaeT TONbKO AN curHaTyp ¢ *. OnucaHue

13. MoppepxKa XecTknx 610KMpoBOK (HecMoTps Ha nMa xocTa/SNI) — 3agaeTcs B
LONOJIHATESIbHOM MOJIe B YePHOM CrnncKe agpecos, npumep: 1.1.1.1 443 hard. OnucaHue

14. YnyyweHo petektuposaHue YOUTUBE, SIGNAL

15. No6aeneH npoTokon DPITUNNEL, B KOTOPbI/ BKAOYEHbI aHOManumn Tpaduka, 0bbli4HO
npumeHsiemble ons obxoaa DPI

16. O6bHoBneHue dpiutils

17. Hosble npoTokosibl VK_CDN_VIDEO, META_CHAT

18. YnyyweHwne curHatyp npotokosios FACEBOOK VIDEO, META CALLS

19. WcnpasneHo nms npotokosia VK_CDN_VIDEO

20. WcnpaBneHo: gekoanposaHme SNI B QUIC IETF n Bo3MoXXHOCTb 06pa3oBaHns KOPKK B
NCKIOYUTENbHbBIX ClTyYasx

21. WcnpaBsieHOo: 04MCTKa CTPYKTYp noucka npu yaaneHnn CUSTOM npoTokosios

22. [lobaBneHa BO3MOXXHOCTb A,00aBNATbL KOMMeHTapun (#) n nycTole MHUM BO BXOLHbIX (hannax
ona ytuamt Ist2dscp, Ist2tbf

23. JobasneHbl npoTokoabl QUIC_UNKNOWN - QUIC 6e3 SNI n QUIC_UNKNOWN_MARKED - QUIC 6e3
SNI n AS c nomeTkon MARK2. OnucaHune

24. NcnpasneHo: onpeneneHune xap-k stun gna TCP


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:making_dictionary
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config#конвертация_файла
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session#настройка_полисинга_по_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as

25. VI3mMeHeHOo: eCcnim JOCTUTIN OFpaHMYeHns MPOCMOTPa NakeTos stun - ycTaHaBAMBaeM 3TOT
NPOTOKOJ C y4eToM AS

26. OBHOBJMIEHbI YTUANTBI 419 NOALEPXKKMN HOBbIX MPOTOKOJ/I0B

27. Yny4dwenuns B npotokonax QUIC_UNKNOWN, QUIC_UNKNOWN_MARKED, SIGNAL, DpiTunnel

28. OnpepeneHuns BCTPOEHHbIX NpoToKo10B N0 SNI/HOST BbiHECEHbI B 061aK0, NOAAepXNBAETCA
npuopuTteT SNI/IP

29. N3meHeHo: cpaBHeHMe SNI nponsBoamTcs 6e3 y4yeTa perncrpa

30. JobasneHa curHaTypa npotokona LANTERN WEAK

31. Yny4uweHo pacno3HaBaHue npoTtokona IMAP

32. WcnpasneHue B LPM npu Beibope kaHana no IP/CIDR

33. [NobasneHo: B hopMaT 3anuncu B TekKCToBbln hanna DNS - hopmaT vchnl - HOMep BUPTYanbHOro
KaHana.

34. [obasneHo: B wabnoH IPFIX nepepaymn naHHbix gns DNS Homep KaHana. OnucaHne

35. WcnpasneHo: nageHme npu Tpence DNS

36. Yny4weHo onpepesieHne npotokona VIBER_VSTREAMS

37. WcnpaBneHo: B npouecce octaHoBKK fastDPl He npuHMMaeM n He obpabaTbiBaeM HUKaKue
3anpockl no ctl

38. OobasneH npoTokon SSTP (49296)

39. [lobaeneH npoTokon ANYDESK (49297,54273)

40. Yny4yweHo pacrno3HaBaHue LANTERN

BRAS

1. OobasneHo: y4eT DHCP-nakeToB oT aboHeHTa B BunanHroBon ctatucTuke: aboHeHTCckun CPE
(To ecTb Wi-Fi poyTep) 6€3 KIMEeHTOB (HanpmMMep, HOYbi) — MOCbIIAeT TOJIbKO 3anpochl Ha
npoaJsieHne nuueH3nn. Tak Kak 3TV 3anpockl nepexsaTtbiBanncb BRAS 1 He BKJIOHaNUCh B
aKKaAYHTWHI, NPOMCX0AMII0 3aBepLueHne ceccmun no idle timeout

2. WcnpaeneHo: genctema npu nameHeHunn QinQ/VLAN y aboHeHTa

3. WcnpasneHo: framed-pool renew
B HekoTOpbIX Cnyvasax popMmpoBanncb HekoppekTHole DHCP-oTBeThl. [JobaBnieHa TpaccmpoBka
B nor DHCP-nakeToB ans framed-pool renew

4. cnpaBneHo: NpueM nakeTos OT relay. PaHee npoBepsanoch, 4To relay Haxoautcsa B ceTu fc::/7.
Tenepb 3Ta NpoOBEpPKa U3NULWHAA 1 yaaneHa, — y relay moxeT 6biTb ntobon agpec.

5. WcnpasneHo: pazbop DHCPv6-onuunin oT Pagnyca

6. JobaBneHa komaHga subs prop show active. KomaHaa BbiBOAUT fAamn L2-CBOMCTB BCeX
aKTMBHbIX (He-expired) aboHeHTOB. OnncaHue

7. N3meHeHo: 3anpeT Bbi3oBa CLI-koMaHA B npouecce 0CTaHOBKN

8. WcnpasneHo: idle-timeout ansa ceccun. Ona PPPoE-ceccui idle timeout gonxeH bpaTbcs 13
HacTponkn bras ppp idle timeout, ecnn He 3aaH ABHO B 0TBETE aBTOpM3aLmMmM (aTpmbyT
Idle-Timeout).

9. [lobaBneHa npuopuTeTHasa nepeagpecaumns c nepesogom DSCP. OnncaHne

10. UcnpasneHo: pnobasneHne nuwHen onumm 61 (Client-1d) B oTeeT fastDPI npu pacnpeneneHun
agpeca n3 Framed-Pool

11. WNcnpasneHo: BbiBOA B Nor IP-anpecos DHCP-cepeepos

12. WcnpaBneHo: BKAoYeHMe ycayr ¢ npogunamu. ATpnbyT “VasExperts-Service-Profile” (nms
NPOGUAS YCNYrn, HEABHO BK/OYAET yCayry) nmeeT 6onblunii npuoputeT, Yem ~VasExperts-
Enable-Service" (BknoyeHne/BbIKNOYEHME ycyr 6e3 3agaHns npoduns).

13. [lobaBneHa komaHAa ping inet oT MMeHN abOHEHTOB Yepes BCIO Lieno4ky 06paboTky
BRAS/NAT/ROUTER. MNopackaska - fdpi cli ping inet ?. OnucaHwue

14. WcnpaBneHo: BbI30B AeaHoHCa IP-agpeca aboHeHTa npu acct idle. B onuuto poyTepa


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#dns
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_settings#настройка_наследования_и_преобразования_dscp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_ping_inet

15.

16.

17.

18.

19.

20.

NAT

1.
2.

router _subs_announce nobasneH HoBbIN (hnar: 0x10000 - neaHoHcMpoBaTh L3-aboHeHTa
npu HacTynneHum acct idle (3akpbiTe acct-ceccu no idle timeout). Onucaxwne

NobaBneHa nogaep)xka 3afgaHus npodunsa ycayrm 18 npu asTopmsauun. BknoyeHue ycnyrm 18
B oTBeTe Pagnyca Access-Accept 3agaetcs 0bbl4HbIM ANna ycayru ¢ ob6s3aTenbHbIM npoduiem
obpa3om (3geckb servl18 - uma npoguns):

VasExperts-Service-Profile = "18:serv18"

B komaHay subs prop show nobasneH nonck no MAC n subs_id. PesynbTat noucka no MAC
nnn subs id MoxeT BbITb MHOFO3HA4YHbIM, - HECKOIbKO Pa3HbIX 3anuncen 4N 0OAHOro TOro Xxe
MAC/subs id. Pe3ynbTaT KOMaHAbl subs prop show active usmeHeH, 4TO MOXeT ObITb
KPUTWYHO npu pa3bope json-Bbixsona koMmaHabl. OnucaHune

WNcnpasneHo: ycTtaHoBka tnara link up/down ona nopTtos, He noggepxusatowux link up/down
npepbiBaHusa (Hanpumep, af _packet)

Kogn Bo3BpaTa komaHabl Uptime. CLI-komaHga uptime MOXeT NCNoNb30BaTbCA AN KOHTPOIS
nonHoro 3anycka fastDPI: oHa Bo3BpalaeT result=0 (Success) TonbKo Toraa, koraa fastDPI
NOJIHOCTbIO NPOVHULMANN3NPOBaH 1 BCe paboyme NOTOKM 3anyLeHsl. Mo nosy4yeHun oTeeTa OT
fastDPIl Ha komaHay fdpi cli uptime cama ytunuta fdpi_cli npoBepseT pesynbTaT
BbINOJIHEHMA U ecn result !=0 — BbICTaBNAET HEHYIEBOW KO BO3BpaTa.

NcnpasneHo: npu Hann4mm VRF (service 254) B Access-Accept nakeT HenpaBoOMepHO
BbIBOAWJICA B JIOT KaK OWIMOOYHGIN

BoccTaHosneHue paboTel UDR nocsie Bbi30Ba KOMaHAbl € 60bLINM YMCIOM NapaMeTpoB

NobasneHa ytunuta checknat gnd nposepkun pacnpenenexHnsa benvix agpecos. OnucaHmne
cnpasneHo online nsmeHeHne napameTtpa nat private cidr

banaHcuMpoBLUUK

1.

NobasneH pexum L2 6anaHCcMpoBLUMKa Tpaduka. [JaHHas gopaboTKa No3BOSISeT NCMOIb30BaTb
CKAT kak 6banaHCUpoBLLKK TpahrKka Ha ocHoBe IP-agpecoB, NpuHaanexawmx AS un
onpenensemon kak Local B asnum.dscp. OnncaHue

2. OobasneH aBmxok marx_Ib_engine, koTopbin akTueupyetca npu dpdk_engine=2. OnucaHue
Router

1. PacnpepneneHne mempool ona emit-nakeToB: He JONYCKaeM MOJIHOro ncyeprnaHus nyna, B
nyne AoaKHo 6bITb He MeHee 256 cBOBOAHbIX 3/1IEMEHTOB

2. Owwnbka ynaneHns mapwpyTa errno=3 (No record found) nepeseneHa B pa3psag TRACE, 4Tobbl
He 3acopsna nor

3. WcnpasneH nopagok 3aBepLueHns KOMNOHEHTOB poyTepa

4. N3meHeHo: system error npu o4ncTKe route tables. O4ncTka route tables (yoaneHue scex

3anucen, gobaeneHHbix CKAT) npon3BoanTca npu ctone n ctapte fastDPI. B npouecce 04NCTKM
MOXXeT BO3HMKHYTb ownbka EBUSY, koTopas asnsetca dhaTansHom ans netlink-cokeTta, cokeT
[0JKeH BbITb 3aKpbIT.

. NcnpasneHo: TAP link down in LAG. Ecnv nopT BxoauT B nar, To TAP 3Toro nopta B COCTOAHME

Link down Hy>XHO Npon3BOANTb TONIbKO Toraa, korga BCE nopTel LAG B down.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#особенности_анонсирования_адресов
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities#checknat
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer#настройка_etc_dpi_fastdpiconf
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10.

11.
12.

SDS

icnpaBneHo: KOHTPOJIb 3@ cHepnaHneM selfgen mempool
OnNTuUMKU3aunsa BbIMUTbIBAHUS OaHHbIX C TAP

. NcnpasneHo LAG+0On-stick: nepesog TAP B cocTtosiHue link down. TAP nepesoaunTca B link down

TONbKO TOraa, korga Bce nopThl B LAG B cocTosiHum down. Ecnm xe ecTb XoTs 6bl 0AUH NOpT B
cocTostHUM Up - TAP gosKeH HaxoauTcs B cocTossHUM Link Up.

. NcnpasneHo: oTBefeHne Tpaguka B poyTepe ans on-stick nesanca B LAG. Mpu hopMupoBaHmm

Tononorum VRF He y4nTbIBanoch, 41o B LAG BxoauT 6a308BbIn (husnyecknin) gesaic, a npu
ONUCaHUK poyTepa YKa3blBaeTcs on-stick (BMPTyanbHbI) AeBanc.

icnpaBneHo: Bbl4MTbIBaHME BCeX AaHHbIX ¢ TAP-neBaica. Mpwu ctapTe fastDPI 66111 BO3MOXKHbI
CUTyauun, Koraa poyTep eLe He NoJIHOCTbI0 UHULMAaNN3npoBaH, a TAP y)Ke MOHUTOPUTCS, HO
He Bbl4MTbIBAETCS.

Onuwsa router_subs_announce caenaHa ropsyen (hot)

WNcnpasneHo: yTedyka mbuf npu ctapTte fastDPI

. 3Ha4yeHune sto rage tag yctaHaB/JMBaeTCsA Ha OCHOBaHUW NMpuopuTeTa No HanpaBsJIeHUIO UK

NPUOPUTETa MO NMPOTOKONY

RADIUS

1.

[lobaBneHa BO3MOXXHOCTb paboTbl CO CTaHAAPTHLIMU UHTepdencamm linux ¢ NOMOLLbIO
libpcap. OnucaHwne

N3MmeHeHus B Bepcuu 13.1

ceccun npu nctedveHnm idle timeout.

@ BHumaHue! O6bHapyxeHa ownbka B Bepcun 13.1. B PPPOE He nponcxoanT 3aKpbiTue

DPI

N

BRAS

WcnpaBneHune nnaHMpyeTcs B CeAyOLLEM penn3e.

. TnobanbHbIN pethakTOpMHI Kofa - 0TKa3 oT nogaepxku pf ring
. JobaeneHo: ycnyra 19 - nogmeHa DNS-oTBeT0B. OnucaHue
. N3meHeHo: MuHUManbHbIA pa3mep PCAP ¢anna go 100 MB. Potauusa PCAP-cpannos npu reload

OnuncaHune
i3meHeHO: yny4lleHa TpaccmpoBKa cobbiTuin DROP

. WcnpaeneHo: ownboyHoe nossneHme coobuieHns yposHa ERROR npn HEKOTOPLIX 3anpocax

fdpi ctrl
icnpaBneHo: HekoppeKTHbIN pa3bop TLS(SNI) B cnyvae ecnm 3afaHo Heckonbko 'ALPN Protocol'

. Nl3meHeHo: MexaHu3M 06HOBMEHNA CNUCKOB cooTBeTCTBUA AS 1 IP. OnucaHue


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_requirements#рекомендуемая_схемаприем_трафика_radius_accounting_на_выделенный_linux-интерфейс_не_связанный_с_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_asn

NAT

. icnpaBneHo: KOHTPOb aKTUBHOCTM aboHeHTa ¢ noMoubto unicast ARP Request. PaHee 6bin

broadcast ARP Request, 4TO He onTuManbHO gnsa ceTn. OnucaHne

. DobaBneHo: SHCV (Subscriber Host Connectivity Verification) — koHTponb akTuBHocT DHCP-

aboHeHTa. Y4TeH cueHapuin gns y>xke "3akpbliTon" 3anncu, 4Tobbl He 6bI10 NOBTOPHOIO
cpabaTtbiBaHns SHCV u pocTe cyeTymka 'SHCV: session closed by inactivity'. OnucaHue

. DobaBneHo: ARP Proxy Af1 M3BECTHbIX MapLIPYTOB (TOMILKO B pexxume poyTtepa), LaHHyto

BO3MOXXHOCTb MPUMEHSEM TOJIbKO ecan nHuumnatop ARP-3anpoca - U3BeCTHbI HaM aboHeHT. B
onuuio bras_arp_proxy fobaeneH HoBbI pnar - 0x0004. OnucaHne
NcnpasneHo: help() ons IPve-agpecos B KoMaHAe subs prop show

. WicnpaeneHo: ownbka pa3bopa NapamMeTpoB KOMaHAbl subs prop del, 4To NpMBOAMIIO K

HEBO3MOXXHOCTW yaaneHns cBoncTB no IP ¢ owmbkon
ERROR: Result code=9: No subscriber IP address

Nob6asneHo: CLI-komaHga dhcp disconnect. 3To CLI-aHanor CoA Disconnect. Pexxum
BbIMNOJIHEHMA OUCKOHHEeKTa 3afjaeTtcs onumen bras dhcp disconnect.

1. dhcp disconnect all - guckoHHekT Bcex DHCP-ceccui

2. dhcp disconnect [ mac=X | ip=X ] - AUCKOHHEKT YKa3aHHOW ceccum

. NcnpaeneHo: otnpaeka L3 reauth ons L2-aboHeHTa 3apaHee, He 0OXMNAAACh 3aBepLUeHNs

session timeout

. HobaeneHo: B CLI-komaHay dhcp show stat gobaBneHo YCNO 3aKPbITLIX MO HEAKTUBHOCTU

ceccunm (SHCV)

. cnpaeneHo: owmnbka npu nepexsate n obpabotke ICMPv6-nakeToB, Npu nsmeHeHun ICMPv6-

NakeTa B HEKOTOPLIX C/y4Yadax HE NepecyHnTbiBaslaCb KOHTPOJIbHaAa CyMMa

. N3meHeHo: Tpaccuposka B vdpi new flow nat ipv4 BbiBOAUTCS BCerpa
. cnpasneHo: B 3aBUCMMOCTM OT 3Ha4YeHns napameTpa nat exclude private nposepsieTcs

pononHuTensHo napa CHECK_AS_LOCAL nnn CHECK_AS_PEER ana AS npu local interconnect

Router

. JlobaBneHo: ARP meHemxMeHT. OnucaHune
. NcnpaeneHo: BbIbop nopTa Ansa 3anncu B ckBo3HoM LAG. Ecam LAG npoxoguT ckBo3b fastDPI,

TO Npwv BbIbope nopTa Ans 3anmcy ¢ TAP HY>XXKHO YYUTbIBaTb HE TOIbKO COCTOSHME CaMOoro
nopTa Link Up/Down, HO 1 cocTosiHue Link Up/Down BTOpPOro njievya mMocTa 4Jis 3TOro nopTa
icnpaBneHo: aHoHCcMpoBaHMe noaceTen npoduna NAT npu gobaBneHun

NlobasneHo: CLI-komaHaa router vrf dump. KomaHga BbiBOAUT cnnucok VRF, 3afaHHbIX B
cucTeme, n ceoncTea 3Tux VRF

. NcnpasneHo: He yunTeiBaTh term by AS npu aHoHce noaceTen NAT. Pexum term by AS

OTHOCUTCA K aboHeHTaM, a He K npounsam NAT, MO3TOMY ero He Hy>XXHO y4UTbIBaTb Npwu
aHoHcupoBaHum NAT-noaceTun
icnpaBneHo: Nopsaaok nepexsaTa NakeToB U3 obuiero KoHBenepa 06paboTkm

. WicnpaeneHo: YeennyeHo yncno mbuf B selfgen mempool, ecnu BKAOYEH poyTep: ecau

poyTep disabled: mempool size=512 * 4yucno slave Ha knacTtep, ecniv poyTep enabled:
mempool size=8 * 1024 * ywnucno slave Ha knacTep


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_arp_proxy
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#arp_менеджмент

LAG

1. NcnpasneHo: HeobHyieHe MaccuBa Npu NOCTPOEHUN HOBOMO CMCKA aKTUBHBIX MOPTOB.
OwwnbKa NpMBOANT K NEepernosIHEHNIO MacCrBa M NOPYN NaMaTm
2. OobasneHo normposaHue owmnbdbkm "no mbuf" npm otnpaske LACP

N3MeHeHus B Bepcum 13.2

1. [BRAS][PPPOE] UcnpaBneHo: NUHI HEaKTUBHOIO KJMeHTa 3anpocamu Echo

2. OobaBneHo: nogaepxka npogunen ycnyrm 19 (MogmeHa DNS-oTeeToB). Ans ycayru 19
BO3MOXXHO 3aaBaTb AAAA-3anncK 1 yKasblBaTb * ona AomMeHoB.OnuncaHue

3. WcnpasneHo: ana npoguns ycnyru 18 He TpebyeTcs oaHOBpeMeHHO 3aaaBaTb DSCP n TBF.
OnuncaHne

4. WcnpasneHo: npuoputeT IP:PORT nepep IP 1 CIDR gns KaCTOMHbIX onpeaeneHnin NpoTOKOI0B.
OnucaHune

5. N3MeHeHO: NpropnTeT NoJb30BaTEIbCKUX NPOTOKOJ10B Bbilwe 06na4HbIX. OnncaHue

6. WcnpasneHo: gnvHa AAAA 3anucen B ycayre 19

7. DobasneHo: B napameTp block options macka 8 — He chopmupoBaTh RST-nakeThbl
6710KMPOBKM 1 Nepeagpecaummn 418 HanpasneHns nakeTos inet-subs. OnncaHune

8. [DPI] Yny4yweHo: aHanm3 out-of-order nakeToB (Tak»xe NosBmMaacb BO3MOXHOCTb 3a4aBaTb
Konm4ecTBo bydepos ana obpaboTkn out-of-order nakeToB) n pacwmdposka
hparmeHTupoBaHHoro QUIC. Takxe nosiBunacb BO3MOXXHOCTb 3aflaBaTb KONMYeCTBO Bydepos
ans obpaboTku out-of-order nakeToBs, ycTpaHeHO ucyepnaHmue bydepos ans obpaboTku out-of-
order nakeToB. OnucaHune

9. [DPI] UcnpaBneHo: pacno3HasaHne DOT

10. [CTRL] OobaBneHo: HOBbIA hopMaT A5 BbiBOAA MNOAUCUHIa. OnncaHue

fdpi ctrl list profile --policing --profile.name htb 6 --
outformat=json2

11. [CTRL] Oo6aBneHo: 3arpy3ka npoguaen noamcmHra ¢ HoBbiM hopMaToM (rae ecTb value u
unit). Onucaxune

12. [BRAS][IPv6] lobaBneHo: npu nonyyeHnn ot knmeHta DHCPv6 confirm n oTcyTCTBMM ceccun B
bl BRAS oTnpasnseTtcs oteeT co ctaTtycom NotOnLink

13. [FastPCRF][DHCPv6] UcnpaBneHo: owmbKa, NprBOAALLAS K 3aKPbITUIO 1 NOoCaeyoLemy
OTKPbITUIO TekyLen IPv6 accounting ceccum npu obpaboTke DHCPV6 3anpocoB OT KANEHTa Ha
nNpoAJfieHne apeHbl agpeca

14. [DPI] NobaBneHo: obHoBneHMe asnum.bin n3 obnaka, napameTp asnum_download
aHanornyeH no Habopy 3HavyeHnn federal black list. Onucanme

15. [lobasneHo: napameTp mem ssl savebl (xonofHbIN). 3a4aeT KOIMYECTBO COXPaHAEMbIX
bydepoB ans pasbopa ssl npy nepemelumBaHnn naketos. OnNucaHue

16. [lobaBneHo: cTaTUCTMKa yTUAN3aLun coxpaHeHns Bydepos napcuHra ssl 3anpocos. OnucaHme

17. [BRAS][DHCPv6] [lobaBneHa BO3MOXXHOCTb n3BnekaTb option 37 n option 38 U3 KIMEHTCKOro
nakeTa

18. [Router][tap] cnpaBneHo: nHMUKMaNM3aUMs cTaTyca MocTa npu ctapTe fastDPI. TAP-geBanc
ANns ckBo3HOro LAG HaxoamTca B cocTosiHum Up, ecnm XoTs 6bl 04MH NOPT B CKBO3HOM LAG
Haxo4mMTCsA B COCTOAHUN Up 1 ero BTOPOM KoHeL, B MOCTYy Takxe B Up. CTaTyc mocTa (Up/Down)
BbIMMCIIANCA TONLKO Npy HacTynneHnn cobbiTus link Up/Down, npu ctapTe fastDPI cTaTyc
MOCTa nosiarancs paBHelM Down. [aHHbIN NaTy UHULMaNM3npyeT ctaTyc MmoctoB (Up/Down)
npu CTapTe poyTepa Ha OCHOBAHWUWN TeKyLlero ctaTyca nopTos.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session#создание_профиля_услуги
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings#настройки_блокировки
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_common
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bandwidth_mgmt:bandwidth_json#второй_вариант
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_bandwidth_mgmt:bandwidth_json#второй_вариант
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:mem_problems#mem_ssl_savebl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:mem_problems#cтатистика_утилизации_сохранения_буферов_парсинга_ssl_запросов
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34.
35.

36.

[BRAS] NcnpasneHo: local interconnect paspeluaem To/1bko ecn SrclP — M3BECTHBIM HaM
aboHeHT. PaHee He nNpoBepsnNoCh, 4TO SrclP — M3BeCTHbIN HaM abOHEHT, YTO MOTrJ/10 NPUBECTU K
noanenke IP-agpeca aboHeHTa 1 DDOS OT MMeHM 3TOro NoaAenbHOro IP opyrux nokKaabHbIX
aboHeHTOB c momeTKoM local interconnect.

NlobaBneHo: CLI-komaHaa permit.

[CLI][Ping] N3meHeHO: coobuyieHme 0b ownbke, ecnn subs IP He HanaeH

[CLI] OobasneHo: B json-BbiBoA KOMaHbl dev xstat nobasneH bynesbin npusHak on_stick
[CLI] W3meHeHo: json-BbiBOA KOMaHAbl dev info gnsa on-stick.

Ilnsa on-stick-geBatca 6blsio:

"pci address": "on-stick based on 82:00.3"
Teneps:

agpec 6asoBoro gesavica
“pci address": "82:00.3"

npu3sHak on-stick
"on-stick": "true|false"

YpnaneHbl nopnensHole yandex sni u3 TELEGRAM TLS

HobasneH napameTp mem quic ietf savebl. 3apaeT konmyectso bygepos ansa pasbopa
quic_ietf-3anpocos, KOTOPbIE COCTOAT U3 HECKOJIbKMX MAKETOB. 3Ha4YeHne no yMon4yaHuo
15% ot mem_ssl parsers. OnucaHue

[DPI] DobaBneHbl NPOTOKObI

"HLS VIDEO"

"ICMP TUNNEL"

"DNS TUNNEL"
"FORTICLIENT VPN"
"CISCO ANYCONNECT VPN"
"SHADOWSOCKS VPN"

“"NOT DNS*"

[lobaBneHa BO3MOXXHOCTb oTnpaBku DNS query no IPFIX

[DPDK] fobaBneHbl read-only asvmxku: RSS n ancnetyep Ha nopt

[BRAS][SHCV] UcnpaBneH Bbi3oB SHCV f0 NoAHOro 3anycka nannianHa obpaboTkn nakeTos.
370 6b1210 BO3MOXXHO B MHOIMOMOPTOBbLIX KOH(PMIypaunsax, Koraa BpeMsa 3anycka nannianHa
OTHOCMTENIbHO BEUKO.

[DPDK] [lobaBneH BbiBOA TUMNa co3AaBaeMbix mempool Ha cTapTe fastDPI

[Router] JobaBneHa cTaTucTukKa no TAP-geBanicam. B BbiBog CLI-komaHabl router vrf show
nobassieHa cTaTuCTUKa No TAP-geBalicaM - CKOJIbKO NakeToB/0alT BblYMTaHO C TAP, CKOMbKO
3anmMcaHo B nopT ¢ TAP, cKosibko nepenaHo B TAP, 4ncno cobbiTnii n ownbok.

[Router] 3meHeHa oTnpaBKa NakeToB, Bbl4UTaHHbIX C TAP-fgeBaica: BolbpaHHbIN Slave-noTok
A4Na 3anucm 3akpennaeTcs 3a TAP-nHTepdencom Ha bavxanwme 5 cekyHa, 4To AOJKHO
3HAYMTENbHO YMEHbLUNTL peopaepuHr npu 6onbwom Tpaduke ¢ TAP-nHTepdenca

[DPI] YnyyweHo pnetektuposaHue DNS TUNNEL, CISCO ANYCONNECT VPN,
SHADOWSOCKS VPN, DPITUNNEL, FORTICLIENT VPN, SHADOWSOCKS VPN

3meHeH log level gnsa 3anpocos oT TenemMeTpun Ha INFO He3aBMCMMO OT pe3ysibTaTa 3anpoca
[fastPCRF][ACCT] UcnpaBneHa oTnpaska Interim-Update npu nepeksioyeHnmn Ha pe3epBHbIn
RADIUS cepsep

[BRAS][CLI] NUcnpaBneHo: aboHeHThI, 3akpbiTble No SHCV, Tenepb He BLIBOAATCS KOMaHAOM


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:mem_problems#mem_quic_ietf_savebl

37.
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44,
45.

46.
47.
48.

49.
50.

fdpi cli subs prop show active

[BRAS][Auth] OnTMMM3aLMa NOAKNOYEHNA/OTKIOHEHUS YCIYT

[FastRadius] Pa3bop KoHpuMrypaumnoHHoro aina nepeseieH Ha HOBbIN ABUXXOK
[BRAS][DHCP] Offer nocbinaem cnepsa Ha bcast 255.255.255.255

[BRAS][CLI] UcnpaBneHo: komaHaa dhcp show stat vrf nogoaepxusaeTcs TONbKO B
pexunme Radius proxy (B pexxume DHCP Relay BbI30B 3TOM KOMaHAbl NPUBOAMA K MaLEHNIO)
[DPI] Yny4yweHo pacno3HasaHme DNS Tunnel n Shadowsocks

[Utils] YnyyweHbl yTunutel. checkproto: ecnu 3agats IP 1 SNI, byneT BoiBefieH pe3ynbTaT C
y4yeTom MARK1 n npuoputeTa, ascheckip: sbiBoant DSCP 1 MARK1

[Utils] OobaBneHa noagaep>ka B url2norm oKOHYaHUSA MMEHM XOCTa Ha :, 4TO MNO3BONSET
3apatb "nobon nopt" gna HTTP

[CLI] NcnpaBneHa komaHaa dhcp disconnect

[DPI] cnpaBneHo: gonyckaeTcs cMeHa npoTokoaa no CUSTOM SNI ecnmn paHee npon3oLwusio
pacno3HaBaHuWe no BCTPOEHHOW CUrHaType

[DPI] DononHnTeNbHas NPoOBEPKa LEeNOCTHOCTY (hannia Nnpu 3arpy3ke cnncka AS n3 obnaka
[DPI] cnpaBneHa 3arpy3ka YepHbixX 1 6enbix cnnckos 13 obnaka

[utils] JobaBneHa nofaep>Ka HOBbIX (DPOPMATOB B yTUAUTE 0OpaTHOM KOHBEPTALMM YEPHbIX U
Benbix cnuckos bin2ip

icnpaBnieHo BO3MOXHOE NageHne B KOPKY

Moppep»xka 128-anepHbiX npoueccopos. OnucaHme

N3meHeHus B Bepcuu 13.3

1.

ok wWwN

Yo}

11.

[DPI] obaBneHbl NPOTOKObI:

BIGOTV

SAYHI CALL
AZARLIVE

LINE CALL

QQ CALL
VYKE_CALL
VEEGO STREAMS
BHABI CAM
WEPARTY

[DPI] YnyyweHo pacno3HaBaHue Viber

[DPI] YMeHbLUEHO 4ncno noxHbIx cpabaTtbiBaHnn ana DPI TUNNEL

[DPI] YBennyeHa rnybuHa npocMoTpa nakeTos npu noncke BIGOTV

[DPI] 3meHeH npoTokon FACETIME

[DPI] N3mMeHeHOo: ecnu NpPOTOKOJ onpefenunics no ip/sni/cname, To He NPOUCXOANT
nepeonpegesieHne NpoToKoJsa No BCTPOEHHbIM CUTHATypaMm

[DPI] YnopsaoyeHo cobntofeHne npmopuTeToB NPOTOKOJI0B, YTO No3BonseT usbexaTb ANWHNX
NepeKoYeHNIN MeXay NPOTOKOIaMmM B NPOLIECCE aHanM3a.

[DPI] cnpaBneHo: MOMCK 0AHOBPEMEHHO * 1 : B http nomeHax

. [DPI] cnpaBneHo: ynaneHne agpecos B BUPTYasibHbIX KaHanax npu reload
. [DPI] NcnpaBneHo: nrHopupoBaHus drop npu 3agaHum napameTpa smartdrop npu owmbkax

pa3bopa ssl

[BRAS][PPP] UcnpaBneHo: yyeT onuun bras pppoe trace mac npu coxpaHeHne DHCPv6-
nakeToB B pcap. PaHee yynTbiBanacb To/bKO onuus bras dhcp trace mac. Tenepb ans
DHCPv6-nakeToB B PPPOE-TyHHeNe yuynThiBaeTCs Takxe 1 bras _pppoe trace mac


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:dpi_requirements#рекомендуемые_требования
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[DPI] NcnpaBneHsl owmbky npu HasHadveHun vchannel no IP/CIDR

[DPI] NcnpaBneHo: 6noknposka no IP DNS, paboTatowero vepes tcp

[DPI][PCRF] N3meHeH ypoBeHb norruposaHmns ¢ INFO Ha WARNING gnia coobuieHnin ctapTa
OCTaHOBKM

[DPI Utils] UcnpaeneHa checkproto gns cnyyas IP npotokon Unknown

[Utils] UcnpasneHo: checkproto nposepseT ¢ yyeTom MARK1, 3afaH M HoMep nopTa, T.e.
checkproto 8.8.8.8 443 www.google.comu checkproto 8.8.8.8 www.google.com
MOryT BEPHYTb pa3Hbl pe3ynbTaT

[Utils] bin2as npuHuMaeT ntoboe KONNYeCTBO BXOAHbIX (DaliIoB KaK aprymMeHToB

[Utils] ascheckip npuHmMMaeT agpeca ans rynnoson nposepku co stdin

[Utils] bgp2bin aHanor as2bin, HO NnpMHMMaeT TONLKO NOACETWN /24 N KpyrnHee, NOHUMaeT
opmaT AnanasoHa IP1-IP2 kak B 3anucax ripe (Bbl4enss u3 Hero NoAceTn /24 n KpynHee),
nocnepyrowne 3annucu NnpuopuTeTHee npeablayLnx, cosfgaeT dana HEMHOro KpyrnHee Yyem
as2bin, HO B HEM AMana30Hbl NOACETEN He NnepecekarnTcs (T.K. MeHee NPMopPUTETHLIE 3anunucu
OT(WSIbTPOBAHbI), YTO NO3BOJSAET NepefaTb YTUANTE Ha BXOL, AaHHbIEe U3 HECKOIbKMX
NCTOYHNKOB B NOpsKe NpuopuTeTa

[BRAS] LlopaboTka L3-aBTOpu3auuu:

o Ecnm npuxoanT Reject Ha IP-afpec, npmBsA3aHHbIN K multi-bind nornHy, T0o cCHavana
0TBSA3bIBaeM 3TOT IP OT n0rnHa, a 3aTem HaBelmBaeM ycayru (6enblin CrnCoK, NOJNCUHT)
Ha IP.

o Mpwn ycnewHon asTopmsaumnm (Access-Accept): ecnm IP He UMeeT NIornHa, HO Npu
aBTopm3aumm (ycnewHon) npuwien N0rnH - Hago OTBA3aTb BCe yCayrun oT IP, npexae yem
CBA3bIBaTb IP C HOBLIM JIOFMHOM.

[BRAS][PPP] UcnpaBneHo: pa3HopoHblin dual-stack. OamH agpec (IPv4 nnu IPv6) 3agaH SBHO,
ans sToporo (IPv6 nnun IPv4) ykasaH framed-pool.
[BRAS][PPP] NcnpaBneHo: 6poaKkacTHbIE MaKeTbl TENEPb MOYa APOMNaeM
[PCRF] lobaBneHa nogaep>xka 3anucm B syslog. Hoebin napameTp syslog level B
fastpcrf.conf — ypoBeHb 3anucu coobuieHnin n3 alert-nora B syslog. @ — 3anunce B syslog
OTKJII0YEHA (3Ha4YeHMne N0 YMONYaHNI0)
NobaBneHo: ropsynin napameTp smartdrop = 1, eciv ANg Nnpokosa 3afaH drop, To oH bygeT
OT/NIOXKEH, Noka He 6yaeT pa3obpaH tls nam owmnbka pasbopa tls
NcnpaeneHo: gobasneHne http LOMEHOB C OKOHYaHMEM Ha : (HOMep nopTa)
N3meHeH nyTb 3arpy3kun ASNUM un3 VAS Cloud (cloud.vasexperts.ru)
BnoknpoBKa no 4epHoMy cnncky B GTP TyHHene (Npu 3agaHHON HacTponke
detect gtp tunnel)
WNcnpaBneHo: 6nokmposka https ¢ onumen hard
Moanepxxka reload ons aBTOHOMHbIX cucTem IPv6
HavanbHasa nogaepxka 3anucy alert nora B syslog. BkioyaeTcs HaCTPOMKON
syslog level=7 (ypoBeHb, BKIOUYNTENBHO 0 KOTOpPOro fybnmpytoTcs coobuieHms B syslog),
Mo YMOJIYAHMIO HE NUCaTb. 3aMeYaHus:
1. Mo ymonyaHwuio rsyslog npu 3anucu B TEKCTOBbLIW NIOF 3aMeHAeT CUMBOJ Tabynauum un
nepeBoAabl CTPOK Ha UX KoAbl. YTOObI 3TO OTKIOYMTb MOXKHO C034aTb (hainn
/etc/rsyslog.d/fastdpi.conf c HacTponkon

global (parser.escapeControlCharactersOnReceive="off"
nnbo nonb3oBaTbCsa yTuamTon journalctl. MNpumep:

journalctl -t fastdpi -p --since "1 hour ago" -o verbose --
output-fields PRIORITY,MESSAGE


http://www.google.com
http://www.google.com

2. Mo>XHO nepeHanpaBWTb 3aMWCb JIOrOB Ha yAaleHHbIA cepsep. Mpumep 13
/etc/rsyslog.conf
1. Ha nokanbHoOM cepsepe c fastdpi:

action(type="omfwd" target="192.0.0.1" port="10514"
protocol="tcp"
action.resumeRetryCount="100"
queue.type="linkedList" queue.size="10000"

2. Ha yAaneHHOM CepBepe:

input(type="imptcp" port="10514"
ruleset="writeRemoteData"

ruleset (name="writeRemoteData"
queue.type="fixedArray"
queue.size="250000"
queue.dequeueBatchSize="4096"
queue.workerThreads="4"
queue.workerThreadMinimumMessages="60000"

action(type="omfile" file="/var/log/fastdpi.log"
ioBufferSize="64k" flushOnTXEnd="off"
asyncWriting="on"
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