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Mopnepxka LAG/LACP B on-stick. OnncaHune

MNepexon Ha DPDK 23.11

N3meHeHo: ons QUIC n QUIC IETF: ecnn He onpegenunun SNI — nposepsieM no AS
N3meHeHo: npu aHanun3e STUN nposepseTcsa AS oT Facebook — onpenensem
FACEBOOK VIDEO, a He WHATSAPP_VOICE

3apaHue RSS hash dnaros gna UDP n TCP

i3meHeHO: onpegeneHve NpoTOKO1a openvpn

. NcnpasneHo: obpaboTka SIGHUP Tonbko ecnu fastDPI NONHOCTLI0 MHULWAIN3UPOBAH.

Bo3MoXxHO nafeHune, ecnm B npouecce 3anycka fastDPI npuxoant SIGHUP
3anuce trace/debug nakeToB nepesefeHa Ha HOBbIN API

. DobaBneHo: noanep»xxka npotokona wechat onsa UDP
. Moppepxka [ONOSHUTENBHON pa3MeTKN aBTOHOMHbIX cucteMm markl, mark2, mark3.

OnuncaHne
MpuopuTteT onpegeneHns No SNI B KACTOMHbIX CUrHaTypax 418 aBTOHOMHbIX CUCTEM,
nomeyeHHblx Kak markl. OnucaHue
MproputeT Bonee cneunduyHbIX KacToMHbIX SNI curHaTyp.
Mpumep: onsa xocta a.b.c.d npu Hannymm curHaTtyp *.d, *.c.du *.b.c.d byaeT BbibpaH
NPOTOKOJ1, onpefesieHHbIN CurHaTypon *.b.c.d.

®  PaboTaeT TO/NbKO 4N CUFHATYp C *. OnncaHme
Moooep)Xka »ecTknx 610KMPOBOK (HeCMOTps Ha ums xocTa/SNI) — 3apaeTcs B
LLONOJIHATESIbHOM MoJie B YePHOM Crnncke agpecos, npumep: 1.1.1.1 443 hard. OnucaHue
YnydweHo petektuposaHne YOUTUBE, SIGNAL
NobasneH npotokon DPITUNNEL, B KOTOpPbIV BKJIIOYEHbI aHOMannu Tpaduka, obbl4HO
npumeHsemble ans obxoaa DPI
O6HoBneHune dpiutils
Hosble npoTokosl VK_CDN_VIDEO, META_CHAT
YnydweHune curHatyp npotokosioB FACEBOOK VIDEO, META CALLS
cnpasneHo nms npotokosia VK_CDN_VIDEO
NcnpaeneHo: gekoanposaHune SNI B QUIC IETF n BO3MOXHOCTb 06pa30BaHMsa KOPKA B
NCKNTIOYUTENbHBIX ClyYanX
icnpaBneHo: 04UCTKa CTPYKTYpP noncka npu yaaseHum CUSTOM npoTokooB
HobaBneHa BO3MOXHOCTb 400aBNATb KOMMeHTapuu (#) 1 NycTble IMHUN BO BXOLAHbIX (hannax
ona ytuaut Ist2dscp, Ist2tbf
Job6asneHbl npoTokobl QUIC_UNKNOWN - QUIC 6e3 SNI n QUIC_UNKNOWN_MARKED - QUIC 6e3
SNI n AS c nomeTkon MARK2. OnucaHune
NcnpasneHo: onpeneneHne xap-k stun ansg TCP
i3meHeHO: ecnn LOCTUI N OrpaHMYeHns MPOCMOTpPa NakeToB stun - ycTaHaBAMBaeM 3TOT
NPOTOKOJ C y4eToM AS
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O6HOBNEHbI YTUANTLI ANA NOAAEPXKKN HOBbLIX MPOTOKOJI0B

Yny4weHuns B npotokosax QUIC_UNKNOWN, QUIC_UNKNOWN_MARKED, SIGNAL, DpiTunnel
OnpeneneHns BCTPOeHHbIX NpoTokoaoB no SNI/HOST BbiHeceHbl B 06/1aK0, NOALEPKNBAETCS
npuoputeT SNI/IP

N3meHeHo: cpaBHeHne SNI npounssoauTca 6e3 yyeTa perncrpa

HobasneHa curHaTypa npotokosia LANTERN WEAK

YnydlweHo pacno3HaBaHue npotokona IMAP

NcnpasneHue B LPM npu Boibope kaHana no IP/CIDR

[lobaBneHo: B hopmaT 3anmncu B TEKCTOBbLIN hann DNS - chopmaT vchnl - Homep BUpTYyasbHOro
KaHana.

NlobaBneHo: B wabnoH IPFIX nepenayn gaHHbix ans DNS HoMep KaHana. OnucaHue
icnpaeneHo: nageHune npu Tpence DNS

YnydweHo onpegenerHve npotokona VIBER VSTREAMS

WcnpasneHo: B npouecce octaHoBKM fastDPl He mpvHMMaeM 1 He obpabaTbiBaeM HUKaKme
3anpockl no ctl

NlobaBneH npoTokon SSTP (49296)

NlobaeneH npoTokon ANYDESK (49297,54273)

Yny4yweHo pacno3HaBaHne LANTERN

. DobasneHo: y4yeT DHCP-nakeToB oT aboHeHTa B BuaanHrosom ctatucTuke: aboHeHTCckun CPE

(To ecTb Wi-Fi poyTep) 6e3 KnneHTOB (HanpuMep, HOYbI) — MOChIAeT TOJIbKO 3anpockl Ha
npoaneHune nuueHsnn. Tak Kak 3Ty 3anpockl nepexsaTbiBaancb BRAS 1 He BKJIOYaInCh B
aKKAyHTWHI, NPOMCX0AMII0 3aBepLueHme ceccum o idle timeout

. NcnpasneHo: gencteus npu nameHeHun QinQ/VLAN y aboHeHTa
. NcnpasneHo: framed-pool renew

B HekoTopbIX cnyyYasax opMupoBannck HekoppekTHble DHCP-oTBeThI. [lobaBneHa TpacCMpoBKa
B nor DHCP-nakeToB ans framed-pool renew

icnpaeneHo: npuem NakeToB OT relay. PaHee npoBepssoch, 4To relay HaxoguTcs B ceTu fc::/7.
Tenepb 3Ta NpOBEPKa U3NNLWHSAA 1 yaaneHa, — Yy relay moxeT bbiTb ntobon agpec.
NcnpaeneHo: pa3zbop DHCPv6-onuuin oT Paguyca

NobasneHa komaHza subs prop show active. KomaHZa BbIBOAMT famn L2-CBOMNCTB BCEX
aKTMBHbIX (He-expired) aboHeHTOB. OnncaHme

3meHeHo: 3anpeT BbizoBa CLI-koMaHA B npouecce 0CTaHOBKM

. NcnpasneHo: idle-timeout gnsa ceccumn. Ons PPPoE-ceccun idle timeout nonxeH bpaTtbcs u3

HacTpolku bras ppp_idle timeout, ecin He 3ajaH ABHO B OTBETEe aBTOpU3aumm (aTpubyT
Idle-Timeout).

. DobaBneHa npuoputeTHasa nepeaapecauns c nepesogom DSCP. OnucaHune
. NcnpasneHo: nobasnexHne nuwHen onumm 61 (Client-1d) B oTBeT fastDPI npu pacnpeneneHun

agpeca n3 Framed-Pool

WcnpasneHo: BbiBoA B sior IP-agpecos DHCP-cepsepos

icnpaBneHo: BKAOYEHWE ycnyr ¢ npodunamu. ATpubyT “VasExperts-Service-Profile”™ (nms
NPONASA YCNYrn, HEABHO BK/OYaET ycayry) nmeeT 6onbwinii npuoputeT, Yem VasExperts-
Enable-Service™ (Bknto4eHne/BbIKOYEHNE YCnyrn 6e3 3aaaHnsa npouns).

[lobaBneHa KomaHAa ping inet oT uMeHn aboHeHTOB Yepes BCHO Lienoyky obpaboTky
BRAS/NAT/ROUTER. MNopackaska - fdpi cli ping inet ?. OnucaHwue

icnpaBneHo: BbI30B AeaHoHCca IP-agpeca aboHeHTa npu acct idle. B onuuio poyTtepa

router subs announce gobasneH HoBbI (hnar: 0x10000 - neaHoHcMpoBaTh L3-aboHeHTa
npu HactynneHum acct idle (3akpbiTne acct-ceccu no idle timeout). OnucaHne


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#dns
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NAT

1.

[obasneHa nopaepXxka 3afaHus npopuna ycnyru 18 npu asTopusauun. BkaoyeHue ycnyrun 18
B oTBeTe Pagmyca Access-Accept 3apaeTcs 0bbl4HbIM 4518 yCnyru ¢ obs3aTesibHbIM Npoduiem
obpa3om (3gecb servl18 - ums npognnsa):

VasExperts-Service-Profile = "18:serv18"

B komaHay subs prop show gobasneH nonck no MAC n subs_id. PesynbTaT noucka no MAC
nnm subs id MoxeT BbITb MHOrO3Ha4HbIM, - HECKOJIbKO Pa3HbIX 3anucen Ans 04HOro Toro xe
MAC/subs_id. Pe3ynbTaT koMaHAbl subs prop show active nameHeH, 4To MOXeT bbITb
KPUTWYHO nNpu pa3bope json-Bbixaona komaHabl. OnucaHune

WNcnpasneHo: ycTaHoBka cnara link up/down gna nopTtos, He noggepxxusatowux link up/down
npepbiBaHua (Hanpumep, af packet)

Kop Bo3BpaTa kKomaHbl Uptime. CLI-koMaHaa uptime MOXeT MCNOoJib30BaThCA O KOHTPONS
nonHoro 3anycka fastDPl: oHa Bo3BpawaeT result=0 (Success) TonbKo Toraa, koraa fastDPI
MOJIHOCTbIO NPOVHMLMANN3NPOBaH 1 BCe paboyme NOTOKM 3anyLweHsl. M0 Nosy4YeHun oTeeTa OT
fastDPl Ha komaHay fdpi cli uptime cama ytunuta fdpi_cli npoBepseT pe3synbTaT
BbIMOJIHEHMA 1 ecnn result =0 — BbICTaBNAET HEHYIEBOWN KOA, BO3BpaTa.

NcnpaeneHo: npu Hannydum VRF (service 254) B Access-Accept nakeT HernpaBoMepHo
BbIBOAWJICA B JIOT Kak OLIMOOYHHIN

BoccTaHoBneHne paboTtel UDR nocne Bbi30Ba KOMaHAbl C 60/1bLLIMM YNCIOM NapaMeTpoB

llobasneHa ytunnta checknat gna nposepku pacnpeneneHuns benvix agpecos. OnucaHne

2. WcnpasneHo online nsmeHexHne napameTtpa nat private cidr
banaHcupoBLUUK
1. NobaeneH pexum L2 banaHcMpoBLUMKa TpadurKka. aHHas fopaboTka No3soaseT UCNOSIb30BaThb

CKAT kak banaHCMpoBLUMK Tpadmka Ha oCHoBe IP-agpecos, npuHaanexawmx AS un
onpenensiemon kak Local B asnum.dscp. OnucaHue

2. [NobasneH aBuxok marx_Ib_engine, koTopbin akTusmpyeTcs npu dpdk_engine=2. Onucaxue
Router

1. PacnpepeneHne mempool ona emit-nakeToB: He LOMYCKaeM MOJIHOro ncyeprnaHus nyna, B
nyne OOJHKHO BbITb He MeHee 256 CBOBOAHbLIX 3/1EMEHTOB

2. Owwnbka yoaneHns mapwpyTa errno=3 (No record found) nepeseneHa B pa3psaa TRACE, 4Tobbl
He 3acopsna nor

3. WcnpasneH Nopsagok 3aBepLlueHns KOMNOHEHTOB poyTepa

4. N3meHeHo: system error npu o4ncTke route tables. O4yncTka route tables (yoaneHume scex

3anucen, gobasneHHbix CKAT) npomn3BoanTca npu ctone n ctapte fastDPI. B npouecce 04NCTKM
MOXXeT BO3HMKHYTb owmnbka EBUSY, koTopas aBnaeTca aTanbHon ona netlink-cokera, coker
[0J)KeH BbITb 3aKpbIT.

. NcnpasneHo: TAP link down in LAG. Ecam nopT BxoguT B nar, To TAP 3TOro nopTa B COCTOSAHME

Link down Hy>XHO Npon3BoAUTb TONLKO Toraa, koraa BCE nopTel LAG B down.
icnpaBneHo: KOHTPOJIb 3@ cHepnaHneM selfgen mempool

. ONTuMKU3aLumnSa BbIMUTbIBAHUS OaHHbIX C TAP


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities#checknat
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer#настройка_etc_dpi_fastdpiconf

8. UcnpasneHo LAG+0n-stick: nepesog TAP B cocTosHue link down. TAP nepesogmnTcs B link down
TOJIbKO TOrfa, Korga sce noptbl B LAG B cocTosiHUM down. ECcnm e eCTb X0TA Obl 04MH MOpPT B
cocTosaHum Up - TAP gomKeH HaxoanTca B cocTosaHmm Link Up.

9. WcnpaBneHo: oTBeAeHMe Tpatuka B poyTepe ans on-stick gesainca B LAG. MNpu hopMmpoBaHum
Tonosiorun VRF He y4nTbiBanock, 4To B LAG BxoanT 6a30BbIN ((hn3nyecknin) gesanc, a npu
ONUCaHUK poyTepa YKa3blBaeTcs on-stick (BMPTyanbHbIA) AeBaic.

10. UcnpaBneHo: Bbl4MTbIBaHWE BCeX AaHHbIX ¢ TAP-geBawca. MNpu ctapte fastDPI 6b1i BO3MOXHbI
CUTyauun, Kora poyTep eLe He NoJIHOCTbI0 UHULMANN3npoBaH, a TAP y)kxe MOHUTOPUTCS, HO
He Bbl4UTbIBAETCA.

11. Onumsa router_subs_announce caenaHa ropsden (hot)

12. WcnpaeneHo: yTeyka mbuf npu ctapTe fastDPI

SDS

1. 3HaveHune storage tag ycTaHaBAMBaeTCs Ha OCHOBaHWMMW NPUMOPUTETA MO HaNPaBAEHNIO NN
npuopuTeETa MO MNPOTOKOJY

RADIUS

1. lobaBneHa BO3MOXXHOCTb paboThbl CO CTaHAAPTHLIMU UHTepdencamm linux ¢ NOMOLLbIO
libpcap. OnucaHwne

N3meHeHus B Bepcuu 13.1

BHuMMaHue! ObHapyxeHa owunbka B Bepcun 13.1. B PPPOE He nponcxoanT 3akpbiTue
ceccum npu ucteveHnn idle timeout.
cnpaBneHne nnaHnpyeTcs B CAeYOLLEM penin3e.

DPI

1. TnobanbHbIN pethakTOPUHT Kofa - 0TKa3 oT noagepxku pf ring

. DobasneHo: ycnyra 19 - nogmeHa DNS-oTBeTOB. OnucaHue

3. N3meHeHO: MUHUManbHbIN pa3mep PCAP canna go 100 MB. Potauma PCAP-cpannos npu reload
OnucaHune

4. A3meHeHo: yny4dleHa TpaccmpoBka cobbiTuin DROP

5. WcnpaBneHo: owmboyHoe nosieneHne coobuieHmsa yposHs ERROR npu HEKOTOPbLIX 3anpocax
fdpi ctrl

6. WicnpaBneHo: HekoppeKTHbIN pa3bop TLS(SNI) B cnyvae ecnm 3agaHo Heckonbko 'ALPN Protocol'

7. N3MeHeHOo: MexaHn3M 06HOBIEHMA CNUCKOB cooTBeTCTBUSA AS 1 IP. OnncaHne

N

BRAS

1. icnpaBneHo: KOHTPOJIb aKTUBHOCTK aboHeHTa ¢ nomoubto unicast ARP Request. PaHee 6bin
broadcast ARP Request, 4To He onTuManbHO gns ceTn. OnucaHue


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_requirements#рекомендуемая_схемаприем_трафика_radius_accounting_на_выделенный_linux-интерфейс_не_связанный_с_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_asn
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity

NAT

. JobaeneHo: SHCV (Subscriber Host Connectivity Verification) — kKoHTponb akTusHocTn DHCP-

aboHeHTa. Y4TeH cueHapuin gns y>ke "3akpblTon" 3anucu, 4Tobbl He BbII0 NOBTOPHOIO
cpabaTbiBaHMa SHCV n pocTe cyeTymka 'SHCV: session closed by inactivity'. Onucanne

. DobasneHo: ARP Proxy An1s M3BECTHbIX MapLIPYTOB (TONILKO B pexxume poyTtepa), daHHyto

BO3MOXXHOCTb MPUMEHSEM TOJIbKO ec/in MHuumnaTop ARP-3anpoca - n3BecTHbIN HaM aboHeHT. B
onuuio bras_arp_proxy nobaeneH HoBbI nar - 0x0004. OnucaHne
WcnpaeneHo: help() ans IPv6-agpecos B kKoMaHae subs prop show

. NcnpaeneHo: owmnbka pasbopa napameTpoB KOMaHAbl subs prop del, 4To NnpMBOAMAO K

HEBO3MOXXHOCTM yaaneHus cBoncTs no IP ¢ ownbkon
ERROR: Result code=9: No subscriber IP address

fobasneHo: CLI-komaHga dhcp disconnect. 3To CLI-aHanor CoA Disconnect. Pexxum
BbIMNOJIHEHMA OUCKOHHEKTa 3agaeTtcs onuunen bras dhcp disconnect.

1. dhcp disconnect all - guckoHHekT Bcex DHCP-ceccun

2. dhcp disconnect [ mac=X | ip=X ] - AUCKOHHEKT YKa3aHHOW Ceccmm

. WcnpaBneHo: oTnpaeka L3 reauth ans L2-aboHeHTa 3apaHee, He [0XUAAsACh 3aBEPLLEHNS

session timeout

. JobasneHo: B CLI-komaHay dhcp show stat gobaBneHO 4MC/I0 3aKPbITbIX MO HEAKTUBHOCTM

ceccmin (SHCV)

. cnpaeneHo: owmnbka npu nepexsate n obpabotke ICMPv6-nakeTos, Npu nameHeHmnn ICMPv6-

NakKETa B HEKOTOPbIX C/y4adaX HE NePeECHNTbIBaslaCb KOHTPOJIbHadA CyMMa

. N3meHeHo: Tpaccuposka B vdpi new flow nat ipv4 BbiBOAUTCS BCerpa
. VicnpaenieHo: B 3aBUCMOCTM OT 3Ha4yeHWsa napamMeTpa nat exclude private nposepseTcs

pornonHuTtenbHo napa CHECK AS LOCAL nnn CHECK_AS PEER pns AS npu local interconnect

Router

LAG

. JlobaBneHo: ARP meHemxMeHT. OnucaHune
. cnpaeneHo: BbIbop nopTa Ansa 3anncu B ckBo3HoM LAG. Ecam LAG npoxoguT ckBo3b fastDPI,

To npu Bbibope nopTa Ans 3anncy ¢ TAP Hy>XKHO y4YUTbIBaTb HE TOJIbKO COCTOSIHME CaMoro
nopta Link Up/Down, HO 1 cocTosHMe Link Up/Down BTOPOro njedya MocTa AJig 3Toro noprta
WcnpasneHo: aHoHcMpoBaHue noaceten npodunsg NAT npu gobasneHun

NobasneHo: CLI-komaHpa router vrf dump. KomaHga BbiBOAUT cnucok VRF, 3agaHHbIX B
cucTeme, u ceoncTea 3TuX VRF

. cnpaeneHo: He yynTbiBaTh term by AS npu aHoHce noacetent NAT. Pexxum term by AS

OTHOCUTCS K aboHeHTaM, a He kK npodunnsam NAT, MO3TOMY ero He Hy>KHO Y4YNTbIBaTb Npw
aHoHcupoBaHun NAT-nogceTm
icnpaBneHo: NopsaoK nepexeaTa NakeToB M3 0bLiero KoHBenepa 0bpaboTku

. NcnpaeneHo: YeennyeHo 4ncno mbuf B selfgen mempool, ecnn BKAOYEH poyTep: ecn

poyTep disabled: mempool size=512 * 4ucno slave Ha _knacTep, ecim poyTep enabled:
mempool size=8 * 1024 * yncno slave Ha knacTtep


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_arp_proxy
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#arp_менеджмент

1.

2.

icnpaBneHo: HeoObHyeHe MaccmBa NPy NOCTPOEHUM HOBOMO CMNCKA aKTUBHBIX MOPTOB.
Owmnbka NpmMBOOUT K NEPEnOSIHEHMIO MacCMBa U NOPYN NAaMATH
NobasneHo noruposaHme ownbku "no mbuf"' npu otnpaske LACP

N3meHeHus B Bepcuu 13.2

1.
2.

11.

12.

13.

14,
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16.
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18.

19.

[BRAS][PPPOE] UcnpaBneHo: NUHI HEeaKTUBHOIO KJIMeHTa 3anpocamu Echo
[lobaBneHo: nogaep>xka npogunen ycnyrun 19 (MogmeHa DNS-oteeTOoB). Ana ycnyru 19
BO3MOXXHO 3aaBaTb AAAA-3anncK 1 yKasblBaTb * ona oMeHoB.OnuncaHue

. WcnpaeneHo: gna npogunsa ycnyru 18 He TpebyeTca ogHoBpeMeHHO 3agaBaTb DSCP u TBF.

OnucaHne

NcnpasneHo: npuopuTteT IP:PORT nepep IP n CIDR gns KaCTOMHbIX onpefesieHnin NpoTOKOJ10B.
OnuncaHue

/AI3MeHeHO: NpuopnTeT N0Nb30BaTENLCKNX NPOTOKOJIOB Bbille 061a4HbIX. OnncaHune
NcnpasneHo: onnHa AAAA 3anucen B ycnyre 19

. JobaeneHo: B napameTp block options macka 8 — He chopmmnpoBaTb RST-nakeTol

H6N10KMPOBKM 1 Nepeapecaunn onas HanpaeaeHns nakeTos inet-subs. OnucaHune

. [DPI] Yny4weHo: aHanu3 out-of-order nakeToB (Tak)ke nosBuIacb BO3MOXHOCTb 3a4aBaTb

Konu4yecTBo bydepoB ans obpaboTku out-of-order nakeToB) 1 pacwNpoBKa
tparmeHTupoBaHHoro QUIC. Takxxe nosiBunack BO3MOXXHOCTb 3aflaBaTb KONM4YeCTBO bydepos
ans obpaboTku out-of-order nakeToB, ycTpaHeHO ucyepnaHue bydepos ans obpaboTku out-of-
order nakeToB. OnncaHne

. [DPI] UcnpaBneHo: pacnosHasaHue DOT
10.

[CTRL] [lobaBneHo: HOBLIN hopMaT Ans BbIBOAA NOAMCKMHIa. OnncaHme

fdpi ctrl list profile --policing --profile.name htb 6 --
outformat=json2

[CTRL] [lobaBneHo: 3arpy3ka npoguien NnoJmcmHra ¢ HoBbiM (hopMaToM (rae ecTb value n
unit). Onucaxune

[BRAS][IPv6] lobaBneHo: npu noayyeHun ot knneHta DHCPv6 confirm n oTcyTCTBMM ceccun B
b BRAS oTnpasnseTtcs oTBeT co ctaTtycoMm NotOnLink

[FastPCRF][DHCPv6] icnpaBneHo: ownbKa, NpuBOAALLASA K 3aKPbITUIO 1 NOCeayoLeMy
OTKpbITUIO TekyLuen IPv6 accounting ceccun npu obpabotke DHCPv6 3anpocoB OT KAneHTa Ha
NpoAJieHne apeHbl agpeca

[DPI] DobaBneHo: obHoBNEeHNe asnum.bin n3 obnaka, napameTp asnum_download
aHanoruyeH no Habopy 3HaveHmn federal black list. Onucanue

HobasneHo: napametp mem ssl savebl (xonofHbIN). 3afaeT KOIMYECTBO COXPaHAEMbIX
bydepos ans pasbopa ssl npu nepemelmsaHnn naketos. OnNucaHue

NobaBneHo: cTaTUCTMKa yTUAn3aumm coxpaHeHnsa bydepoB napcmHra ssl 3anpocos. OnuncaHme
[BRAS][DHCPv6] [lobaBneHa BO3MOXHOCTb U3BNekaTb option 37 1 option 38 13 KNNEHTCKOro
nakeTta

[Router][tap] NcnpaBneHo: nHnuumanmnsauma ctatyca mocta npu ctapte fastDPI. TAP-geBanc
Ans ckBo3HOro LAG HaxoamTca B cocTosiHum Up, ecnm XoTs bbl 04MH NOPT B CKBO3HOM LAG
Haxo4mMTCsA B COCTOAHUM Up 1 ero BTOPOM KoHeL, B MOCTYy Takxe B Up. CtaTyc mocTa (Up/Down)
BbINMCIIANCSA TONbKO Npy HacTynneHnn cobuiTus link Up/Down, npu cTapTe fastDPI cTtaTyc
MOCTa noJsiarasncs pasHbiM Down. [laHHbIN NaTy MHUUMANU3NPYET cTaTyc mocTos (Up/Down)
npu CTapTe poyTepa Ha OCHOBAHWUN TeKyLlero ctaTyca nopTos.

[BRAS] NcnpasneHo: local interconnect paspeluaem T0/1bko ecn SrclP — M3BECTHLIM HaM
aboHeHT. PaHee He NpoBepsNoCh, 4TO SrcIP — M3BeCTHbIN HaM abOHEHT, YTO MOrJ/10 NPUBECTU K
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nopaenke IP-agpeca aboHeHTa 1 DDOS OT MMeHM 3TOro noaaensHoro IP opyrnx nokanbHbIX
aboHeHTOB C nomeTkom local interconnect.

NobasneHo: CLI-komaHaa permit.

[CLI][Ping] N3meHeHO: coobuieHmne 0b ownbke, ecnm subs IP He HanaeH

[CLI] Oo6asneHo: B json-BbiBoA4 KoMaHAbl dev xstat gobasneH bynesbin npusHak on stick
[CLI] M3meHeHo: json-BbiBOA KOMaHAbl dev info gns on-stick.

Ilnsa on-stick-geBanca 6bio:

"pci address": "on-stick based on 82:00.3"
Tenepb:

agpec 6a3oBoro gesanca
"pci address": "82:00.3"

npu3sHak on-stick
"on-stick": "true|false"

YpnaneHol nopaensHole yandex sni u3 TELEGRAM_TLS

HobasneH napameTtp mem quic ietf savebl. 3apaeT konmyectso bydepos ana pasbopa
quic_ ietf-3anpocos, KOTOPbIE COCTOAT M3 HECKOJIbKMX NMAaKeTOoB. 3Ha4YeHMe No YMON4aHuo
15% oT mem_ssl parsers. OnucaHue

[DPI] JobaBneHbl NPOTOKOIbI

"HLS VIDEO"

"ICMP TUNNEL"

"DNS TUNNEL"
"FORTICLIENT VPN"
"CISCO ANYCONNECT VPN"
"SHADOWSOCKS VPN*"
"NOT_DNS*"

[obasneHa BO3MOXHOCTb oTrpasku DNS query no IPFIX

[DPDK] fob6aBneHbl read-only asumxku: RSS n aucnetyep Ha nopt

[BRAS][SHCV] WUcnpaBneH Bbi3oB SHCV 00 NonHOro 3anycka nannianHa obpaboTkn nakeTos.
370 6bI/10 BO3MOXKHO B MHOIFOMOPTOBLIX KOH(UIypaumnsax, Korga BpeMsa 3anycka nannianHa
OTHOCMTENbHO BENUKO.

[DPDK] [obaBneH BbiBOA TUMNA co3haBaeMbix mempool Ha cTapTe fastDPI

[Router] [lobaBneHa cTaTuCTMKa No TAP-geBaincam. B BeiBog CLI-komaHabl router vrf show
pobaeneHa ctaTucTrka no TAP-geBancaM - CKOJIbKO NakeToB/6anT BblYMTaHO C TAP, CKOMIbKO
3anmncaHo B nopT ¢ TAP, cKonibko nepenaHo B TAP, 4ncno cobbiTnii n ownbok.

[Router] 3meHeHa oTnpaBKa NakKeToB, BblYNTaHHbIX C TAP-geBalica: BbiIOpaHHbIN Slave-noTok
ANs 3anucK 3akpennseTcs 3a TAP-uHTepgencoM Ha banmxanwmne 5 CeKyHnA, 4TO OOJIKHO
3Ha4YNTENIbHO YMEHbLUNTb peopaepuHr npu bonbwom Tpaduke ¢ TAP-nHTepdeinca

[DPI] Yny4yweHo petektuposaHue DNS TUNNEL, CISCO_ANYCONNECT VPN,
SHADOWSOCKS_VPN, DPITUNNEL, FORTICLIENT VPN, SHADOWSOCKS_VPN

3meHeH log level gna 3anpocos oT TenemMeTpun Ha INFO He3aBUCMMO OT pe3ynbTaTa 3anpoca
[fastPCRF][ACCT] UcnpasneHa oTnpaska Interim-Update npu nepeknoyeHnmn Ha pe3epBHbIi
RADIUS cepsep

[BRAS][CLI] NcnpaBneHo: aboHeHThI, 3akpbiTble No SHCV, Tenepb He BLIBOAATCA KOMaHOOM
fdpi cli subs prop show active

[BRAS][Auth] OnTuMmM3aunsa NOAKNIOYEHNA/OTKAOYEHNS YyCyr
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[FastRadius] Pa3bop KoHpMrypaumoHHoro taina nepeseeH Ha HOBbIN ABUXOK
[BRAS][DHCP] Offer nocbinaem cnepsa Ha bcast 255.255.255.255

[BRAS][CLI] UcnpasneHo: komaHga dhcp show stat vrf nogopepxneaeTcs ToNbKO B
pexume Radius proxy (B pexume DHCP Relay BbI30B 3TOM KOMaHAbl NPUBOAUI K NaLEHNIO)
[DPI] YnyyweHo pacno3HaBaHne DNS Tunnel n Shadowsocks

[Utils] Yny4weHbl yTunutbl. checkproto: ecnu 3agate IP 1 SNI, byneT BoiBeieH pe3ynbTaT C
yvyeTtoM MARK1 u npuoputeTa, ascheckip: sbiBoaut DSCP n MARK1

[Utils] OobaBneHa nopgaep>xka B url2norm oKOHYaHUSA MMEHM XOCTa Ha :, 4YTO NO3BONSET
3agaTb "nobon nopt" gna HTTP

[CLI] UcnpaBneHa komaHga dhcp disconnect

[DPI] UcnpaBneHo: nonyckaeTca cMeHa npoTokosa no CUSTOM SNI ecnn paHee Npon3oLwusio
pacno3HaBaHuWe no BCTPOEHHOW CUrHaType

[DPI] DononHMTeNbHasA NpoBEpPKa LEenoCTHOCTY (hansia Npu 3arpy3ke cnmncka AS n3 obnaka
[DPI] UcnpaBneHa 3arpy3ka YepHbix 1 6ebix CnmckoB n3 obnaka

[utils] DobaBneHa noanep>xka HOBbIX (hOPMaTOB B yTUANTE 06paTHOM KOHBEPTALIMN HYEPHbLIX U
6enbix cnnckos bin2ip

icnpasnieHO BO3MOXHOE NageHne B KOPKY

Mopnepxka 128-a8epHbix npoueccopos. OnucaHne

N3meHeHus B Bepcuu 13.3

1.

oV WwN

O

11.

12.
13.

[DPI] DobaBneHbl NPOTOKObI:

BIGOTV
SAYHI CALL
AZARLIVE

LINE CALL
QQ_CALL

VYKE CALL
VEEGO STREAMS
BHABI CAM
WEPARTY

[DPI] Yny4weHo pacno3HaBaHue Viber

[DPI] YMeHbLUEHO YnCN0 NOXXHbIX cpabaTbiBaHui ans DPI TUNNEL

[DPI] YBennyeHa rnybunHa npocMoTpa NakeTos npu noucke BIGOTV

[DPI] N3meHeH npoTokon FACETIME

[DPI] U3mMeHeHOo: ecnu NpPOTOKOJ onpefenuics rno ip/sni/cname, To He NPOUCXOAUT
nepeornpeaesieHne NpoToKosa no BCTPOEHHbIM CUrHaTypam

[DPI] YnopsigoyeHo cobnofeHne npuopuTeToB NPOTOKOJI0B, YTO NO3BONSAET n3bexxaTb JIMWHNX
nepekto4eHNIn Mexy NpoToKolaMmM B NpoLiecce aHanus3a.

[DPI] NcnpaBneHo: NoOUCK 0OHOBPEMEHHO * 1 : B http foMeHax

. [DPI] cnpaBneHo: yaaneHne agpecos B BUPTYasbHbIX KaHanax npu reload
. [DPI] NcnpaBneHo: nrHopmnposaHus drop npu 3agaHum napameTpa smartdrop npu owmbkax

pa3bopa ssl

[BRAS][PPP] UcnpaBneHo: yyeT onuun bras _pppoe_trace mac npu coxpaHeHne DHCPv6-
NMakeToB B pcap. PaHee yynTbiBanacb T0/bKO onuus bras_dhcp trace mac. Tenepb ons
DHCPv6-nakeToB B PPPOE-TyHHene yunTbiBaeTCa Takxe n bras pppoe trace mac

[DPI] NcnpaBneHsbl owmbky npun HasHadveHun vchannel no IP/CIDR

[DPI] NcnpaBneHo: 6noknposka no IP DNS, paboTatowero vepes tcp
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[DPI][PCRF] N3meHeH ypoBeHb norruposaHus ¢ INFO Ha WARNING gns coobuweHun ctapta u
OCTaHOBKM

[DPI Utils] UcnpasneHa checkproto ans cny4yas IP npotokon Unknown

[Utils] UcnpaBneHo: checkproto nposepsieT ¢ yyeTom MARK1, 3agaH nm HoOMep nopTa, T.€.
checkproto 8.8.8.8 443 www.google.comu checkproto 8.8.8.8 www.google.com
MOryT BEPHYTb pPa3HbIN pe3ynbTaT

[Utils] bin2as npuHmMMaeT noboe KONNYeCTBO BXOAHbIX (halifIoB Kak aprymMeHToB

[Utils] ascheckip npuHumaeT agpeca 4518 rynnoBow nNpoBepkun co stdin

[Utils] bgp2bin aHanor as2bin, HO NpMHUMaeT TONBLKO NoAcCeTn /24 n KpyrnHee, NOHUMaeT
opmaT gnanasoHa IP1-IP2 Kak B 3anuncax ripe (BblAeNss U3 Hero noaceTn /24 n KpynHee),
nocaenyloLwme 3annucu NnpuopuTeTHeE NpeabiayLwmx, cosgaeTt dana HEMHOro KpyrnHee Yem
as2bin, HO B HEM AMana3oHbl NOACETEN HE NepecekatnTcs (T.K. MeHee NPUOPUTETHbLIE 3aMNUCK
OT(MIbTPOBAHbI), YTO NO3BONSAET NepefaTb YTUAMTE Ha BXOA AaHHbIE U3 HECKObKMX
NCTOYHNKOB B NOpsSiAKe nNpuopuTeTa

[BRAS] flopaboTka L3-aBTOpU3aLumn

o Ecnm npmxogunT Reject Ha IP-agpec, npuBsizaHHbIM K multi-bind nornny, To cHavana
0TBSA3bIBaeM 3TOT IP OT nornHa, a 3aTeM HaBelnBaeM ycnyru (6enblin CNMCOK, NOSNCUHT)
Ha IP.

o MNpwn ycnewHown aBTopm3auum (Access-Accept): ecnm IP He umeeT IornHa, HO Npwu
aBTopu3aumm (ycnewHon) npuwwen N0rMH - Hago 0TBA3aTb BCe yCayru oT IP, npexae 4yem
CBA3bIBaTHL IP C HOBLIM JIOrMHOM.

[BRAS][PPP] NcnpasneHo: pasHopoaHbin dual-stack. OgnH agpec (IPv4 nnn IPv6) 3agaH sBHO,
ans sToporo (IPve nnn IPv4) ykasaH framed-pool.

[BRAS][PPP] UcnpaBneHo: BpofKaCcTHbIE NakeTbl Tenepb Mosi4Ya Aponaem

[PCRF] OobasneHa nogaepxka 3anucu B syslog. Hoebin napameTp syslog level s
fastpcrf.conf — ypoBeHb 3anucy coobuieHnii n3 alert-nora B syslog. @ — 3anucek B syslog
OTKJII0Y€EHA (3Ha4YeHue No yMOJIHaHWIO)

[lobaBneHo: ropsaymi napameTp smartdrop = 1, ecnm ans npokosna 3agaH drop, To oH byaeT
OTJIOXKEH, NMoka He byneT pa3obpaH tls unm owmnbka pasbopa tls

NcnpasneHo: gobasneHne http LOMEHOB C OKOHYaHMEM Ha : (HOMep rnopTa)

N3meHeH nyTb 3arpy3ku ASNUM m3 VAS Cloud (cloud.vasexperts.ru)

Brnokuposka no YyepHoMmy cnucky B GTP TyHHene (Npu 3afaHHON HAacTponkKe
detect gtp tunnel)

cnpaeneHo: 6nokuposka https ¢ onunen hard

Moppepxka reload ons aBTOHOMHbIX cucTeM IPv6

HavanbHasa nopgaepxxka 3anucu alert nora B syslog. BkyioyaeTca HaCTponkon

syslog level=7 (ypoBeHb, BKNOYNTENBHO A0 KOTOporo Aybnupytotcs coobeHuns B syslog),
Mo YMOJIYAHUIO He NUCaTb. 3aMeYaHus:

1. Mo ymonyaHuio rsyslog npm 3annucm B TEKCTOBLIN JI0r 3aMEHSAET CUMBON Tabynauum n
nepeBoAbl CTPOK Ha UX Kogbl. YT0OObI 3TO OTKNOYNTL MOXKHO CO34aTh hann
/etc/rsyslog.d/fastdpi.conf c HacTpowkown

global(parser.escapeControlCharactersOnReceive="off"
nmbo nonb3oBaTbCsA yTuanTon journalctl. Mpumep:

journalctl -t fastdpi -p --since "1 hour ago" -o verbose --
output-fields PRIORITY,MESSAGE

2. MoXXHO nepeHanpasnTb 3annCb JIOFrOB Ha yAaneHHbIn cepsep. Mpumep u3
/etc/rsyslog.conf:


http://www.google.com
http://www.google.com

1. Ha nokanbHoM cepsepe c fastdpi:

action(type="omfwd" target="192.0.0.1" port="10514"
protocol="tcp"
action.resumeRetryCount="100"
queue.type="linkedList" queue.size="10000"

2. Ha y[aJileHHOM cepBepe:

input(type="imptcp" port="10514"
ruleset="writeRemoteData"

ruleset (name="writeRemoteData"
queue.type="fixedArray"
queue.size="250000"
gueue.dequeueBatchSize="4096"
queue.workerThreads="4"
queue.workerThreadMinimumMessages="60000"

action(type="omfile" file="/var/log/fastdpi.log"
ioBufferSize="64k" flushOnTXEnd="off"
asyncWriting="on"

1)

Konbibenb YyenoseyecTsa: ntoaun obutatoT 3aeck 6onee 50 ThiC neT
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