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Bepcusa 12.0 Machu Picchu

Mayy Muk4y — "ropos cpeamn obnakos", pacronoxeH B llepy, nmeeT cTaTyc
BcemupHoro Hacneana KOHECKO

N3meHeHus B Bepcun 12.0

CtaTtbs B 6nore: CKAT DPI Bepcus 12.0 — 0630p obHOBREHUN

B 0630p Bepcum 12 Ha Rutube:

=

. 3meHeHo: nepexon Ha DPDK 22.11 LTS.

. DobasneHo: pa3bop 3aronoskos ¢ 3awmton Chaos Protection B QUIC IETF.

. [lobaBneHo: napameTp (xonogHbin) nat transcode cidr, koTopbin 3agaeT CIDR 6enbix
agpecos onepaTtopa. Bo3amoxxHo Tonbko 2 CIDR. 3Ha4yeHUs NCNonb3yTCs Npu NepekoanpoBke
benbi -— cepobin ana NAT 1:1. [Ins ceporo agpeca MoxeT ObITb Ha3Ha4veH nobon benbin agpec
aona NAT 1:1.

4. 3meHeHo: xaWw yHKUus pacnpegeneHms no paboymm notokam: (crc(ip _src) % nthread

+ crc(ip dst) % nthread) % nthread.

5. N3meHeHo: anropuTM BbiaeneHuns benbix agpeco ans CG-NAT: crc(cepbin) % nthread +

crc(benbin) % nthread.

6. N3meHeHo: CoobueHne [NFLW] very long operation ... BbIBOAMTCS BCErga He3aBUCUMMO

OT KOJINYeCTBa NOBTOpPa COOBLLEHNA.

w N

7. V3MeHeHOo: N3MeHEeHO UMS KaTanora 3anucu ¢annos — gobasneHo stream.
8. [lobaBneHo: cCTaTUCTUKaA BbIBOAA MHGOPMaLmy no otnpasneHnto Netflow/IPFIX
STAT -17:55:03: Statistics on NFLW export
a/b/c%/d/e

a - KOJINYECTBO BbIMOJHEHNA LUKIOB OTMPaBKK

b - KOAM4eCTBO LMKNOB OTMNPaBKKU, KOrA4a BPeMS, 3aTpavyeHHOe Ha OTMPaBKY,
NPEeBbLICUI0 NEPUOA BbINOJHEHNS LINKIOB

C - MPOLEHT NPEBbLILEHNSA KONYECTBA LMKIOB OTMPABKMU: b/a

d - BpeMsa B MMKPOCEKYHAAX MaKCUMasbHON NPOAO/IKUTENBHOCTY LMK OTMPaBKM

€ - BpeMs B MMKPOCEKYHAAX nepnoaa oTrNpaBKW CTaTUCTUKK (3Ha4YeHWe napameTpa
‘'netflow timeout'' (mapameTp 3agaeTcs B CeKyHAaX

MNpumep:
STAT -17:55:03: Statistics on NFLW export
45297us/30008163us

9. [PCRF][PPPoE] cnpasneHo: ecnn Pagnyc oTaaeT Ham IPv6-agpec BMeCTo npedukca, Mbl He
fenanu npeunkc U3 agpeca, 4To NPUBOANIIO K Nepeco3faHuto acct-ceccnin. BHoBb
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co3faBaeMble acct-ceccum bbinm 6e3 nornHa 1 NPOYNX BaXKHbIX 415 NpoBanaepos aTpubyTos.
[BRAS][L3-AUTH] N3meHeHo: Framed-Route Tenepb He npuMeHseTcs K PD-npedgukcy.
[PCRF][ACCT] UcnpaBneHo: npu otcoegmHeHun (unlink) 3anncm oT MynbTUCECCUN HE
KoppekTupoBanuce IP-agpeca ona mynbtuceccun. OTcoeanHerme (unlink) nponcxoguTt npu
arperaumun. B pesynbTaTe B AaJibHENLEM K 3TOW MYJbTUCECCUMN MO AN BbITb NPMBS3aHbI
Apyrue 3anncu, He NMelLmne y)Ke K HEN HUKAKOro OTHOLLEHMUS.
[PCRF][DHCPv6-Pool] UcnpaBneHo: hopmupoBaHue nons Link-Address ons Relay-Fwd npu
OoTrnpaBKe 3anpoca Ha KoHKpeTHbIn DHCPv6-cepBep.
[BRAS][PPPoE-IP6] 3anpoc IPv6-agpeca n3 Framed-IPv6-Pool ocywiecTBnseTcs no npuxony ot
knneHTa nepsoro IP6CP Cfg-Req.
[CLI][ACCT] OobasneHo: BbiBog NAS-aTpunbyTos fastDPI-cepsepa B komaHaax PCRF acct show.
[BRAS][DHCP] UcnpasneHo: otnpaBka NAK Ha DHCP-Request ana gpyroro cepsepa.
HobasneHa nopaep>xka DDP npodmnen gns kapt Intel 700-series (opansep i40e) ans
6anaHcmpoBku TyHHenen PPPOE/GTP/MPLS npwu ucnons3osaHumn dpdk _engine=2. DDP
3arpyxaetcsa u3 cana /lib/firmware/intel/i40e/ddp/i40e. pkg npyn nHuumanusaymm
i40e nopToB. Bpemsa xun3HK 3arpyxeHHoro DDP-npocuna: 0o nepesarpyskun cepeepa.
3meHeHo: anropnTm Bbibopa cepeepa ans 3anucu SDS.
[CLI] OobasneHo: ycTtaHoBKka L2subs id B komaHge subs prop set.
[BRAS][DHCP-Relay] LobaBneHa nogaepxka L2subs id.
[BRAS][AUTH] Oo6aeneHa nogaep>xka L2subs id ansa L3-aBTopu3auun, Tak Kak B oTBeTe L3
auth ot Paguyca MoXXeT yKa3blBaTbCH, Y4TO 370 L2-abOHEHT.
[BRAS][ARP-AUTH] LobaeneHa nogaepxka L2subs id.
[BRAS][PPPoE][CLI] OobasneHo: aTpmbyT 12subs id nns PPPoE-ceccuum.
[BRAS][PPPOE] YnaneHa nognep»xka asTtopusauuu no MAC, 6e3 nornHa n napons, yoaneHue
onuun bras_ppp_mac_auth.
[PPPoE][CLI] OobaBneHa nogaep>xka napameTtpa subs id, naeHtudumumpytowero PPPOE-
ceccmio.
[BRAS] lobaeneH knacc 121lan_id --- ngeHtugukatop L2-cetn. 121lan_id npefHa3Ha4veH ans
pa3neneHns aboHeHTos no VLAN. 121an_id nony4vaetca n3 12subs id, To ecTb ero
(hopMmpoBaHve 3agaeTcs Ton xe onunen bras subs id. Mo cytn 121lan_id --- 370 VLAN-
npegukc n3 12subs_id.
[BRAS][DHCP] Bce BHyTpeHHue B[l DHCP-ceccuin Tenepb yumTbiBatoT L21lan_id --- OH BXOAUT B
nx Koy no MAC u Client-Id. To ecTb ABa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecom, Ho B
pa3Hbix VLAN, cymTatoTca pa3HbiMu aboHeHTaMu (ecnm bras subs id 3apjaHo yynThiBaTb
VLAN). BTopunyHble knto4m no Opt82 n Q-in-Q He y4utbiBatoT 121lan_id. NoapobHee
bras_subs id.
NobaBneH HacTpoeyHbI MapameTp rx dispatcher meton xewwuposaHusa flow no paboyum
NnoToKam

o 0 --- M0 YMONYaHUIO NCMONb3YEeTCs NPEXHUA MeTog (ip src+ipdst)sN ) & ip mask;

o 1 --- HOBbIN MeTOA C noaaepxkon nepekoauposkn ana NAT1:1 (CRC(IP

SRC)%N+CRC(IP_DST)%N)%N.

[Radius monitor] [lobaBneHa noaaep>xka akcnopTa agpeca v nopta NAS, a Takxe Opyrux
aTpubyToB.
[Radius monitor] JobaBneHo noakayYeHne 12 ycayru.
[BRAS] lobaBneHa HacTponka bras ppp lcp start timeout.

N3meHeHus B Bepcun 12.1

1.
2.

HobasneHo: guarHocTnyeckas uHgpopmauns NAT.
[obasneHo: nogaepxka pexunma On-Stick.
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3. MuHopHble ncnpasneHus B pabote CG-NAT.

4. Moapepxka 12 ycnyru' Ha VCHANNEL.

5. MNopaep)xka 3arpy>xaembix U3 obsiaka NPOTOKOSI0B C UMEHAMU
6. SDS: nepefava gaHHbIX B hpopMaTe pcapng

N3meHeHus B Bepcuu 12.2

1. WUcnpaBneHus B BbiBOAe CTaTUCTUKN yTuan3aunm CG-NAT.

. Pa3bop HoBbIx Bepcuin GQUIC.

3. HoBas ycnyra 16 --- 6enblin CNMCoK C nepeagpecaumen Ha captive portal 6e3 goctyna
abOHEHTOB B MHTEPHET (M0 NpUYNHE aBapun Ha ananHKax, aboHeHT B A0O/ITOCPOYHON
O610KMpPOBKE U T.M.).

4. Hoas ytunuta dpdkinfo. OnucaHue.

N

N3meHeHus B Bepcun 12.3

0630p Bepcun 12.3 Ha Rutube:

1. OobasneHo: nogaepxka VRF B poyTepe
2. CepBuc ynpasneHus aBTopu3saumen PPPOE Ha ocHoBe nons Service-name. OnncaHue B pasgene
HacTponka aBTopu3saLmm PPPOE

fdpi cli help vlan group
vlan group : manage <add|delete|show> vlan group authorization policy
vlan group <group-id> ... - manage <group-id
vlan group ce - manage <group-id- =
vlan group 2 deny auth pppoe - deny authorization by pppoe and
delete all its properties

vlan group allow auth pppoe - allow authorization by pppoe

vlan group show auth pppoe - show policy authorization by
pppoe

vlan group 2 show auth all - show policy all authorization
protocols

vlan group show all - show all properties group

vlan group 0 show all - show all properties all groups

- full scan and print udr
vlan group 2 auth pppoe allow add service-name name=sname delay=3 -

allow authorization by pppoe service-name sname with podo-delay=
vlan group auth pppoe deny add service-name name=shame delay=3 -
deny authorization by pppoe service-name vlan group auth pppoe

delete service-name name=sname - delete service-name sname and its
properties vlan group 2 auth pppoe show service-name all - show

service-name policy authorization by pppoe
vlan group 2 drop - drop packet without any analysis
vlan group pass - passthrough packet without any

analysis
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[lobaBneHo: nogaepxka oTnpaskn heartbeat gna BHewHUx bypass
[obasneHo: nssnedyeHve n nepepaya B IPFIX kyku ns Set-Cookie

. Yny4yweHo: 610KMpoBKa KOpPOTKMX noasucaHmin TCP npoTokona B noTtokax IPFIX yepes

LOMONHUTESNIbHYIO YCTaHOBKY user timeout (B LONOAHEHMM K CTaHAAPTHOMY MexaHu3My tcp
keep alive)

JobasneHo: npoussoamTensHbl rx _dispatcher=2 ¢ paBHomepHon 6anaHCMPOBKOM MO
NPOU3BOJ/ILHOMY KONNYECTBY NOTOKOB (HO 6e3 nopgaepxku natl:1 ¢ TpeboBaHMeM Ha3HaYeHUS
KOHKpeTHbIX afipecos). OnuncaHve B pasfesne HacTponka u yrnpasneHune

. [BRAS][PPPoE] UcnpaBneHo: dual-stack: nobasneHune IP-agpecoB K y>Ke CyLLeCTBYOLLEN

acct-ceccum
[PCRF] UcnpasneHo: nepeknioyeHne persist queue B pexum "ectb cBA3bL"

. [CLI] DobaBneHa komaHaa CLI fdpi cli pcrf persist queue reconnect, koTopas

Nno3BONseT caenaTb pekoHHeKT K fastDPI 6e3 cbpoca ovepenn. MoxeT BbITb MpUMeHeHa K
KOHKPETHOMY COeAMHEHMIO UK Ko BceM. OnucaHune B pasgene YnpasneHue fastPCRF
[PCRF][PPPoE][Framed-Pool] NcnpaeneHo: co3paHme acct-ceccum ¢ TeM session id, KOTopbIn
Obln1 aHOHCUMPOBaH Mpu aBTOPMU3aLLM

HobasneHa nopaep)xka opmata pcapng Ans 3anucu 8 CXJ

[CoA] OobasneHa obpaboTka CoA Update no 12subs _id. OnucaHue B pasgene Radius CoA
JobasneHo: coxpaHeHue B akcnopTe NAT TpaHcasuun ICMP npoTokona

N3meHeHo: napameTp nat exclude private n cooTBeTCTBYIOWAA NofaepXkKa: int

nat exclude private;

buToBas Macka onda Toro 4Tobel He aenatb NAT 4Nna cepbiX agapecos:

0 — Bcerpna genaem npeobpaszoBaHune cepbiin -— Henbin

1 — He penaem NAT ons cepbix agpecoB (ip _src un ip dst cepble niv HaxonaTcs B
psz_prms_user private)

2 —1p src — cepbln Cc y4eToM psz_prms_user privatemn AS pnadst ip = local

4 —1ip src — cepbl C y4yeToM prms_user privaten AS gpnadst ip = peer. OnucaHuve B
pa3fene HacTpowka un ynpasieHue

[CoA] JobasneHa obpaboTka CoA Reauth no 12subs_id. OnucaHue B pa3nene Radius CoA
[CoA] fobasneHa obpaboTka CoA Disconnect no 12subs id. OnucaHue B pa3nene Radius CoA
[fDPI] MakcrMManbHOE YnC0 KNacTepoB yBeamyeHo Ao 12 (bwbino 10)

[PCRF][ACCT] LobaBneHo: nepenaya atpubyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop. OnucaHue B pasgene Radius-aTpnbyThbl

[DPDK] fobaBneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpasneHo copmuposaHue Client-DUID npu coctasneHun DHCP6-
RENEW pnns Framed-IPv6-Pool

Client-DUID ponmxeH bblTb HEUM3MEHHBIM Ha BCeM npoTsxxkeHun DHCPv6-ceccun, nHayve npu
Renew DHCPv6-cepBep MOXeT BblAaTb APYrou IPv6-npedukc, 4To NpUBEAET K 3aKPbITUIO
PPPoE-ceccun. 1na poctmxeHus HemsmeHsemocTu Tenepb Client-DUID opmupyeTcs u3
12subs id aboHeHTa.

[PCRF][DHCP-POOL] cnpaBneHa naeHTngmkaumns '3anpoc-oteet' npu pabote ¢ DHCP-nynamu.
B KayecTBe ngeHTUdrKaTopa NCNoNb3yeTCs:

Onsa DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca

Ona DHCPv6 — onumnsa Client-Id n xid 3anpoca. Cepeep 06sa3aH nepenats onuuio Client-
Id B oTBeTE, B OT/INYME OT APYrux onumin 3anpoca.

[BRAS] [lobasneHa CLI-komaHga dhcp show stat vrf

BbiBog 4ncna DHCP-aboHeHTOB B pa3pese VRF

[PCRF] JobasneHa CLI-komaHaa pcrf radius enable/disable

[PCRF] JobasneHa CLI-komaHpa pcrf radius ping

[PCRF] JobaeneHa CLI-komaHpaa pcrf radius status

3meHeHo: ecnun y ceccum HeT Benoro agpeca — BkaovaeTca CG-NAT.
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27. OobasneHo: ecnu ycnyra 11 ynaneHa, NAT Bbik/to4aeTcsa 1 0CBOO0XKOAOTCA pecypchl.
MponCXoamnT TOJIbKO eC/iv eCTb (NpoYuTaHbl) AaHHble ro flow

28. [BRAS][DHCP] cnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca ana 12subs_id.

Mpu hopMupoBaHmm L2-nageHtudukatopa aboHeHTa (CM. bras subs id) ncnonb3yetcs
srcMAC un3 ethernet-3aronoska naketa. B cnyyvae, ecnim DHCP-3anpockl npoxoast Yyepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He sBnsetcs MAC-anpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasawmx 4yepe3 DHCP Relay, nmetoT oanH n 1oT e MAC B
ethernet-3arosioBke n oanH 1 TOT Xe subs_1id.

PeweHne: ons popmupoBaHusa L2-naoeHtudukatopa MAC-aapec aboHeHTa Tenepb bepeTtcs n3
DHCP-nakeTa, none chaddr.

29. [PCRF] watchdog — HoBbIt MOHMTOP Radius-cepeepos. OnucaHune B pasgene MNonHbI CNMCoK
napameTpos
Hosble napameTpbl fastpcrf.conf:

o TaM-ayT NUHroBaHUA Pagnyc-cepBepos, B CEKyHAaX.
Ecnm HeT HMKakmx 3anpocos aBTopusaummn, fastPCRF neprnoanyeckn nuHryeT Pagnyc-
cepsepa, nocoinas Server-Status nnm Access-Request. Ecnm cepsep oTBevaeT, TO OH
CYATAETCA AOCTYMHbIM. 3Ha4YeHMe No yMmonyaHuio: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) u Password (radius ping user password)
ncesfoaboHeHTa 415 NUHI-3anpOoCOB.
FastPCRF nbiTaeTcs noggep»xmpaTb COeMHEHNE CO BCEMU ONUCAHHbIMK Paguyc-
cepBepamu, nepnoanyeckmn nocblsias NMHr-3anpoc Ha cepeepa.
MuHr-3anpoc — 310 3anpoc Status-Server (ecnu Pagunyc ero nogaepXxvBaeT) nuim
0bbI4HbIN Access-Request ¢ 3apaHHbIMU User-Name u Password. 3Tn napamMeTpbl 3agail0T
User-Name un Password ans nuHr-3anpocoB Access-Request (B Server-Status aTu
napameTpbl He ncnonb3ytTcs). FastDPI BaxeH cam (hakT oTBeTa cepBepa Ha MUHT-
3anpoc, coaepxunmoe oteeTa (Access/Reject n nx atpubyTbl) He aHanu3npyeTcs. Ecam
naHHble User-Name n Password He 3agaHbl — NUHr-3anpoc Access-Request Bce paBHO
byneT nocbinaTtbes, Ho 6e3 aTpubyTos User-Name 1 Password. 3Ha4yeHWA N0 YMOYaHWUIO
HeT. MapameTp radius revive period ypaneH 3a HeHafoOBHOCTbIO.

30. M3meHeHo: [ina flow cTtaButcs npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpr3HaK roBopuT 0 TOM, 4TO MAET obpalleHmne ¢ ceporo agpeca n ana atoro flow Tpebyetcs
benbii agpec. Ecnv 6enbii agpec He Ha3HayYeH — MONbITKK BbigeneHus 6enoro agpeca
npopomxkatoTcs (Ana TCP — Tonbko ecnu SYN). 3T0 NpomcxogmnT n3-3a TOr0 YTO MOTYT UATH
3anpockl C Ceporo agpeca, a ToJbkKo NOTOM nosBaseTCa ycnyra 11, Ho flow yxe cywecTsyeT u
OyLeT Be4YHO MepTBbINl.

31. N3meHeHo: Ecnn ons flow 3apaH benbii agpec, nposepseTca Hannyme 11 ycnyru. Ecam ycnyru
HeT — benbin agpec ocBoboxxaaeTcs.

32. [Router] fobasneHo: coobuieHne 06 ownbke B fastdpi alert.log "VRF He nmeet TAP"
Ecan VRF He nmeeT HM 04HOr0 AeBailica — HEBO3MOXHO aHOHCMPOBaTb aapec B Takon VRF.
JanHas owwnbka BoiBoanTCca B fastdpi alert.log He Yawe 4em pa3 B 4ac ona kaxgoro VRF

33. JobasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
npocunal, nat dump translater data [ums npoguns]

34. Hosoe nms npouns nonmcuHra — BV##NNNN [#MMMM ] [#++++- - - - ], roe NNNN — ckopocTb
BXoaswero Tpaguka B Kbut/c, MMMM — CKOpPOCTb MCXoasaWwero Tpaduka B KbuT/c, + —
BKJIIOYEHHbIN KNacc, — — OTKJIYEHHbIN Knacc. OnucaHue B pasaene ATpubyTbl aBTopu3aLmm
aboHeHTa

35. [PCRF] JobaBneHo: HoBoe 3Ha4yeHue chaddr@opt60 ana onuun radius user name dhcp
Mpumep: radius user name dhcp=chaddr@opt60, User-Name B Access-Request
opmupyetcs n3 MAC-agpeca 3aronoska DHCP nakeTa (none chaddr) u onumm 60, ecnm 3Ta
onuma ectb B DHCP-3anpoce. OnucaHue B pasgene DHCP Radius proxy - Access-Request
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N3meHeHo: ynyyweHo pacno3HaBaHne FACEBOOK VIDEO
WNcnpasneHo: npu pasbope quic_ietf pna nepsoro naketa CRYPTO, ecnv 3agaH offset==0
— npoBepseTca PakT BO3MOXHOWN hparMeHTaLnm
[lo6aBneHo: N3MeHeHNS NapCcuUHra — yyYeT n3MeHeHun B sepcusax Google QUIC: oo Bepcun 34
6b110 gononHUTEeNbLHoe none "Private Flags". He pa3bupann Takue nakeTbl, HA4MHasA C BEPCUM
39 — n3meHuncs nopsfok 6ant ona sanucum "Data Length”
[obaBneH NoaMcKHr 1 ycayra 16 no 3HaveHnam nu3 nMeHun npoduns. OnucaHue B pasgene
ATpubyTbl aBTOpM3aLMn aboHEHTa
[BRAS] [obaeneHo: HoBas onumsa bras _ip filtering
[hot] ®unbTpauma Tpaduka (buToBas Macka) MO YMONYAHUIO OTKAOYEHa (=0).
fonyctumble hnarn: 0x0001 — KoHTPoNb NnogMeHbl IP aboHeHTa (restricting forged
traffic). lponaem nakeT Ha nyTn subs = inet, ecan IP-agpec aboHeHTa (SrcIP)
Heu3BeCTHbI ana L2 BRAS n bras_term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] fobaeneHo: onuus bras vrf isolation — usonsaumsa Ha yposHe VRF. OnucaHuve B
pasgene MapwpyTtusaTtop Soft-Router
NlobaBneHa HoBasi onuma fastdpi.conf: [hot] N3onauma VRF. Mo ymonyanuio (Q), L2 BRAS
He n3onmpyet aboHeHTOB 13 pa3HbiX VRF: ECn OaHHbIN peXxnm BkAoYeH (1), To aboHeHTbI 13
pa3Hblx VRF 6yayT n3onnposaHbl Apyr OT Apyra: Ans aboHeHTa 13 VRFL: w03 TakXe L0/KeH
6biTb B VRF1, local interconnect byget paboTaTb TO/bKO Ans aboHeHTOB 13 Ton e VRF1.
bras vrf isolation=0
Mpn BKAOYEHUN 3TOW ONUMK:

o 1. ARP aboHeHTa K w3y — obpabaTuiBaeTcs fastDPI TonbKO ecnn aboHEHT 1 W3 B

ofHoM VRF
o 2. ICMP ping wnto3a — obpabaTeiBaeTcs fastDPl Tonbko ecv abOHEHT 1 W03 B 04HOM
VRF

o 3. local interconnect — npumeHseTcs Tonbko ecnu oba aboHeHTa B ogHOM VRF
icnpaBneHo: coobuieHns 06 owmbke ans KAMeHTa He AO/MKHbI cogepxaTb LF B json
[BRAS][ARP] N3meHeHo: 0bpaboTka ARP K wto3y. OTBevyaeM Ha ARP-3anpoc K L3y TOJIbKO
ecnn VRF oTnpaBuTens u wnw3a coenagatT (sender n GW HaxogaTca B ogHon VRF)
[VRF] N3meHeHoO: 3apaHvne nmenn VRF vepes ycnyry 254 (tonbko Radius). OnucaHue B pasgene
MapwpyTtunsaTop Soft-Router
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time ansa Framed-Pool.
Ecnn appec BbigaH u3 Framed-Pool Ha Manoe Bpems (Manoe lease-time) n ykaszaHo 6onbLioe
session-timeout npu aBTOpM3aLmK, TO BCe 3anpockl Renew/Rebind oT aboHeHTa HYXHO
nocelnatb Ha DHCP-cepBep 4yepe3 PCRF ona npoaneHusa nuueHsumn, nHave DHCP-cepsep MmoxeT
nocynTaTh, YTO agpec ceoboneH. PeaBTopmnsauma NPoM3BOANTCS TONbKO MPU LOCTMXKEHNM
session-timeout
[lobaBneHo: nogaepxka ycnyru 16 — obpaboTka 3anpocoB SYN 1 nocnenytowas
nepeafpecauus 6e3 nepefayn nakeTos B MHTepHeT. OnucaHue B pasgene ATpubyThl
aBTopu3aumn aboHeHTa
[Router] obaeneHo: obwwme neighbor cache gnsa VRF.
B HacTpoiky VRF pnobasneHa onuuna: router vrf { [cold][optionall
Ctpoka — nms ARP kewa gna gaHHon VRF no ymonyaHuio, Kax bl VRF nmeeT cson
cobCTBEHHBIN, M30AMPOBaHHLIN OT Apyrux ARP/Neighbor keww. ECan HYy»>XHO, 4TO6bl HECKONBKO
pa3Hblx VRF nmenn obwmin ARP/Neighbor kew, To cnefyet 3afiaTb B onncaHmum 3tux VRF og4HO
M TO e 3HayeHwue onuumn neighbor cache. neighbor cache=.. }. OnucaHue B pa3pnene
MapuwpyTunsaTtop Soft-Router
[PCRF] fastpcrf.conf onuus radius user name dhcp — nobaBneHo HOBOE 3HaYyeHme
opt6l@opt60: radius user name dhcp=o0pt61@opt60. OnucaHne B pasgene DHCP
Radius proxy - Access-Request.
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User-Name B Access-Request opmupyetcs n3 DHCP-onumim 61 1 60, ecam 3Ty onumm eCTb B
DHCP-3anpoce.
Hosble onuumn fastpcrf.conf — B kaknx atpnbytax nepenasatb DHCP-onunn B Access-
Request
[hot] 3apaHmne aTpubyToB, B KOTOPbLIX NepeaatoTcs onunn DHCP. ®opmaT 3amaHus:
attr dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, 4ncno ot 0 go 27 32-1.
Ecam vendorId != 0, To 3HavyeHume nepenaetca B VSA-aTpubyTe.
Ecam vendorId == 0, To 3HaYyeHMe nepenaetcs B 0bbl4HOM Paguyc-atpubyTte (He-VSA)
attrId — id aTtpubyTa, yncno ot 1 go 255
MpepnonaraeTcs, 4To aTpmbyThl MMeloT TN octets (NepepatoTcs Kak ecTb B GBUHapHOM Buae)
3HayveHune 0.0 — He nepenaBaTb AaHHbLIN aTpnbyT Ha Paanyc-cepeep
3Ha4yeHnsa No YMON4YaHuio ykasaHsl Huxe: attr dhcp opt43=0.0,
attr dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,
attr dhcp opt61=43823.33 # VasExperts-DHCP-ClientId
49. NlobaBneHo: nogaepka ycnyru 16 n cooTBETCTBYIOLLEro Npodunns — 3adaHune, yaaneHue,
npocmoTp Yepe3 fdpi ctrl npodwmnb coBnagaeT co CTPYKTYpPOR ons ycayru 5
Mpumep 3agaHusa: fdpi ctrl load profile --service 16 --profile.name
portal info 1 --profile.json '{ "ip list"
"/var/lib/dpi/ip list 1.bin", "redirect" : "http://info.test.ru" }'
napametp max_profiles serv16 — 3afaeT MakCMMasbHOe K0J-BO npodusen. Mo
ymonyaHuto 32. OnucaHue B pasgene ATpnbyTbl aBTOpMU3aLnm aboHeHTa
50. [DHCP-Proxy] BeegeHbl pexxumMbl 0bpaboTkn CoA Disconnect. OnncaHune B pasaene Radius CoA
JobasneHa HoBas onuma bras dhcp disconnect, KoTopas asnseTca 6BUToBOM Mackon
cnepywowmx gpnaros:
o Ox0001 — disable acct stop, He nocbinaTb HemeaneHHo acct stop ons
disconnected DHCP-aboHeHTa
o Ox0002 — disable L3 auth, He BbinonHATL L3-aBTopm3aunn gna disconnected DHCP-
aboHeHTa
o Ox0004 — block traffic — 6noknposaTh Becb Tpauk oT disconnected aboHeHTa (TO
€CTb Ha NyTn subs - inet)
o Ox0008 — Ha DHCP Request - oTBevaTb NAK
o @x0010 — urHopuposaTb DHCP Request (»xxaem DHCP Discovery)
51. [DHCP-Proxy] [JobaBneHo: KOHTPONb CMeHbI IP-agpeca aboHeHTa
Ecnn aboHeHTy BbigaeTca gpyrom IP-agpec, To Ana npexHero IP-agpeca HYyXXHO caenaTb
LleaHoHC
52. [VRF][CLI] Noanep»xka VRF nobasneHa Bo Bce CLI-komaHabl poyTepa

N3meHeHus B Bepcun 12.4

0630p Bepcun 12.4 Ha Rutube:

DPI

1. [lobaBneHo: nogaep»xKa A/ NPOTOKOJI0B OFPaHNYEHNA CKOPOCTY OTAE/bHbIX CECCUN 1
onpegfeneHne KNaccoB Tpaduka Ha YPOBHAX KaHana 1 aboHeHTa OnucaHne B pasgene
MonucuHr No ceccun 1 nepeonpenesieHne Kaaccos Tpaguka
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session

o

#0159 NoaAEPXKU ITON YCAyry NnoTpebyeTcs AoMNOHNUTEbHAsA onepaTuBHas namMaTe (o
CPaBHEHWIO CO CTaHAapPTHbIMU TpeboBaHNAMM), OHa PE3EPBUPYETCA HACTPONKOM
support service 18=1 #B /etc/dpi/fastdpi.conf

speedtest csl
default keep
cat dscp prof 1.txt|lst2dscp /tmp/dscp prof 1l.dscp

speedtest tbf rate 16mbit inbound.rate 16mbit

bittorrent tbf rate 8Mbit

signal tbf rate 1lkbit inbound.rate 2kbit

TCP Unknown tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst
IMbit

cat tbf prof 1.txt|lst2tbf /tmp/tbf prof 1.tbf
#0bpaTHoe KoOHBepTUpoBaHne tbf2lst /tmp/tbf prof 1.tbf

fdpi ctrl load profile --service --profile.name test dscp --
profile.json '{ "dscp" : "/tmp/dscp prof 1.dscp", "tbf"
"/tmp/tbf prof 1.tbf" }'

fdpi ctrl load --service --profile.name test dscp --login DEMO
#unan/m

fdpi ctrl load --service --profile.name test dscp --vchannel

. DobaBneHo ynpasneHune ypoBHAMKN 0bpaboTkn Tpadumka Ha yposHe VLAN. KomaHaa hide

No3BONSET CAeNlaTb APON Tpaduka C NpeaBapuUTesibHbIM aHann3soMm. OnucaHune B pasgene
ObpaboTka Tpaduka no VLAN

fdpi cli vlan group <id> drop
fdpi cli vlan group <id- pass
fdpi cli vlan group <id- hide

. NcnpasneHo: npu cea3biBaHUK IP € N1OrMHOM NPOBEPSEM, He CBA3aH JIN yXXe AaHHbIA [P ¢ 3Tum

nornHom, ®yHkuma mtd bind ip login cBs3biBaHUS IP ¢ nornHom 6e3yciioBHO BbINOAHANA
unbind nepep cBA3biBAaHMEM, He NPOBEPASA TEKYLLYIO CBA3KY. unbind o4ynwaeT Tekywume
ycnyru, B TOM 4ucie un gaHHole ycnyrun 9 (netflow, accounting), 4To npMBOANIIO K TUXOMY
cbpocy acct-cH4eTHMKOB Npu peaBTOpM3aumMm aboHeHTa B C/lyvae, eCnm CUHXPOHMU3aLums auth
acct B fastPCRF oTkno4eHa. JaHHbI KOMMUT go6aBnseT npoBepky: ecnu IP yxxe CBA3aHO C
NpaBWibHbIM JIOrMHOM, - bind/unbind/rebind genaTb He HYXHO, PyHKLMA

mtd bind ip login npocTo Bo3BpallaeT pesynbTaT "ok".

JobaBneHbl NPOTOKObI
"DTLS","RTCP","LIGHTWAY","GOOGLE_MEET","JITSY","WECHAT","DOT","META_CALLS"
Yny4yweHo petektuposaHue Skype B STUN

JobaBneHa curHaTypa npoTokona radmin-port

. DobasneHa nognepxka IPv6 channels (c reload). OnucaHune B pa3aene MNoaNCuHr

BupTyansHoro kaHana (vChannel) — Hactponka gna CIDR
MNpumep 3apaHns:

fe80::
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28.

cat ipchannels6.txt | as2bin6 /etc/dpi/ipchannels6.bin

. JobasneHa 6nokuposka Bcero IPv6 npu BkAo4eHHoM 4 ycnyre n onumm block options=4
. NcnpasneHa owwnbka B netekTope TELEGRAM TLS, npuoasiuas K n3bblTo4HON AeTeKLmm

10.
11.

NlobaBneHa nogaepxxka reload ons IPv6 channels
HobasneH npotokon LiveU. 3MeHeHO Ha3BaHue NpoTokona radmin-port Ha radmin. Cnncok
NOEHTU(MOUKATOPOB HOBbLIX NMPOTOKOJIOB

DoT

RTCP
LIGHTWAY
GOOGLE_MEET
JITSY
WECHAT

DTLS

META CALLS
LIVEU LRT

JobasneHa HacTponka vchannels default= gna nomelleHus HepacnpeaeneHHoro no
ApYyrnMm KaHanaM TpaduKka B OTAENbHbIN KaHan (Ho He 0!). OnucaHune B pa3saene MoancuHr
BupTtyanbHoro kaHana (vChannel) — HacTtponka

icnpaBneHo: NOCTpoeHMe CTPYKTYp 4S8 oTBoAa Tpadumka Ha TAP (Owwnbka copTUPOBKM
Maccusa IPv4-agpecos).

HobasneHa nopaepxka 18 ycnyru gns vchannels

NobasneHa nogoepxxka 49 ycnyru ons KaHanos 1 aboHeHTOB: 610kupoBKa IPv6 Tpadumka.
OnwncaHwne B pasgene AKTusaums ycayru no 6n1okmposke IPv6 Tpadumka

fdpi ctrl load --service --login DEMO
fdpi ctrl load --service --vchannel

MNepenmeHoBaH npoTokon JITSY - JITSI

cnpaeneHo: ana BupTyanbHbIX KaHasoB DSCP onpenenseTcs TONbKO eC/i yCTaHOBEH
napameTp support service 18. OnucaHue B pasgesne MNosMCKMHT NO Ceccmm un
nepeonpegeneHne Knaccos Tpadgpuka — KoHgurypaumnsa CKAT

YuyeT Homepa ASN ons petektupoaHma GOOGLE MEET Ha 6a3e DTLS

llobaBneHo: onpeneneHne npotokona WECHAT

icnpasneHo: onpeneneHne whatsapp_voice gna TpaHCNopTHOro npotokona TCP
NcnpaBneHo onpegeneHne custom npoTokosioB Ha ocHoBe IPv6 agpecos/CIDR
YnyduweHo pacnosHaBaHue openvpn, holavpn, signal

[obaBneHa BO3MOXHOCTb AOMONHATL onpefeneHue signal

NobaBneHa BO3MOXHOCTb ncnonb3oaHus CIDR, agpecos 1 noptoB ans IPv4 n IPv6 B 4epHbIX 1
6enbix cnuckax. B cnyyvae 3apaHuns CIDR nnm agpeca 6nokupytotcs sce TCP nopTtsel (UDP ¢
HacTponkon udp block=3) OnucaHwue B pa3gene MNoaroToBka ci0Bapei Co CMCKOM
610KNpyemMbIX pecypcos

[obaBneHbl yTUANTLI NPOBEPKUN BXOXKAEHMA B YepHbIn cnucok checklock n B custom
npotokon checkproto. B KOMaHAHOW CTPOKE HY)XHO yKa3aTb agpec uiam agpec nopt.
NcnpaeneHo: obpaboTka stun nns TCP

3meHeHO onpepeneHue no realm: ecnun 3agaH 4pyrov NpoOTOKOJ — CMeHa NpoTOoKoa
NPOUCXOAMUT Cpasy.

HobasneHo: ycnyra 17 (6e3 npoduns) — 3epkanmpoBaHune Tpaduka B 3agaHHbIN VLAN.
OnwncaHwve B pa3gene 3epkasvposaHue B VLAN
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#[lNapameTpbl B fastdpi.conf:

span_vlan=

span_trace=

#1719 AMarHOCTUKY MOXHO UCMOJIb30BaTh:

#trace ip wam span trace wim ajb_save emit

#ecnn 3agatb yenyry 12 w17, To B pcap yBUAUM OPUrNHAJIbHYIO 3arnch 1
3epKaIMpoBaHHyo

WNcnpasneHo: TpaHcnauusa VLAN ons ARP-nakeToB inet-subs

WcnpaeneHa ownbka ¢ Homepamum AS B IPFIX

cnpaeneHa ownbka nogaepxxku framed-pool

NobasneHo: napameTp netflow tos format, ¢popmat gaHHbIx nons TOS B IPFIX:
netflow tos format=0 (3HayeHme no ymonyaHuio), 3 bit (Tonbko npuopuTteT), 1 6-bit
(nonHbin DSCP). OnucaHue B pasgene Hactponka akcnopTa v wabnoH Full NetFlow B hopmaTe
IPFIX

NobasneHo: B ipfix fullflow gobasneHa nepenaya AONOJHUTENBLHOIO NOAS -
opurnHansHoro TOS n3 IP 3aronoBka, MOXXHO ByaeT CTPOUTb OTHETLI MO BHELLHEN pa3MeTKe
NcnpasneHo: dhcp nak issue

NcnpasneHo onpegeneHne kaHana B IPFIX gns IPve

fobasneHune optl25 c Ha3BaHMeM nyna nepson onuuen. NMpuimHa: KEA npu onpeneneHun
Knacca knaneHTa (optl25) pa3bupaeT ToNbKO NepBoro BeHaopa OnncaHue B pasaene
KoHgurypuposaHme fastPCRF — MNMoaaepxka IPv4-nynos

3akpbiTne DHCP-ceccun nocne CoA Disconnect. Ecnn nocne PoD (CoA Disconnect) He npuLwinio
Hukakoro DHCP-3anpoca f0 ncteyeHus lease time, To Takyt CECCUIO HAA0 3aKPbITb C
OTNpaBKOW feaHoHca v acct stop. Mpu 3TOM cnefyeT y4nTbiBaTh TOT (PaKT, 4TO y aboHeHTa
MOXET U3MeHUTbCA Tun ceccum — Bmecto DHCP ctaTh StaticlP nnm PPPOE; B 3TOM cnyvae
DHCP-ceccns pomxHa 6biTh 3akpbiTa 6e3 geaHoHca u acct stop. Radius CoA — Disconnect-
Request

CLI: B BbIBOA KOMaHAbl dhcp show gobasneH HoBbi NapameTp ts lease expired - Bpems
OKOH4YaHus lease time.

HobasneHa onuma acct disable interim update - 3anpet otnpasku Interim-Update. He
oTnpaenaTh Interim-Update: acct disable interim update=1. o ymonyaHuio

acct disable interim update=0 (Interim-Update oTnpasnsetcs). OnnucaHve B pasgene
HacTtponku fastPCRF

llobaBneHa nogaepxka IPv6 ona CoA. Command-Code=1 — nownck acct session no IP. Mounck
acct-ceccmm moxeT BecTuCb Mo IPve-npedukcy atpnbyTol Framed-IPv6-Prefix nam
Delegated-IPv6-Prefix. B oTBeTe KOMaHbl YKa3blBaOTCA BCe U3BECTHble IP-anpeca
HangeHHon acct-ceccum — Framed-IP-Address, Framed-IPv6-Prefix, Delegated-IPv6-
Prefix. Radius CoA — 3anpoc accounting-ceccun gna gaHHoro IP-agpeca

NcnpasneHo: cli-komanga dhcp show stat vrf. lNpu onpeneneHnn "»>Xmeoctn" ceccnm He
nposepssca subs id aboHeHTa, — nepepadya IP-agpeca opyromy aboHEHTY MOXXET MosaoMaTb
3Ty CTAaTUCTUKY

WcnpaBneHo: obHoBneHne lease expired ana agpeca us Framed-Pool

[lobaBneHo: nogaep>xka Huawei vendor-specific Ter 1. 3Ha4eHNe NUHTEPNPETUPYETCS Kak
ADSL-Forum-Circuit-Id. Ecnn PPPoE-nakeT conepxut Circuit-ld n Huawei tag 1, 1o
npepnoyteHune otaaetca Circuit-ld, Huawei tagl urHopupyetcs. OnucaHue B pasaene ®opmat
Access-Request ons PPPoE-ceTen — Moagepxka Huawei vendor-specific tag 1


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4#конфигурирование_fastpcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4#конфигурирование_fastpcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4#конфигурирование_fastpcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4#конфигурирование_fastpcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4#конфигурирование_fastpcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#disconnect-request
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#disconnect-request
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:setup
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:setup
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#запрос_accounting-сессии_для_данного_ip-адреса
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:bras_pppoe_radius_req#поддержка_huawei_vendor-specific_tag_1

16. VicnpaBneHo: NeaHOHC NPeXHEero aapeca, eCan KJANEHTY BblAAETCA HOBLIN

NAT

1. WcnpaBneHo: obpa3oBaHne KOPKK Npu BbigeneHnn nybanmyHoro agpeca (peakoe cobbitue: npu
yaaneHmmn ycnyru NAT B MOMEHT BblaeneHuns nybanyHoro)

COPM

1. OobaBneHo n3BneyeHne nHpopmaumm n3 Radius avp framed-ipv6-prefix. JobasneHa
oTnpaska framed-ipv6-prefix n delegated-ipv6-prefix no IPFIX
2. WcnpasneHns gna COPM: IMAP, revision

SDS
1. ABTomaTuyeckas reHepauus UUID n coxpaHeHune B panne /var/lib/dpi/sdsuuid.dat

1)

3anunceb aboHeHTcKoro Tpaduka B PCAP chainn
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