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Bepcusa 12.0 Machu Picchu

Mauyy Muk4y — "ropona cpean obaakos", pacrnosioxXeH B llepy, umeeTt cTatyc BcemmpHoro Hacneamns
FOHECKO

N3meHeHus B Bepcun 12.0

N

CtaTtbs B 6nore: CKAT DPI Bepcust 12.0 — 0630p 0bHOBIEHUN

0630p Bepcum 12 Ha Rutube:

. N3meHeHo: nepexop Ha DPDK 22.11 LTS.

. DobasneHo: pa3bop 3aronoskos ¢ 3awmton Chaos Protection s QUIC IETF.

HobasneHo: napameTp (xonoaHein) nat transcode cidr, kotopbii 3agaeT CIDR 6enbix
agpecos onepaTopa. Bo3amMoxxHO Tosibko 2 CIDR. 3HayeHMa Ncnosib3yTCs Npu nepekoanpoBke
benbin -- cepbi ons NAT 1:1. [1ns ceporo agpeca MoxeT bbiTb Ha3Ha4veH ntobon benvin agpec
onsa NAT 1:1.

3meHeHo: xaWw dyHKumns pacnpeneneHms no paboymm notokam: (crc(ip src) % nthread
+ crc(ip dst) % nthread) % nthread.

. 3meHeHo: anropuTm BbigeneHns 6enbix agpecos ana CG-NAT: crc(cepbin) % nthread +
crc(benbin) % nthread.

N3meHeHo: CoobweHne [NFLW] very long operation ... BbIBOOUTCA BCerga He3aBUCUMO
OT KOJIM4YeCcTBa NOBTOpPa COObLLEHNNA.

I3MeHeHO: n3MeHeHO NMSA KaTanora 3anucu annos — nobasneHo stream.
[lobaBneHo: cTaTUCTMKa BbIBOAA MHDOpMaLumn no otnpasneHnto Netflow/IPFIX
STAT -17:55:03: Statistics on NFLW export
a/b/c%/d/e

a - KOJINYeCTBO BbIMONHEHUS LUKIIOB OTNPABKN

b - KoAM4eCTBO LMKMNOB OTNPAaBKKW, KOT4a BpeMs, 3aTpayeHHOe Ha OTMpaBKy,
NPeBbICKJI0 MEPUOL BbIMOJIHEHNS LIUKIO0B

C - MNPOLEHT MPeBbILLEHNS KOJIMYECTBa LUMKJII0B OTMPaBKU: b/a

d - BpeMsa B MMKPOCEKYHAAX MaKCUMasbHON NPOAO/IKUTENBHOCTY LIMKIA OTMPaBKM

€ - BpeMs B MMKPOCEKYHAaX rnepnmoaa oTrpaBKM CTaTUCTUKK (3Ha4YeHWe napameTpa
"'netflow timeout'' (nmapameTp 3agaeTcs B CEKyHAAX

MNpumep:
STAT :03: Statistics on NFLW export

45297us/30008163us

9. [PCRF][PPPoE] cnpasneHo: ecnn Pagnyc oTaaeT Ham IPv6-anpec BMeCTo npedukca, Mol He

nenanu npedunKc 13 agpeca, 4To NPUBOAMIO K Nepeco3faHunio acct-ceccun. BHoBb
co3paBaeMble acct-ceccum Bbinm 6e3 NormHa 1 NPoYMX BaXKHbIX 415 NpoBaniepos aTpnbyTos.

10. [BRAS][L3-AUTH] N3meHeHo: Framed-Route Tenepb He npuMeHsaeTcs K PD-npedukcy.
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[PCRF][ACCT] WcnpaBneHo: npu oTcoeanHeHnn (unlink) 3anmcm oT MynbTUCECCUMN HE
KoppekTupoBanuce IP-agpeca gna mynbtuceccun. OTcoegmHeHme (unlink) nponcxoguT npu
arperaumun. B pesynbTaTe B AaJibHENLWEM K 3TOW MYJbTUCECCUMN MO N BbiTb MPMBS3aHbI
ApYyrue 3anncu, He NMeLoLLMe Y)Xe K HEel HAKAKOr0 OTHOLUEHNS.
[PCRF][DHCPv6-Pool] UcnpaeneHo: popmmnpoBaHme nonsa Link-Address onsa Relay-Fwd npwm
OTrnpaBKe 3anpoca Ha KoHKpeTHbIn DHCPv6-cepBep.
[BRAS][PPPOE-IP6] 3anpoc IPv6-agpeca u3 Framed-IPv6-Pool ocywecTBnseTcs no npmuxony ot
KnueHTa nepsoro IP6CP Cfg-Req.
[CLIJ[ACCT] OobaBneHo: BbiBog NAS-aTpunbyTos fastDPI-cepBepa B komaHaax PCRF acct show.
[BRAS][DHCP] UcnpasneHo: otnpaska NAK Ha DHCP-Request ona gpyroro cepsepa.
NlobaBneHa nogaepxka DDP npodwnnen ans kapt Intel 700-series (apansep i40e) ans
H6anaHcupoBkmM TyHHenen PPPOE/GTP/MPLS nipu ucnonb3osaHum dpdk _engine=2. DDP
3arpyxaetca us canna /lib/firmware/intel/i40e/ddp/i40e. pkg npyn nHnULumManusaumnm
i40e nopToB. Bpems xun3Hu 3arpyxeHHoro DDP-npogwuaa: 4o nepesarpysku cepeepa.
3meHeHo: anropnTm Bbibopa cepeepa ans 3anucu SDS.
[CLI] OobaBneHo: ycTaHoBKka L2subs id B komaHge subs prop set.
[BRAS][DHCP-Relay] LlobaBneHa nogaepxka L2subs id.
[BRAS][AUTH] fobasneHa nopaepxka L2subs id gng L3-aBTopm3auum, Tak Kak B oTBeTe L3
auth ot Paguyca MoXeT yka3blBaTbCH, 4TO 3T0 L2-abOHeHT.
[BRAS][ARP-AUTH] Oo6asneHa nogaep>xka 12subs id.
[BRAS][PPPoE][CLI] JobaBneHo: aTpmbyT 12subs id gns PPPoE-ceccuum.
[BRAS][PPPOE] YoaneHa nognep»xka asTopmsaunn no MAC, 6e3 norvHa v napons, yaaneHue
onuuun bras ppp_mac_auth.
[PPPOE][CLI] fobaBneHa nopaep)xka napamMeTtpa subs id, ngeHtuguunpyrowtero PPPoOE-
ceccuio.
[BRAS] fobaeneH knacc 121lan_id --- ugeHtugukaTop L2-cetn. 121lan_id npegHa3HayeH ons
pa3neneHna aboHeHTos no VLAN. 121an_id nony4vaetca n3 12subs id, To ecTb ero
(hopMmpoBaHve 3agaeTcs Ton xe onunen bras subs id. Mo cytn 121an_id --- 370 VLAN-
npedukc n3 12subs_id.
[BRAS][DHCP] Bce BHyTpeHHue B[l DHCP-ceccuin Tenepb y4mTbiBaoT L21lan_id --- OH BXOAUT B
nx Koy no MAC u Client-Id. To ecTb ABa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecom, Ho B
pa3Hbix VLAN, cunTaloTca pasHbiMm aboHeHTamm (ecam bras subs id 3apgaHo y4nTbiBaTh
VLAN). BTopunyHble knto4n no Opt82 n Q-in-Q He y4utbiBatoT 121an id. NMogpobHee
bras_subs id.
[obaBneH HacTpoeyHbI NapameTp rx_dispatcher meton xewwuposaHusa flow no paboyum
NnoToKaM

o 0 --- M0 YMONYaHUIO NCMONb3YeTCA NPeXHUn MeTof (ip src+ipdst)sN ) & ip mask;

o 1 --- HOBbIN MeTo C nogaepxkon nepekoanposky ona NAT1:1 (CRC(IP

SRC)%N+CRC(IP _DST)%N)%N.

[Radius monitor] JobaBneHa noaaep»xka akcnopta agpeca u nopta NAS, a Takxe apyrux
aTpmbyToB.
[Radius monitor] [lobaBneHo noakno4eHne 12 ycayru.
[BRAS] lobaBneHa HacTponka bras ppp lcp start timeout.

N3meHeHus B Bepcuu 12.1
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NlobaBneHo: gnarHocTnyeckasa nHhopmaums NAT.
[lobaBneHo: nogaep>xka pexuma On-Stick.
MuHopHble ncnpasneHuns B pabote CG-NAT.
Monaepxka 12 ycnyrn® Ha VCHANNEL.
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5.

Moanep>xka 3arpy>kaembix U3 061aka NPOTOKONOB C UMEHAMU

6. SDS: nepepnava faHHbLIX B (hbopMaTe pcapng

N3MeHeHus B Bepcum 12.2

N

. NcnpasneHunsa B BbiBoAe CTaTUCTUKN yTunm3aunm CG-NAT.
. Pa3bop HoBbIx Bepcun GQUIC.
. HoBas ycnyra 16 --- 6enbin CNUCOK C nepeagpecaumnen Ha captive portal 6e3 gpoctyna

abOHEeHTOB B MHTEpHEeT (N0 NpUYnHe aBapun Ha annHKax, aboHeHT B 40JITOCPOYHOM
610KNpoBKe 1 T.M.).
Hogsasa ytunuta dpdkinfo. Onucaxwe.

N3MmeHeHus B Bepcuu 12.3

0630p Bepcun 12.3 Ha Rutube:

1.
2.

llobaBneHo: nogaepxxka VRF B poyTepe
Cepsuc ynpasneHus asTopusaumnein PPPoE Ha ocHoBe nons Service-name. OnucaHue B pasgene
HacTpoika asTopusauunn PPPoE

fdpi cli help vlan group
vlan group : manage <add|delete|show> vlan group authorization policy
vlan group <group-id> ... - manage <group-id
vlan group - - manage <group-id- =
vlan group 2 deny auth pppoe - deny authorization by pppoe and
delete all its properties

vlan group 2 allow auth pppoe - allow authorization by pppoe

vlan group show auth pppoe - show policy authorization by
pppoe

vlan group 2 show auth all - show policy all authorization
protocols

vlan group show all - show all properties group

vlan group show all - show all properties all groups

- full scan and print udr
vlan group auth pppoe allow add service-name name=sname delay=3 -

allow authorization by pppoe service-name sname with podo-delay=
vlan group 2 auth pppoe deny add service-name name=sname delay=3 -
deny authorization by pppoe service-name vlan group 2 auth pppoe

delete service-name name=sname - delete service-name sname and its
properties vlan group auth pppoe show service-name all - show

service-name policy authorization by pppoe
vlan group 2 drop - drop packet without any analysis
vlan group 2 pass - passthrough packet without any
analysis

3. JobaBneHo: nogaepxka oTnpaeku heartbeat gna BHewHnx bypass
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[obasneHo: n3eneyeHne n nepepaya B IPFIX kyku ns Set-Cookie

. YnydweHo: 610kupoBKa KopoTKux noasucaHmi TCP npoTokona B notokax IPFIX yepes

LOMONHNTENIbHYIO YCTaHOBKY user timeout (B 4ONOSHEHWUM K CTaHOAPTHOMY MexaHu3My tcp
keep alive)

HobasneHo: npoussoamTensHbi rx dispatcher=2 ¢ paBHomepHon 6anaHCMPOBKOM MO
NPOM3BOJILHOMY KOIMYECTBY NOTOKOB (HO 6e3 noaaepxkun natl: 1 c TpeboBaHMEM Ha3HAYEHUS
KOHKPeTHbIX agpecos). OnucaHune B pa3aene HacTponka v ynpaBneHune

. [BRAS][PPPoE] UcnipaBneHo: dual-stack: nobaBneHne IP-afpecoB K yxe CyLleCcTBYOLLEN

acct-ceccum
[PCRF] cnpaBneHo: nepekntoyeHne persist queue B pexum "ecTb CBA3b"

. [CLI] DobaBneHa komaHAaa CLI fdpi cli pcrf persist queue reconnect, koTopas

No3BONISIET caenaTb pekKoHHeKT K fastDPI 6e3 cbpoca ovepenun. MoxeT ObITb MPUMEHEHA K
KOHKpPETHOMY COeIHEeHMI0 nn Ko BceM. OnucaHue B pasfene YnpasneHue fastPCRF
[PCRF][PPPoE][Framed-Pool] NcnpaeneHo: co3paHme acct-ceccum ¢ Tem session id, KOTopbin
Obl1 aHOHCMPOBaH MpU aBTOPMU3aLLM

[lobaBneHa nogaepxka hopMaTa pcapng ans 3anucu B CX[

[CoA] OobasneHa obpaboTka CoA Update no 12subs id. OnucaHue B pasgene Radius CoA
HobasneHo: coxpaHeHue B s3kcnopTe NAT TpaHcnsumi ICMP npoTokona

N3meHeHo: napameTp nat exclude private u cooTBeTcTBYIOWAA NofaepXka: int

nat exclude private;

buToBas Macka ond Toro 4Tobel He aenatb NAT 418 cepbiX aapecos:

0 — Bcerpna genaem npeobpaszoBaHune cepbin -— Henbin

1 — He penaem NAT ans cepbix agpecoB (ip src v ip dst cepble nav HaxogaTcs B
psz_prms_user private)

2 —1p src — cepbln C y4eToM psz_prms_user privateun AS pnadst ip = local

4 —1ip src — cepbl C y4eToM prms_user _privateun AS gpnadst ip = peer. OnucaHuve B
pasgene HacTponka n ynpasneHue

[CoA] fobasneHa obpaboTka CoA Reauth no 12subs id. OnucaHue B pa3nene Radius CoA
[CoA] fobasneHa obpaboTka CoA Disconnect no 12subs id. OnucaHue B pasgene Radius CoA
[fDPI] MakcrMManbHOe YnCo KlacTepos yBennyeHo o 12 (bbisio 10)

[PCRF][ACCT] fobaBneHo: nepepaya atpmnbyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop. OnucaHue B pasgene Radius-aTpnbyThbl

[DPDK] fobaBneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpasneHo opmuposaHue Client-DUID npu coctasneHumn DHCP6-
RENEW pons Framed-IPv6-Pool

Client-DUID posnxeH bbITb HeM3MeHHbIM Ha BCceM npoTsxeHnn DHCPv6-ceccum, nHave npu
Renew DHCPv6-cepBep MOXeT BblAaTb Apyrom IPv6-npedukc, 4To npueedeT K 3aKpbITU0
PPPoE-ceccuun. Ans poctmxeHns HensmeHsemocTtu Tenepsb Client-DUID dopmupyeTcs s
12subs id aboHeHTa.

[PCRF][DHCP-POOL] NcnpaBneHa naeHTudmkaumns '3anpoc-oteeT' npu pabote ¢ DHCP-nynamu.
B KayecTBe naeHTUdMKaTopa NCNONb3yeTCa:

Onsa DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca

Ona DHCPv6 — onuunsa Client-Id u xid 3anpoca. Cepeep 06sa3aH nepenats onuuio Client-
Id B oTBeTe, B OT/IN4MeE OT APYrnX ONUKA 3anpoca.

[BRAS] [lobasneHa CLI-komaHga dhcp show stat vrf

BbiBog 4Yncna DHCP-aboHeHTOB B pa3pe3se VRF

[PCRF] lobaBneHa CLI-komaHpa pcrf radius enable/disable

[PCRF] lobaeneHa CLI-komaHaa pcrf radius ping

[PCRF] JobaeneHa CLI-komaHaa pcrf radius status

i3meHeHo: ecnun y ceccum HeT Benoro agpeca — BkaovaeTcs CG-NAT.

NlobasneHo: ecnn ycnyra 11 yganeHa, NAT BbiKto4aeTCa U 0CBODOXXAAOTCA pecypchbl.
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MponcxoamnT TONbKO eCnn eCcTb (NpoYMTaHbl) AaHHble no flow
[BRAS][DHCP] Ucnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca ans 12subs_id.
Mpu hopmmpoBaHmm L2-ngeHtudukatopa aboHeHTa (CM. bras subs id) ncnonb3yetcs
srcMAC un3 ethernet-3aronoska naketa. B cny4ae, ecnm DHCP-3anpockl npoxoast Yepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He sBnsieTcs MAC-anpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasawmx 4yepe3 DHCP Relay, nmetoT oanH n 1oT xe MAC B
ethernet-3arosioBke n oanH 1 TOT Xe subs_1id.
PeweHune: ons popmmpoBaHnsa L2-ngeHtngukatopa MAC-agpec aboHeHTa Tenepb bepeTcs n3
DHCP-nakeTa, none chaddr.
[PCRF] watchdog — HoBbI MOHUTOP Radius-cepsepoB. OnucaHne B pasgene MonHbI CINCOK
napameTpoB
Hosble napameTpbl fastpcrf.conf:
o TanM-ayT NUHroBaHUs Pagunyc-cepBepos, B CEKYHOAX.
Ecnn HeT HMKakmx 3anpocos aBTopu3auun, fastPCRF nepnognyeckn nuHryeT Pagmyc-
cepsepa, nocbinasa Server-Status nnm Access-Request. Ecnmn cepsep oTBe4vaeT, TO OH
CYNTAETCA AOCTYMHbLIM. 3Ha4YeHMe No yMon4yaHuo: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) u Password (radius ping user password)
ncesgoaboHeHTa 4119 NUHM-3anNpoCoB.
FastPCRF nbiTaeTca nogaep)xvnBaTb COeANHEHNE CO BCEMU OnncaHHbIMK Pagunyc-
cepBepamu, nepnoamnyeckmn nocblsiaa NMHr-3anpoc Ha cepeepa.
MuHr-3anpoc — 370 3anpoc Status-Server (ecnu Pagunyc ero nogaepXXvBaeT) nuan
0bbI4HbIN Access-Request ¢ 3agaHHbIMK User-Name 1 Password. 3Tu napaMeTpbl 3a4atoT
User-Name un Password gns nuHr-3anpocoB Access-Request (B Server-Status atu
napameTpbl He ncnosb3ytoTcs). FastDPl BaxeH caM (hakT 0TBeTa cepBepa Ha MUHr-
3anpoc, cogepxxnmoe oteeTa (Access/Reject n nx atpmbyTbl) He aHanusnpyeTcs. Ecnm
HaHHble User-Name n Password He 3agaHbl — NUHr-3anpoc Access-Request Bce paBHO
byneT nocbinaTbhcs, Ho 6e3 aTpmbyToB User-Name n Password. 3Ha4yeHMI N0 yMOJIHaHMIO
HeT. MapameTp radius revive period ypaneH 3a HeHafoOOHOCTbIO.
N3meHeHo: Ong flow ctasutcs npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpr3HaK roBopuT O TOM, 4TO MAET obpalleHme c ceporo agpeca n ans atoro flow Tpebyetcs
6enbin agpec. Ecnm 6enbin agpec He Ha3HayYeH — NOMbITKK BblaeneHnsa 6enoro agpeca
npogosmxatTcs (Ana TCP — Tonbko ecnm SYN). OTo NnponcxoauT n3-3a TOro 4To MOryT UATK
3anpockl C Ceporo agpeca, a ToJbko NOTOM nosBAsfeTCa ycnyra 11, Ho flow yxe cywecTsyeT u
OyLeT BE4YHO MepTBbINl.
N3meHeHo: Ecnn ana flow 3agaH 6enbii agpec, nposepseTcs Hanuyme 11 yenyru. Ecam ycnyru
HeT — 6enbin agpec ocBoboXxaaeTcs.
[Router] LobasneHo: coobuieHme 06 owmnbke B fastdpi alert.log "VRF He nmeeT TAP"
Ecnn VRF He nmMeeT HM 04HOro AeBaiica — HEBO3MOXHO aHOHCMPOBaTb aapec B Takon VRF.
HaHHasa owmnbka BeiBoanTCA B fastdpi alert.log He Yawe 4em pa3 B 4yac onsa kaxgoro VRF
[obasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
npogunsal, nat dump translater data [umsa npoduns]
Hosoe nmsa npouns nonmcmHra — BV##NNNN [#MMMM ] [#++++- - - - ], rge NNNN — ckopocCTb
BXoasLWero Tpaguka B Kbut/c, MMMM — CKOpOCTb UCXoasawero Tpaduka B Kbut/c, + —
BKJIIOYEHHbIVN KNacC, — — OTKJIYEHHbIN Knacc. OnucaHune B pasaene ATpubyTbl aBTopU3aLmm
aboHeHTa
[PCRF] fobasneHo: HoBoe 3Ha4yeHne chaddr@opt60 ana onumm radius user name_dhcp
Mpumep: radius user name_ dhcp=chaddr@opt60, User-Name B Access-Request
opmupyetcsa ns MAC-agpeca 3aronoska DHCP naketa (none chaddr) n onumun 60, ecnm aTa
onuwns ectb B DHCP-3anpoce. Onuncanune B pasgene DHCP Radius proxy - Access-Request
N3meHeHo: ynyyweHo pacno3HaBaHne FACEBOOK VIDEO
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48.

WNcnpasneHo: npu pasbope quic ietf ana nepsoro naketa CRYPTO, ecnu 3agaH offset==0
— nposepseTcs hakT BO3IMOXKHON (hparMeHTaLnm
[lo6aBNeHo: N3MEHEHNS MapCUHra — y4YeT n3MeHeHun B Bepcusx Google QUIC: oo Bepcun 34
66110 gononHUTeNbLHoe none "Private Flags". He pa3bupann Takue nakeTbl, HA4MHasA C BEPCUM
39 — u3meHunca nopsaaok 6ant gna sanuck "Data Length"
[obaBneH NoAMCKHr 1 ycayra 16 no 3HaYeHnam nus nMeHun npoguns. OnncaHue B pasgene
ATpnbyTbl aBTOpU3aLuy aboHeHTa
[BRAS] lobaenieHo: HoBas onumusa bras_ip filtering
[hot] ®unbTpauma Tpaduka (buToBas Macka) MO YMONYAHUIO OTKOYEHa (=0).
JonycTtumble narn: 0x0001 — KoHTponb noaMeHsbl IP aboHeHTa (restricting forged
traffic). lponaem nakeT Ha nyTn subs - inet, ecan IP-agpec aboHeHTa (SrcIP)
Heun3BeCTHbI Ana L2 BRAS n bras_term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] fobasneHo: onuma bras vrf isolation — n3onaumsa Ha yposHe VRF. OnucaHue B
pasgene MapuwpyTtusaTtop Soft-Router
llobaBneHa HoBasi onuma fastdpi.conf: [hot] N3onauma VRF. Mo ymonyanuio (0), L2 BRAS
He n3onmpyet aboHeHTOB 13 pa3HbiX VRF: ECM AaHHbLIN peXxnM BKAoYeH (1), To aboHEeHTbI 13
pa3Hbix VRF 6yayT n3onnposaHbl Apyr OT Apyra: Ans aboHeHTa 13 VRFL: w03 TakXe L0/KeH
6b1Tb B VRF1, local interconnect 6ynet pabotaTh TonbKO And aboHeHTOB 13 Tom Xe VRFL.
bras vrf isolation=0
Mpy BKAOYEHUN 3TOW OMUUN:

o 1. ARP aboHeHTa K w3y — obpabaTbiBaeTcs fastDPI Tonbko ecnn aboHEHT 1 W3 B

ogHoM VRF
o 2. ICMP ping wnio3a — obpabaTteiBaeTcs fastDPl ToNbko ecnit aBOHEHT 1 W03 B 04HOM
VRF

o 3. local interconnect — npumeHsieTcs Tonbko ecnu oba aboHeHTa B ogHOM VRF
WcnpasneHo: coobueHns ob owmbke ana KnneHTa He fO/MKHbI coaepxaTth LF B json
[BRAS][ARP] N3meHeHo: 0bpaboTka ARP K wnto3y. OTBevyaem Ha ARP-3anpoc K W3y TOSIbKO
ecnn VRF oTnpaBuTens u wni3a cosnagatT (sender n GW HaxogaTca B ogHon VRF)
[VRF] N3MeHeHO: 3anaHune nmenHn VRF Yepes ycnyry 254 (tonbko Radius). OnucaHue B pasgene
MapuwpyTusaTtop Soft-Router
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time ansa Framed-Pool.
Ecnn appec BbigaH u3 Framed-Pool Ha Mmanoe Bpemsi (Manoe lease-time) n ykaszaHo 6onbLioe
session-timeout npu aBTOpMU3aLmm, To BCe 3anpockl Renew/Rebind oT aboHeHTa HYXHO
nocelnaTtb Ha DHCP-cepBep 4epe3 PCRF ona npoaneHus nuueHsumn, nHave DHCP-cepeep MmoxeT
nocymTaTb, YTO agpec ceoboaeH. PeaBTopm3aunsa NPON3BOANTCA TOJIbKO NP AOCTVMIKEHUN
session-timeout
[lobaBneHo: nogaepxka ycnyru 16 — obpaboTka 3anpoco SYN n nocnenyowas
nepeafpecauuns 6e3 nepefayn nakeTos B MHTepHeT. OnucaHne B pasgene ATpubyThl
aBTopM3aLmm aboHeHTa
[Router] obasneHo: obwwme neighbor cache gnsa VRF.
B HacTpoiky VRF pnobasneHa onuunsa: router vrf { [cold][optionall
Ctpoka — nms ARP kewa gnsa gaHHon VRF no ymonyaHuio, Kax bl VRF nmeeT ceon
cobCTBEHHBIN, M30AMPOBaHHLIN OT Apyrux ARP/Neighbor keww. Ecam HY»>XHO, 4TO6Obl HECKONBLKO
pa3HbiXx VRF nmenun obwmin ARP/Neighbor kew, To cnegyeT 3agaTb B onucaHum atux VRF ogHo
M TO Xe 3HayveHue onuumn neighbor cache. neighbor cache=.. }. OnucaHue B pa3nene
MapuwpyTusatop Soft-Router
[PCRF] fastpcrf.conf onuma radius user name_dhcp — nobaeneHo HOBOe 3HaYeHMe
opt61l@opt60: radius user name dhcp=opt6l@opt60. OnucaHune B pasgene DHCP
Radius proxy - Access-Request.
User-Name B Access-Request hopmupyetcs n3 DHCP-onumim 61 1 60, ecam 3Ty onumm eCcTb B


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#vasexperts-service-profile
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#настройка_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#настройка_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#настройка_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#настройка_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#vasexperts-service-profile
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#vasexperts-service-profile
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#конфигурирование_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#конфигурирование_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_pcrf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_pcrf

DHCP-3anpoce.
Hosble onuumn fastpcrf.conf — B kakux atpnbytax nepenasatb DHCP-onunn B Access-
Request
[hot] 3apaHmne aTpubyToB, B KOTOPbLIX NepeaatoTcs onunn DHCP. ®opmaT 3aaaHus:
attr dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, 4yncno ot 0 go 2°32-1.
Ecam vendorId != 0, To 3HavyeHune nepenaetcs B VSA-aTpubyTe.
Ecam vendorId == 0, To 3HaYyeHuMe nepenaetcs B 0bbl4HOM Paguyc-atpmbyTte (He-VSA)
attrId — id aTpubyTa, ymcno ot 1 go 255
MpepnonaraeTcs, 4To aTpmbyThl MMeloT TN octets (MepepatoTcs Kak ecTb B GBUHapHOM Buae)
3HaveHune 0.0 — He nepenaBaTb AaHHbIN aTpnbyT Ha Paanyc-cepeep
3HaYeHna No yMoa4YaHuio ykasaHbl HUXe: attr dhcp opt43=0.0,
attr dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,
attr dhcp opt61=43823.33 # VasExperts-DHCP-ClientId
49. NlobaBneHo: noaaepka ycnyru 16 n COoTBETCTBYOLLEr0 Npoduns — 3adaHune, yaaneHue,
npocmoTp Yepes fdpi ctrl npodmnb coBnafaeT co CTPYKTYPOWN ans ycayru 5
Mpumep 3agaHusa: fdpi ctrl load profile --service 16 --profile.name
portal info 1 --profile.json '{ "ip list"
"/var/lib/dpi/ip list 1.bin", "redirect" : "http://info.test.ru" }'
napametp max_profiles serv16 — 3afiaeT MakCMMasibHOe K0J-BO npoduen. Mo
ymon4daHuto 32. OnucaHue B pasgene ATpubyTbl aBTopu3auny aboHeHTa
50. [DHCP-Proxy] BeegeHbl pexxumbl 0bpaboTkn CoA Disconnect. OnncaHune B pa3aene Radius CoA
HobasneHa HoBas onuma bras dhcp disconnect, koTopas asnseTca 6BUToBOM Mackon
cnepyowmx gpiaros:
o Ox0001 — disable acct stop, He nocbinaTh HeMedseHHO acct stop ans
disconnected DHCP-aboHeHTa
o Ox0002 — disable L3 auth, He BbinoNHATL L3-aBTopusaumn gna disconnected DHCP-
aboHeHTa
o Ox0004 — block traffic — 6noknposaTh BeCb Tpauk oT disconnected aboHeHTa (TO
€CTb Ha NyTn subs - inet)
o Ox0008 — Ha DHCP Request - oTBevaTb NAK
o Ox0010 — urHopuposaTb DHCP Request (»xaem DHCP Discovery)
51. [DHCP-Proxy] [JobaBneHo: KOHTPONb CMeHbI IP-aapeca aboHeHTa
Ecnn aboHeHTy BbigaeTcsa gpyronm IP-agpec, To Ana npexHero IP-agpeca HYyXHO caenaTb
LLeaHOHC
52. [VRF][CLI] Nopgnep»xxka VRF nobasneHa Bo Bce CLI-komaHAbl poyTepa

N3MeHeHus B Bepcum 12.4

0630p Bepcum 12.4 Ha Rutube:

DPI

1. OobaBneHo: noaaepxKa s NpOTOKOSI0B OFPaHUYEHNn CKOPOCTU OTAENbHbIX CECCUN U
onpeaenieHne KaccoB Tpadmka Ha YPOBHAX KaHana n aboHeHTa OnucaHne B pa3gene
MonucuHr No ceccun n nepeonpenesieHne KaaccoB Tpaguka
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o

#0159 NoaAEPXKU ITON YCAyry NnoTpebyeTcs AoMNOHNUTEbHAsA onepaTuBHas namMaTe (o
CPaBHEHWIO CO CTaHAapPTHbIMU TpeboBaHNAMM), OHa PE3EPBUPYETCA HACTPONKOM
support service 18=1 #B /etc/dpi/fastdpi.conf

speedtest csl
default keep
cat dscp prof 1.txt|lst2dscp /tmp/dscp prof 1l.dscp

speedtest tbf rate 16mbit inbound.rate 16mbit

bittorrent tbf rate 8Mbit

signal tbf rate 1lkbit inbound.rate 2kbit

TCP Unknown tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst
IMbit

cat tbf prof 1.txt|lst2tbf /tmp/tbf prof 1.tbf
#0bpaTHoe KoOHBepTUpoBaHne tbf2lst /tmp/tbf prof 1.tbf

fdpi ctrl load profile --service --profile.name test dscp --
profile.json '{ "dscp" : "/tmp/dscp prof 1.dscp", "tbf"
"/tmp/tbf prof 1.tbf" }'

fdpi ctrl load --service --profile.name test dscp --login DEMO
#unan/m

fdpi ctrl load --service --profile.name test dscp --vchannel

. DobaBneHo ynpasneHune ypoBHAMKN 0bpaboTkn Tpadumka Ha yposHe VLAN. KomaHaa hide

No3BONSET CAeNlaTb APON Tpaduka C NpeaBapuUTesibHbIM aHann3soMm. OnucaHune B pasgene
ObpaboTka Tpaduka no VLAN

fdpi cli vlan group <id> drop
fdpi cli vlan group <id- pass
fdpi cli vlan group <id- hide

. NcnpasneHo: npu cea3biBaHUK IP € N1OrMHOM NPOBEPSEM, He CBA3aH JIN yXXe AaHHbIA [P ¢ 3Tum

nornHom, ®yHkuma mtd bind ip login cBs3biBaHUS IP ¢ nornHom 6e3yciioBHO BbINOAHANA
unbind nepep cBA3biBAaHMEM, He NPOBEPASA TEKYLLYIO CBA3KY. unbind o4ynwaeT Tekywume
ycnyru, B TOM 4ucie un gaHHole ycnyrun 9 (netflow, accounting), 4To npMBOANIIO K TUXOMY
cbpocy acct-cH4eTHMKOB Npu peaBTOpM3aumMm aboHeHTa B C/lyvae, eCnm CUHXPOHMU3aLums auth
acct B fastPCRF oTkno4eHa. JaHHbI KOMMUT go6aBnseT npoBepky: ecnu IP yxxe CBA3aHO C
NpaBWibHbIM JIOrMHOM, - bind/unbind/rebind genaTb He HYXHO, PyHKLMA

mtd bind ip login npocTo Bo3BpallaeT pesynbTaT "ok".

JobaBneHbl NPOTOKObI
"DTLS","RTCP","LIGHTWAY","GOOGLE_MEET","JITSY","WECHAT","DOT","META_CALLS"
Yny4yweHo petektuposaHue Skype B STUN

JobaBneHa curHaTypa npoTokona radmin-port

. DobasneHa nognepxka IPv6 channels (c reload). OnucaHune B pa3aene MNoaNCuHr

BupTyansHoro kaHana (vChannel) — Hactponka gna CIDR
MNpumep 3apaHns:

fe80::
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cat ipchannels6.txt | as2bin6 /etc/dpi/ipchannels6.bin

. JobasneHa 6nokuposka Bcero IPv6 npu BkAo4eHHoM 4 ycnyre n onumm block options=4
. NcnpasneHa owwnbka B netekTope TELEGRAM TLS, npuoasiuas K n3bblTo4HON AeTeKLmm

10.
11.

NlobaBneHa nogaepxxka reload ons IPv6 channels
HobasneH npotokon LiveU. 3MeHeHO Ha3BaHue NpoTokona radmin-port Ha radmin. Cnncok
NOEHTU(MOUKATOPOB HOBbLIX NMPOTOKOJIOB

DoT

RTCP
LIGHTWAY
GOOGLE_MEET
JITSY
WECHAT

DTLS

META CALLS
LIVEU LRT

JobasneHa HacTponka vchannels default= gna nomelleHus HepacnpeaeneHHoro no
ApYyrnMm KaHanaM TpaduKka B OTAENbHbIN KaHan (Ho He 0!). OnucaHune B pa3saene MoancuHr
BupTtyanbHoro kaHana (vChannel) — HacTtponka

icnpaBneHo: NOCTpoeHMe CTPYKTYp 4S8 oTBoAa Tpadumka Ha TAP (Owwnbka copTUPOBKM
Maccusa IPv4-agpecos).

HobasneHa nopaepxka 18 ycnyru gns vchannels

NobasneHa nogoepxxka 49 ycnyru ons KaHanos 1 aboHeHTOB: 610kupoBKa IPv6 Tpadumka.
OnwncaHwne B pasgene AKTusaums ycayru no 6n1okmposke IPv6 Tpadumka

fdpi ctrl load --service --login DEMO
fdpi ctrl load --service --vchannel

MNepenmeHoBaH npoTokon JITSY - JITSI

cnpaeneHo: ana BupTyanbHbIX KaHasoB DSCP onpenenseTcs TONbKO eC/i yCTaHOBEH
napameTp support service 18. OnucaHue B pasgesne MNosMCKMHT NO Ceccmm un
nepeonpegeneHne Knaccos Tpadgpuka — KoHgurypaumnsa CKAT

YuyeT Homepa ASN ons petektupoaHma GOOGLE MEET Ha 6a3e DTLS

llobaBneHo: onpeneneHne npotokona WECHAT

icnpasneHo: onpeneneHne whatsapp_voice gna TpaHCNopTHOro npotokona TCP
NcnpaBneHo onpegeneHne custom npoTokosioB Ha ocHoBe IPv6 agpecos/CIDR
YnyduweHo pacnosHaBaHue openvpn, holavpn, signal

[obaBneHa BO3MOXHOCTb AOMONHATL onpefeneHue signal

NobaBneHa BO3MOXHOCTb ncnonb3oaHus CIDR, agpecos 1 noptoB ans IPv4 n IPv6 B 4epHbIX 1
6enbix cnuckax. B cnyyvae 3apaHuns CIDR nnm agpeca 6nokupytotcs sce TCP nopTtsel (UDP ¢
HacTponkon udp block=3) OnucaHwue B pa3gene MNoaroToBka ci0Bapei Co CMCKOM
610KNpyemMbIX pecypcos

[obaBneHbl yTUANTLI NPOBEPKUN BXOXKAEHMA B YepHbIn cnucok checklock n B custom
npotokon checkproto. B KOMaHAHOW CTPOKE HY)XHO yKa3aTb agpec uiam agpec nopt.
NcnpaeneHo: obpaboTka stun nns TCP

3meHeHO onpepeneHue no realm: ecnun 3agaH 4pyrov NpoOTOKOJ — CMeHa NpoTOoKoa
NPOUCXOAMUT Cpasy.

HobasneHo: ycnyra 17 (6e3 npoduns) — 3epkanmpoBaHune Tpaduka B 3agaHHbIN VLAN.
OnwncaHwve B pa3gene 3epkasvposaHue B VLAN
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#[lNapameTpbl B fastdpi.conf:

span_vlan=

span_trace=

#1719 AMarHOCTUKY MOXHO UCMOJIb30BaTh:

#trace ip wam span trace wim ajb_save emit

#ecnn 3agatb yenyry 12 w17, To B pcap yBUAUM OPUrNHAJIbHYIO 3arnch 1
3epKaIMpoBaHHyo

WNcnpasneHo: TpaHcnauusa VLAN ons ARP-nakeToB inet-subs

WcnpaeneHa ownbka ¢ Homepamum AS B IPFIX

cnpaeneHa ownbka nogaepxxku framed-pool

NobasneHo: napameTp netflow tos format, ¢popmat gaHHbIx nons TOS B IPFIX:
netflow tos format=0 (3HayeHme no ymonyaHuio), 3 bit (Tonbko npuopuTteT), 1 6-bit
(monHbin DSCP). OnucaHue B pasaene HacTtpowka akcnopTa Full NetFlow B hopmaTe IPFIX
JobasneHo: B ipfix fullflow gobasneHa nepefadva AOMNOJHUTENBHOIO MNOAS -
opurnHansHoro TOS m3 IP 3arosioBka, MOXXHO 6yAeT CTPOUTbL OTYETHI MO BHELIHEN pa3MeTKe
NcnpasneHo: dhcp nak issue

NcnpaBneHo onpegeneHne kaHana B IPFIX gns IPve

. JobaeneHune optl25 ¢ Ha3BaHWeM nyna nepson onuuei. MpuynHa: KEA npu onpegeneHmm

KJlacca KimeHTa (optl25) pasbupaeT TosbKO nepsoro BeHpopa OnucaHve B pasgese
KoHgurypuposaHue fastPCRF — lMoaaepxka IPv4-nynos

. 3akpbiTie DHCP-ceccnin nocne CoA Disconnect. Ecnm nocne PoD (CoA Disconnect) He npuLwinio

Hukakoro DHCP-3anpoca fo uctedeHus lease time, TO Takyt CECCUI0 HAAO0 3aKPbITb C
OTNPaBKON AeaHoHca v acct stop. Mpu 3TOM cnefyeT y4nTbiBaTh TOT (PaKT, 4TO y aboHeHTa
MOXET M3MeHUTbCA Tun ceccun — Bmecto DHCP cTaThb StaticlP nnm PPPOE; B 3TOM cnyvae
DHCP-ceccus nomxHa bbITb 3akpblTa 6e3 feaHoHca u acct stop. Radius CoA — Disconnect-
Request

CLI: B BbIBOoA KoMaHAbl dhcp show gobasneH HoBbii NapameTp ts lease expired - Bpems
OKOH4YaHus lease time.

HobasneHa onuma acct disable interim update - 3anpet otnpasku Interim-Update. He
oTnpaensaTh Interim-Update: acct disable interim update=1. o ymonyaHuio

acct disable interim update=0 (Interim-Update oTnpasnsetcs). OnucaHue B pasgene
HacTtponku fastPCRF

llobaBneHa nogaepxka IPv6 ona CoA. Command-Code=1 — nownck acct session no IP. Mounck
acct-ceccmm moxeT BecTuCb Mo IPv6-npedukcy atpnbyTol Framed-IPv6-Prefix nam
Delegated-IPv6-Prefix. B oTBeTe KOMaHbl yKa3blBalOTCA BCE U3BECTHbIE IP-afpeca
HangeHHon acct-ceccum — Framed-IP-Address, Framed-IPv6-Prefix, Delegated-IPv6-
Prefix. Radius CoA — 3anpoc accounting-ceccumn gns gaHHoro IP-agpeca

NcnpasneHo: cli-komanga dhcp show stat vrf. lNpu onpepeneHnn "»>XmMesoctn" ceccnm He
nposepssca subs id aboHeHTa, — nepepadya IP-agpeca opyromy aboHEHTY MOXXET nosaoMaTb
3Ty CTATUCTUKY

NcnpaeneHo: obHoBneHne lease expired ans agpeca us Framed-Pool

JobasneHo: nopgaepxka Huawei vendor-specific Ter 1. 3Ha4eHne MHTepnpeTnpyeTca Kak
ADSL-Forum-Circuit-Id. Ecnn PPPoE-nakeT conepxut Circuit-ld n Huawei tag 1, 10
npepnoyteHune otaaetca Circuit-ld, Huawei tagl urHopupyetcs. OnucaHune B pasgene ®opmat
Access-Request nns PPPoE-ceTen — lMonnepxka Huawei vendor-specific tag 1

licnpasneHo: feaHOHC NpeXHero agpeca, ecv KINeHTY BblAaeTCs HOBbIV
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NAT

1. WcnpaBneHo: 06pa3oBaHNe KOPKK Npw BblAeNeHnM Ny6anyHoro agpeca (peakoe cobbitue: npu
yaaneHun ycnyru NAT B MOMEHT BbliefieHns ny6anyHoro)

COPM

1. OobaBneHo n3BneyeHne nHpopmaumm n3 Radius avp framed-ipv6-prefix. JobasneHa
oTnpaBka framed-ipv6-prefix n delegated-ipv6-prefix no IPFIX
2. WcnpasneHus ona COPM: IMAP, revision

SDS
1. ABToMaTunyeckas reHepaums UUID n coxpaHeHue B panne /var/lib/dpi/sdsuuid.dat

1)

3anncb aboHeHTCKoro Tpadwmka B PCAP chann
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