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Bepcua 11.0 Foundation

Ctabunnzaumsi OCHOBaHMSA 415 Aa/lbHENLLErO pa3BuTus: MobuibHble CETH, aHaanTmnka, DDOS
3awwmra, LI, Al

0630p Bepcun 11 Ha Rutube:

He npoBoauTe obHOBAEHUS Aapa Linux. B HOBbIX Bepcusax siapa MoXeT ObiTb

0bHOBNEHUSA HE 3arpysutca. Ecnn Bbl BCe-Taku nponssenu obHOBNEHME, TO Ha Bpem4

@ HapyweHa 6buHapHas coBmecTumocTb ¢ Kernel ABI n ceTeBoin agpariBep nocre

peweHunsa npobnemsbl HacTponTe B 3arpy3dnke GRUB 3arpysky npexxHen sepcun sapa
(B hanne /etc/grub.conf yctaHosute napametp default=1).

N3MeHeHusa B Bepcuu 11.0
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11.

12.

13.

14,
15.

16.

. DobaBneHa nognep)xkKa CMrHaTyp, onpenensiembix nosb3oBaTensamm Ha ocHose SNI, IP[:PORT]
nnn SUBNET.

NlobasneHa 3anuce Tpaduka B CX[ ("3akoH Aposoin”).

JobasneHbl npotokoasl FACETIME, NORD VPN, EXPRESS VPN, PRIVATETUNNEL VPN,
VPNUNLIMITED, PSIPHON3, CLUBHOUSE, TLS_UNKNOWN, QUIC_IETF, SPEEDTEST.

i3meHeHo: Mo 12 ycnyre NUWYTCA AaHHbIe B pcap v nocjie AeTeKTUPOBAHUSA 3aKPbITUS CECCUMN.
[DPI engine] [lobaBneH HacTpanmBaeMbIl TanMayT nepenposBepku IP-agpeca.

[SORM engine] HoBas koHpurypauus prmt gns obvema meta parser.

3meHeHo: Ecnu 3apaH napameTp ssl_reply — B BepCuMIO NPOTOKO/A CTAaBUTCA 3Ha4YeHne 13
npotokona content type=0x16.

3meHeHo: onpeneneHne npoTokonos ssl unknown n tls unknown onpefensercs Kak: sni
nycTo 1 cname nNycTo — CMOPUM BepCUMIo 3arosioBka ServerHello (13 nepebix NnaTn 6anTos).
Ecnum Bepcusa «0x0300 — 310 ss1 _unknown, uHave 3to tls unknown. Ecnv 3agaH napameTp
tls13 unknown — Bcerga cmoTpum ServerHello n ecamn Tam Bepcmsa 0x0304 — 310 Bcerpa
npotokon tls unknown (He3aBMCMMO OT sni/cname).

. NcnpaeneHo: B (hannax layout B none flags ctaBuTcs 3HavyeHue: 2 — ecnm 3To ciyxebHas

3anncb WK He onpepgeneHo ewe flow nHave yctaHasnmeaem 1 — dir data.

N3meHeHo: ecnn 3afaH napameTp ssl parse reply, NpoucxoauT NOUCK cname.

N3meHeHo: B opmaT ajb _save sslreply format pobasneHbl 3 HoBble nons tphost (Tun
xocTa — Bcerga 2), host (cname), evers — Bepcus u3 Extensions (onpepnensieTcs To/1bko
ecnn 3apaH napameTp tls1l3 unknown=1, nHave 0).

N3meHeHo: ®opmaT clickstream nepenayn ssl-reply. lobaBneHsbl nons: 1011 —

type host — 4ucno nexut B host — Bcerga 2 n 1005 cname.

N3meHeHo: coobleHnsa npu Tpaccmposke Buaa DPI(DEF_PROTO, CHANGE_PROTO,
STORED_PROTO) — pnobasneHo none cntr_fin, direction.

icnpaBneHo: nocne 3akpbiTUA COeAMHEHNS He NoMellanack 3annck B short ovepeab ans TCP.
[lobaBneHo: npu TpaccmpoBke ana TCP coeanHeHnin coobuieHns nobasneHo coobweHune 06
n3meHeHnn ovepenn (short/long).

N3meHeHo: popmaT BbiIBOAA KOMaHAbl fdpi cli dump flow cache.
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[obasneHo: napameTp ajb_save fragment — 3apgaeT 3anucb (hparMeHTUPOBAHHbLIX MaKeToB
B pcap.

3meHeHo: pa3bop npoTokona TLS.

[PCRF][DHCP] UcnpaBneHo: nepenada opt82 circuit/remote id B aKKayHTUHT.
NobasneHo: ons storage agent napameTp engine bind cores, KoTopbi 3a8aeT
NPUBA3KY NOTOKOB 3aNnCK K aapam.

[BRAS][DHCPv6] UcnpaBneHo: nageHne Ha nakete DHCP-Confirm 6e3 yka3saHusa IPv6-agpecos B
IA_NA-onuun.

WcnpaeneHo: pexum tap mode=1 — He [O/MKHO ObITb OTNPABKM MaKeTOB.

WNcnpasneHo: kpax npu pa3bope L2-3aronoskos gns eher type=0xFFFF.

[PCRF][framed-pool] NcnpaBneHo: npn nobaBieHMmn B y)Ke CyLLeCTBYOLLYIO onumio optl25 He
y4uTbIBasnock, 4170 dhcp poolname opt=0 — 3T0 TO e camoe, 4TO U

dhcp _poolname opt=2. 3710 npueoanso K fobasneHuio opt125 ons VasExperts npu

dhcp _poolname opt=0.

[BRAS][ARP] lJobaBneHo: nooaepxKa pexunma cerMeHTnpoBaHns aboHeHTos B 06wem VLAN Ha
ceTun goctyna (n3onauns aboHeHTOB Ha KOMMyTaTope, TO eCTb abOHEeHTaM He A0CTaBAAETCS
Tpadhmk Mexay apyr Apyrom gaxe B ogHoM vian). obasneH fastdpi.conf — napameTp
bras arp vlan segmentation: Y4uTbiBaeTCs TONbKO Npu yCTaHOBMEHHOM (nare 1 B
bras arp proxy ons ARP-3anpocoB oT ogHoro aboHeHTa gpyromy. off (TUNuYHbIN Ciyvan) —
aboHeHTbl A 1 B B ogHoM VLAN mMoryT B3aumogenctsoBaTb Mexay cobon Hanpamyto, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on — Ha
KOMMYTaTOpe BKJIlOYEHa 130/auMa aboHeHTOB, Haxoaawmxca B ogHoM VLAN, nostomy CKAT
[OJKeH caM oTBeTUTb Ha ARP-3anpoc oT aboHeHTa A "who has target abonent B IP".

[CFG] WcnpaBneHo: He y4nTbIBaNOCh 3HaYeHe napameTpa set packet prioritys
fastdpi.conf.

N3meHeHo: cTaTucTka SDS_AGENTS — pobaBieHo cyMMapHOe KOM4eCcTBO OWnboK 1
NPOLLEHT.

3meHeHO: nogaepxKa Heckonbknx ovepenen SDS_AJB.

JobasneHo: napameTpbl sds_ajb num — konu4yecTBo o4vepenen sds ajb (default 1)
sds_ajb bind cores — 3apaeT a4pa, K KOTOPbIM HaZlo NPUBA3bLIBATbL NOTOKW. ECnn He 3apaH
— A4pa Ha3HavalTca aBToMaToM. Mpumep: sds_ajb bind cores=1:1:2:2.

N3MeHeHusa B Bepcum 11.1
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. [fastPCRF] WcnpasneHo: nepenava opt82 B akkayHTUHr npu L3 auth
. [PCRF] UcnpaBneHo: nepenaya 3HaveHus atpnbyta opt82 remoteld B akkayHTUHT
. [PCRF] ob6aBneHo: BO3MOXXHOCTb 3aAaHns aTpubyToB ans opt82. HoBble napaMeTpsbl B

fastpcrf.conf: attr opt82 remoteid=vendorId.attrId, roe vendorId — id BeHgopa.
Ecam vendorId != 0, To 3HaveHune nepenaetcs B VSA-aTpubyTte. Ecim vendorId == 0, 10
3Ha4YeHmne nepepaeTcs B 0bbi4HOM Papuyc-atpubyTte (He-VSA) attrId — id aTpubyTa, 4ncno
oT 1 po 255. Ecnm 3T napameTpbl He 3afaHbl, To 0pt82 nepenaetcs B cnegyowmx
atpmbyTax: acct: circuitId: ADSL VSA 3561.1, remoteId: ADSL VSA 3561.2
auth: circuitld: VasExperts VSA 43823.39, remoteld: VasExperts VSA
43823.33

Mpumep 3afaHus: attr opt82 remoteid=15.34 attr opt82 circuitid=15.35.

[DPI] JobasneHbl npoTokosibl ZOOM, NETFLIX, TIKTOK, TWITCH, INSTAGRAM, TWITTER,
LINKEDIN, AMAZON VIDEO, APPLE STORE, APPLE ICLOUD, APPLE UPDATES, APPLE PUSH, APPLE
SIRI, APPLE MAIL

[DPI] HazBaHue npoTokona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[DPI] Yny4iweHa HafeXXHoCTb auccekTopa HTTP npoTokona npu 6onblioM KonimyecTse



7.

noTepb/peTpaHCMUCCUin
[DPI] NcnpaBneHa owwnbka reload npu HacTpomnke LAG.

N3MeHeHUsa B Bepcum 11.2

N

10.

11.

. [DPI] Mopnepxka aekoanposaHus SNI B npotokone QUIC IETF (HTTP/3).
. [DPI] Yny4weHa curHaTypa Telegram TLS.
. [PCRF] obaBneH HoBbIn VSA-aTpnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] — BHYTpeHHMIM Kog acct stop. MoxxeT bbITb NONE3eH Npy aHanu3e noros Paguyca.
[PPPOE] fobaBneHo yaaneHue u3 bl PPPoE-ceccnin npyn 0KOHYaHMK paboThl.

. [PPPOE] UcnpasnieHo: npu 3arpy3ke He y4uTbliBaJUCh ONumnm bras pppoe_ac name u

bras pppoe service name.

[PCRF] UcnpasnieHo: npu nepekato4yeHnn Ha apyron Pagnyc-cepsep nocelnaem Acct-On ot
nmeHm Bcex fastdpi-cepsepos. Ecnu PCRF obcnyxmBaeT Heckonbko fastDPI, byaeT nocbinatbes
Heckonbko Acct-On, — ona kaxxgoro fastDPI otgensbHbin Acct-On.

. [DHCPv6] UcnpaBneHo: oTnpaBka 3anpocoB Renew/Rebind Ha Paguyc fo ncrteveHms expired

timeout, 4TO NPMBOAMIO K 3aKPbLITUIO TEKYLLIEN acct-ceccum 1 cTapTy HOBOM.

. [CoA] NcnpaBneHo: CoA Disconnect Mor 3akpbiTb "3aBUCLLYIO" CECCUIO, CO3AAHHYI0 Nocne

oTtnpasBku CoA Disconnect.

. [PCRF] JobasneHo: aTpmnbyTt NAS-Port-Id nobasnsetca n gnsa single-VLAN ceTen n cogepxuT

CcTpoky "0/vlan".

[CoA] N3meHeHOo: CoA Disconnect Tenepb NpUBOAMNT K 3aKPbITUIO BCEX acct-ceccun rno
yKa3aHHbIM PEKBU3UTAM.

[fastPCRF] NcnpaeneHo: owmnbka npu obpaboTke L3 auth no IPv6.

N3MeHeHUsa B Bepcuu 11.3

. CyuwiecTBeHHO nepepaboTaHa noaaepxxka CG-NAT: knneHTbl Ha ofHOM Genom agpece 6ynyT

aKTUBHEE Nepencnosib3oBaTb CECCUn Apyr apyra.

. JobaBneHa nopgaepxka pesepsmpoBaHus BRAS B pexume L2 (nepekntoyeHmne ocyLLecTBaseTcs

yepes cnyxby vrrp/keepalived).

. [fastPCRF] icnpaBneHo: npu nepekaoyeHnn Ha apyrom Pagnyc-cepsep nocbiaiaem Acct-On oT

nmeHun Bcex fastDPI-cepBepoB. Ecnn PCRF obcnyxnaeT Heckonbko fastDPI, 6yneT nocbinaTtbes
HeckosbKo Acct-On, — ansa kKaxkgoro fastDPl otoenbHbid Acct-On.

[DHCPv6] NcnpaeneHo: oTnpaska 3anpocoB Renew/Rebind Ha Pagunyc go uctedyeHuns expired
timeout.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYIO" CECCUIO, CO3AaHHYIO rnocne

otnpasku CoA Disconnect.

[PCRF] JobasneHo: aTpmnbyTt NAS-Port-Id nobasnsetcsa n ons single-VLAN ceTel n cooepxut
cTpoky "0/vlan". Ona single-VLAN ceTeln Takxe fobaBnseTcs, Kak 1 paHblue, aTpnbyT NAS-
Port, conepxawwminn VLAN.

. [CoA] N3meHeHo: CoA Disconnect Tenepb NpMBOAUT K 3aKPbITUIO BCEX acct-ceccuii No

YKa3aHHbIM peKBU3MTaM.
[fastPCRF] NcnpaeneHo: owwnbka npu obpaboTke L3 auth no IPv6.

. [Router] UcnpaBneHo: yaaneHne MapLipyTa npu 3asepweHnn PPPOE ceccum.
. Ncnpasnerns B pabote CG-NAT no pesynbTaTam 3kcnnyaTaumm BETAL.

¢

7
. DobasneHbl HoBble NpoTokosbl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, J



RIOTGAMES, FORTNITE EPIC.

12. UcnpaBneHa paboTa 5 ycnyrn Ha VCHANNEL.

13. [Router][LAG] WcnpaBneHo: Bbibop cnepytowlero gesainca n3 LAG B ciy4ae link down Tekywiero.

14. [PCRF] Ecnu B oTBETE aBTOpPM3auumM 3agaH Framed-Pool n IP-agpec — urHopupyem Framed-
Pool. 310 kacaeTcsa asTopusauun PPP, DHCP, DHCPv6.

15. [PPP] NcnpaBneHo: ecnn B 0TBETE aBTOPU3aLMmM Pagnyc coaep»xaTcsa BblgaHHbIe IP-agpeca
BMecTe ¢ Framed-Pool, — nrHopupyem atpnbyTbl Framed-Pool n He nepenaem nx B PPPoE
BRAS. Hann4ue framed-pool B PPPOE BRAS meHsieT noruky PPPOE — BRAS HaunHaeT
KOHTPOMpPOBaTb BpeMsa Nn3bl U nocblate DHCP Renew Ha DHCP-cepBepa. B ciyyae sBHO
BblAaHHOro IP-agpeca 3To MOXeT NpuBecTun K 3akpblTuto PPPoE-ceccunn, ecnn DHCP-cepBeep
otBeTnT NAK.

16. [DHCP6] UcnpaBneHo: oTnpaBKa acct gake ecam He BKOYEHa ycayra 9.

N3MeHeHus B Bepcuu 11.4

1. OobasneHa ycnyra 15 (Special Subscriber): npn noakntoyeHun ycnyru ana Tpaduka aboHeHTa
yCTaHaB/IMBaAETCA NPUOPUTET M3 HACTPOeYHOro napameTpa special dscp (no ymonyaHuio 0).

2. OobasneH napameTp nat gcache slice k100, koTopblil 3afiaeT, CKONbKO MOPTOB BbIAENATb
Ha Ka)xabln slice (no ymonyanumio 125).
llobaBneH seqno B clickstream.
YnyduweHa obpaboTka "nyctoro" oreeta Radius.
[lobasneHbl vchannels Ha ocHoBe IP/CIDR.
[Router] lobaBnieHO: ec/in BKOYEH pexum TepMuHaumm no AS (bras_term by as=1), To
poyTep (MapLpyTu3auns) NpUMeHAeTCs TONbKO A5 TeX aboHeHTCKux AS, KoTopble
TepMuUHUpYyoTCA. Ecnm AS He TepMUHUPYETCSA — poyTep K MakeTy He npumeHsaeTcs. To xe
CaMoe OTHOCKTCS M K aHOHCaM abOHEHTCKMX aApecoB: eCn aapec 0THOCUTCSA K
HeTepMUHUpyemon AS, Takon afpec He aHOHCUpYeTCH.

7. [Router] OobaBneHo: feaHoHcmpoBaHue Framed-Route noaceTen npy LeaHOHCUPOBaAHUN

aboHeHTa.

8. Mepexon Ha DPDK 21.11 LTS.

9. lMpoBepeHa ycTaHoBKa Ha ROSA Linux Chrome n VEQOS 8.6.
10. YBenn4yeHo 4nCno nogaep>Xneaembix NOpToB A0 24.
11. WcnpaeneHo: CLI komaHza router fib dump nokasbiBaeT nogceTu MeHblue /24,
12. [Router] UcnpaBneHo nageHme npu BHeMNJaHoBon o4ncTke ARP-kelwla poyTepa.
13. [BRAS][L3-auth] UcnpasneHo: yaaneHa otnpasBka Acct-Start ¢ pesepsHoro fastDPI npu L3-

aBTopM3aumm Ha ocHoBHOM fastDPI.

14. WcnpaeneHune pa3mepa nakeTHoro bydepa ans DPDK 21.11 ¢ apaneepom Mellanox.

oUW

N3MeHeHusa B Bepcuu 11.4.1

1. WcnpasneHa nognepxka TAP nHtepdeincos.

2. [BRAS][PPPOE] LobaBneH HoBbIN conf-mapameTp bras ppp _padi recreate timeout
WHTepBan BpemeHn (CEKYHA), B TEYEHME KOTOPOro BXxoasLwme oT aboHeHTa NOBTOpPHbIE
3anpocbl co3pgaHns ceccum (PADI) He NpMBOASAT K CO3[4aHMI0 HOBOW Ceccum (MCnosib3yeTcs yxe
CO3[aHHbIN 06BbEKT ceccun). [laHHbIN NapamMeTp nNpu3saH obesonacuTb OT wWTopma PADI-
3anpocamu oT aboHeHTa 1 nepeco3faHns 06beKTOB ceccMin. HekoTopble poyTepbl NOCbIIaT
HecKkoJibko PADI npu co3gaHnm ceccun, He foxunaasacb otseta oT BRAS. 1o ymonyaHuio: 5.
3HayveHne 0 — HeT KOHTpONA.
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[PCRF][ACCT] UcnpaBneHo: ObpalleHne K yaaneHHbIM faHHbIM.
[PCRF][ACCTI][CLI] OobaBneH BbIBOA TUMa OXKNAAEMOr0 OTBETa AN acct-3anuncu.

. [BRAS][CoA] UcnpaBneHo: nonck no norunH B CoA update. Ecnn B CoA update (n3meHeHune

npocgnna aboHeHTa — NOAKNYEHNE UK OTKJIIOYEHME YCAyr) 3adaHsl login u IP, n aboHeHT no
NOTVHY He HafeH — MNblTaeMca oTbiCKaTb No IP. PaHee Nonck no fornHy bbia cambiM
NPUOPUTETHLIM, ecin He aboHeHT HangeH — CoA update He obpabaTbiBancs.

[PCRF] O6bHoBnEH cnioBapb aTpmnbyToB radius.

N3MeHeHuAa B Bepcum 11.4.2

ouU e WwN

i3meHeHO: npu noaknto4YeHnn 15 ycnyrm oTKAYaeTCcs punbTpaumns no YepHbiM CrMCKam
KaHana (MM no ymosa4aHuio).

N3meHeHo: tbf rate 8bit onTumwusnposaH o drop.

Yny4yweHo pacrno3HaBaHue npotokosio RTP u SIP.

i3meHeHOo: 06N N KaHaNbHbIA NONNCUHT Tenepb NpuMeHsaeTcs B read only pexume.
N3meHeHo: ycnyra 12 npuMeHsaeTCs nocsie KaHaabHOro M abOHEHTCKOro NONCUHIa.
[lobaBneH Kaw ans 6enoro agpeca: Npu 3KCNopTe AaHHbIX nat TpaHCcnaumn npu
ocBoboxaeHnn 6enoro nopTa MCMNoNb3yHTCS peasibHble AaHHble N3 K3LWa (paHee 3Ha4YeHue He
nepepasanock, T.e. =0), HacTpoeyHbI NapamMeTp nat dstaddr cache size 3apaeTt
KonmyecTBo xpaHuMbix dst ip:dst port B pamkax 6enoro agpeca ana UDP. Mo ymony4aHuio
Oxffff * 2 (ona TCP He akTyasbHO).

. N3meHeHo: npu 6nokmposke pecypca ocsoboxxaeHue flow nponssoanTtcs beicTpee (flow

nepemellaeTcs B "KOPOTKYK" ovepenb).
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