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Bepcusa 10.0 Primus Maximus

0630p Bepcun 10.0 Ha Rutube:

10.0 Primus Maximus "

o He npoBoaunTe obHOBNEeHMA sapa Linux. B HOBbIX Bepcuax sapa MoxeT BbiTb HapyLleHa
buHapHas coBMecTMMOCTb € Kernel ABI n ceTeBomn fpansep nocse o6HOBNEHWSA He 3arpy3nTcs. Ecnm
Bbl BCE-TaKMW Npoussesin 06HOBNIEHNE, TO Ha BPeMS pelleHuns npobiemMbl HAaCTPOWNTE B 3arpy34yrke
GRUB 3arpy3Ky npexHen sepcun sapa (B channe /etc/grub.conf yctaHoBnTe napameTp
default=1).

N3meHeHun B Bepcuu 10.0

1. NobaBneHa nogaep>xka MapLipyTu3auumn Ha base cnegyowmx poytep-a4emMoHos: BIRD,
FRRouting(FRR), QUAGGA, Juniper CRPD u gpyrux.

2. lMNepexop Ha DPDK 20.11 LTS.

NcnpaeneH pasbop EoMPLS.

4. [obasneHa nogfepxka CUrHaTyp, onpefenseMbix N0ab30BaTEeNAMM.

w

N3MeHeHusa B Bepcum 10.0.2

1. fJobasneH HoBbI pexum dpdk engine=4.

2. JobaBneHa noggepxka * B cUrHaTypax sni.

3. N3meHeHo B CentOS 8: 3arpy3ka CEpPBMNCOB YXXe NoCc/e MNOAHON NHMLMAAM3aLMK N Ha3HaYeHU
apecoB CeTeBbIX UHTEP(ENCOB.

N3MeHeHusa B Bepcum 10.0.3

1. WcnpaBneHa nepenaya atpmnbyTta Gateway ans DHCP/ARP/PPP aBTopu3auun.
2. WcnpassieHre NpuMeHeHns NnoJib30BaTeIbCKMX CUrHATYyp Ha ocHose HTTPS/QUIC.
3. [DPDK] LobaBneH HoBbIM conf-napameTp dpdk _max_simd --- max pa3mep UHCTpyKLmi SIMD.

N3meHeHun B Bepcuu 10.1

1. OobasneHbl npoTokonbl Facetime, SMPP.
2. WcnpasneH nopagok nosien B Boisoge ytuamtel mdb dump B hopmaTe yTuamTtel fdpi ctrl.
3. [BRAS][DHCP-relay] MapameTp bras_dhcp opt82 pacwupeH cnegowmmMm 3Ha4eHNAMK:

1. 3 --- pobaBnATL MM 3aMeHATb CylecTByoWwyto opt82 Tonbko B broadcast-3anpocax;


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router
https://bird.network.cz
https://frrouting.org
https://www.quagga.net
https://www.juniper.net/documentation/product/en_US/crpd
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_relay#дополнительная_настройка
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2. 4 --- n06aBNATb UM 3aMEHATH CyLLeCTBYOLWYI0 opt82 B Nt0bbIX 3anpocax - broadcast nnm

unicast.
Mpwn 3aMeHe y4ynTbiBaeTca napameTtp bras _dhcp opt82 format. MpuyunHa: ons
HekoTopbIX QinQ-npoBanaepos BaXKHO, 4Tobbl opt82 coaeprkana AaHHbIE B €QUHOM
opmaTe, TOraa Kak NPOMeXyTO4HbIe penen MOoryT BCTaBnaTb opt82 B cBoem
YHUKaNnbHOM ¢hopMaTe.

[BRAS][DHCP-proxy] cnpaeneHo: CoA Disconnect Tenepb He nHuuuupyeT nepeson L2-ceccum

B COCTOsiHMe releaded.

. [BRAS][DHCP] N3meHeHo: DHCP-INFORM He uHuuumpyeT aBTOpM3aunio Ha Paguyce. ns DHCP-

aboHeHToB DHCP-INFORM MOXXeT nocbinaTbCsl, €Civ abOHEHTY HYXHbI €LLe KaKMe-TO AaHHble
(onuwmwn), Ho DHCP-aboHeHT yxe aBTopu3oBaH no DHCP-Request. [1ns aboHeHTOB co
ctatuyeckum agpecom DHPC-INFORM moxeT bbITb NnocnaH gnsd nonyvyeHma gon.onumin. Ho ans
L2-aboHeHTOB o static IP Hy>)xHO ncnonb3osaTb aTpubyT VasExperts-L2-User=1 npu 0bbl4HON
L3 auth.

[BRAS][DHCP] UcnpasneHo: npu nony4yeHnn DHCP-Release/Decline cTaTyc ceccum ons
aboHeHTa npocTasnseTca B released. Tem cambiM aboHeHTY 610KupyeTCa focTyn B inet.

. [PCRF] UcnpaBneHo: npu obHapyxeHun paspbiBa CBA3M € Radius-cepBepoM MOran ocTaTbCs

BUCSIYME aKTUBHbIE acct-ceccum (He 3anNaHNpPOBaHHbIE Aas OTNPaBKK B byayLiem).

. [BRAS][DHCP-relay] cnpasneHo: paboTa B pexxume DHCP Proxy ¢ pe3epsupoBaHueM fastdpi

yepes fastpcrf: He nepepaBannce L2-cBoncTBa aboHeHTa Ha pe3epHbii CKAT, Tak Kak C TOYKHK
3peHunsa pcrf nposogmnace L3-aBTopusaums.

. [BRAS][DHCP-relay] icnpasneHo: npu noay4eHnn pensmku oTBETa 3anyckanacb nycrasa acct-

ceccmsa oT uMeHu pesepsBHoro fastdpi. Tenepb He 3anyckaeTcs.

[BRAS] N3MmeHeHo: TTL exceeded oTBe4aeM oT uMmeHn GW aboHeHTa B 1l0OOM HanpaBaeHUN.
[BRAS] lobasneHo: fastdpi.conf-napameTp bras transparency: Npo3payHbiii (1) nnum HeT (0)
CKAT B pexxume L2 BRAS. B pexunme npospadyHocTn L2 BRAS He KoHTpoaupyeT TTL nakeTa, He
nocoinaet ICMP Time Exceeded npu ncyepnanum TTL, no3ToMy, HanpuMep, yTunauta traceroute
He yBUAUT abOHEHTCKUI W3 Npu TpaccupoBke. B pexxnme Henpo3padHocTy (0) L2 BRAS
KoppekTupyeT TTL nakeTa v npu ncyepnaHunm noceinaet ICMP Time Exceeded. 3Ha4yeHue no
ymondaHuio: 1 (L2 BRAS npo3payeH).

[BRAS] [obaBneHo: coxpaHeHne aboHeHTckoro GW B L2-cBoncTBax aboHeHTa (ip_prop). PaHee
agpec wno3a coxpaHanca B UDR Kak oTaenbHas 3anmcb ¢ Tunom “ceccmn” Gateway. Teneps, B
CBS3M C BBOAOM 06paboTkum TTL n HeobxoamnmocTun otrnpasku ICMP Time Exceeded B cny4ae
ncyepnaHua TTL nakeTa, HY>XXHO UMeTb B ip_prop agpec GW aboHeHTa, OT MUMEHUN KOTOpPOro
bynet nocbinatbcs ICMP Time Exceeded.

[CLI] Oo6aBneHo B KoMaHabl: subs prop show - BbiBog GW aboHeHTa, subs prop set - ycTaHOBKa
GW aboHeHTa.

[Router] lobaBneHa nogaep>xka LAG: ecam oauH n3 gesancos LAG nmeet TAP-uHTepdeincsl
(3apencTBOBaH B POYTUHIEe), TO NepexsaT Tpaduka Ha TAP BegeTcs co Bcex aesancos LAGa.
[BRAS] [lobasneHo: L3 auth no ARP-3anpocy (no sourcelP) PaboTaeT To/bKO B pexume L2
BRAS. BeinonHsaeTcs, ecnm L2 ARP auth oTkniodeHa nan HeynadHa (Hanpumep, targetlP He
ABJIAETCS aAPECOM LIt03a UK 3TOT W03 ele HenseecteH CKAT).

[BRAS][ARP]: cnpaBsieHO: Tenepb Npu peLleHnm, Hy>KHo an oTeevaTb Ha ARP-3anpoc K
JIOKAJIbHOMY KJINeHTY, y4nTbiBaeTcs VLAN.

[BRAS][L3] OobaBneHo: 3anomMnHaem subnet mask B L2-ceoncTtBax, ecnm 3agaHo VasExperts-
L2-User=1.

[BRAS][DHCP] N3meHeHO: 0bpaboTynku oTBeTa Ha DHCP-aBTOpU3aLmio NOAKIIIOYEHbI BCEr Aa.
[Router] ObHoBNeHMe Kella ARP He Tos1bKO Mo reply, HO 1 Mo 3anpocaM OT coceaen.
[Router][CLI] fobaBneHa TecToBasa CLI-komaHaa router neighbor cache refresh ---
npuHyauTensHoe obHoBneHne neighbor kewa Linux ansa IPv4/IPv6.

[Router][CLI] Ona komaHabl router test gobasneHo npumeHeHune npasuna default route.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term:ttl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#поддержка_lag
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#поддержка_lag
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[BRAS][PPPOE] icnpaBneHo: BbIBOA TPENCOB B Slave-noru npu 3agaHnm

bras pppoe trace mac.

[Router] N3meHeHO: ecnn 3anncb ARP-kelwa He umeeT L2-ceoncts (MAC-agpeca), TO NoCbllaem
ICMP dest unreachable, cam nakeT gponaem. B ctatuctuke CLI Takne cutyaumm BolBOOATCS
O0THeJNIbHO --- c4eTYMK unknown gw mac.

[Router] [lobaBneHo: npuHyamTenbHoe obHoBneHne Kewa ARP Linux B cnyvasx, korga B ARP
kKew pgobasnsetcs IP, Ho MAC n VLAN 3Toin 3annucu HeN3BeCTEH.

N3MeHeHusa B Bepcum 10.1.1

1.
2.
3.

NcnpasneHune getekTtopa RTP.
[Router] NcnpaBneHa owmnbka paboTbl ¢ IPv6 nakeTamMu Npu oTKIOYEHHOM aHanm3e IPv6.
[DPDK] UcnipasneH pexum dpdk _engine=4.

N3MeHeHusa B Bepcum 10.2
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YnyyweHo petektuposaHme WhatsApp.

Yny4yweHa nogaepxka kapt Mellanox.

[Router] NobasneHa nogaepxxka multi-path (ECMP).

[BRAS][AUTH] 3meHeHo: Bbl4MCNEHNE BpeMeHn L3-ceccum ona HeaBTOpM30BaHHbIX (rejected)
L2-aboHeHTOB (Hanpumep, ans pexuma DHCP Relay). Tenepb ecnn SiBHO 3afaH aTpubyT
Session-Timeout, MMEHHO OH Y4MUTbIBAETCA 415 ANINTENbHOCTU HEAaBTOPU30BaHHON
(rejected) L3-ceccun.

. [PCRF][ACCT] Workaround ons cuTyauun, Korga nosBnagoTCa He3anJaHMpoBaHHbIe acct-ceccum

B cocToAHUM started.
[BRAS][PPPOE] lobaBneHo: BO3MOXHOCTb 3afaHuna Service-Name co ctopoHbl CKATa npu
ycTaHoBke PPPoE-ceccun --- nobasneH napameTp bras_pppoe_service_name B fastdpi.conf.

. [Router] NcnpaeneHo: y4eT napameTpa nat exclude private=1 npu NpUHATAM pelleHus,

HY>XHO W11 HET aHOHCNPOBATb cepb||7| allpecC KJIneHTa B inet.

. [BRAS] lobaeneHo: nogoaepxxka atpnbyta Framed-Route gnsa L3 aBTopm3auum ¢ gparom

VasExperts-L2-User=1.

. [PCRF] UcnpaBneHo: yyeT aTpnbyTa Idle-Timeout gna PPP-aBTOpm3aumm.
10.
11.

[PCRF] JobasneHo pon. normposaHme VLAN, MAC agnsa owmnbok B DHCP-3anpocax.
[BRAS][DHCP] Framed-Pool UcnpaeneHo: nobasneHune VasExperts optl25 ¢ uMeHeM nyna B yxe
CyllecTByoLyo optl25, ecin OHa eCTb.

[BRAS] lobaBneHo: yyeT aTpubyta VasExperts-Enable-Interconnect=0 npu local
interconnect. PaHee 3T0T aTpmbyT y4nTbIBANACA TObKO AN MOPTOB, A4J19 KOTOPbIX ABHO 3afaHa
onuma bras term dev inner B fastdpi.conf.

[PCRF][ACCT] NcnpaBneHo: He poeTekTupoBancs idle, ecnm nocne cTtapTa acct-ceccum He
661710 BOOOLLE HMKAKMX U3MEHEHWI fAaHHbIX (BCE CHETHYMKM NO HYNAM) U KOHTPOosb idle
Be4eTcs No ucxoasuiemy ot aboHeHTa gaHHbiM (fastpcrf.conf

acct check idle mode=1).

[DPDK][CLI] B BbiBOA KOMaHAbl dev link state show nobaBneHa Tekywas CKOPOCTb NopTa
n npusHakm full-duplex n autoneg.

[Router] [lobaBneHo: obpaboTka yaaneHus npasuna default route.

[BRAS][AUTH] N3meHeHnda no aHoHcaMm IP-agpeca aboHeHTa and L3-aBTopum3sauumn.
NcnpasneHo: nageHune n3-3a DDOS 13 BHyTpPeHHEN CeTn onepaTopa.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#multi-path_routing_ecmp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонсы_абонентов_и_nat_pool
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool:ipv4
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонс_адресов_l3-абонентов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонс_адресов_l3-абонентов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонс_адресов_l3-абонентов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонс_адресов_l3-абонентов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#анонс_адресов_l3-абонентов

1)
CM. NepeBoA, C NAaTUHCKOrO :), He NyTaTb ¢ Maximus Prime - koMmaHAyOWMM aBTOOOTOB-
TpaHCchopMepoB
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