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Beta-Bepcusa 14.2

C!) PekomeHaauumn no obHoBNeHMO Ha BeTa Bepcuto, HacTponka u cbop noros

OTcnexmBanTe Tekywyto Bepcuto CKAT n oTnpaBnsnTe 3asaBku Ha 06HOBNEHME Yyepes
JIn4yHbI KabnHeT

CKAT-10-COMPLETE

Bepcusa M0 CKAT: 13.2 | [locTynHo o6HoBneHue 14.0

N3MeHeHusa B Bepcuu 14.2 BETAS

1. [DPI] OobaBneHo aeTekTupoBaHme npoTokona FakeTLS ¢ Banngaumen

. [DPI] UcnpasneHo: nepekntoyveHne ¢ QUIC_ UNKNOWN Ha QUIC npu ycnewHoM pasbope SNI

3. [dhcp6-proxy] JobasneHa DHCPv6-onuns 79 Client-LinkLayer-Address, cooepxatuasa MAC-
agpec aboHeHTa, B Relay-Forward 3anpocel Kk DHCPv6-cepsepy Framed-Pool

4. [vlan-rule][pppoe] B komaHay "vlan rule show™ nob6aBneH BbIBOA BCEX pPa3pelLeHnii ans
Service-Name

5. [vlan-rule][pppoe] Add: nonHasa nogaep»xka Service-Name gnsa QinQ

N

MNopnepxnBaoTCA Npasua:
- 6e3 cenektmBHocTm no CVLAN: npasuna Buga ~SVLAN.*" c yka3saHuem SName u 6e3
-nofHbIn QinQ ( svan.cvlan' ) c cenekTUBHOCTbIO N0 SName

6. [vlan-rule][pppoe] PedakTopuHr nogaepxkmn Service-Name

B komaHabl “vlan rule add/rm” pobaBnsetcs nonnepxka PPPoE u Service-Name.

llobaBneHune npasmna obpaboTkn PPPOE nns ykasaHHoro gvana3oHa <Range>
VLANn/QinQ

vlan rule add <Range> pppoe [enable | drop | pass | delay N]
llobaBneHune npasuna obpabotkn PPPOE Service-Name nns yka3aHHOro ananasoHa
"<Range> n VLAn/QinQ:

vlan rule add <Range> pppoe sname <Service-Name> [enable | drop |
pass | delay N]

3pecb <Service-Name>" - umsi PPPoE Service-Name B oguHapHbIX U OBONHbIX
KaBbl4Kax (MOXKHO 63 KaBblYeK, ecnn aBnaeTca naeHtTudunkatopom (- [a-zA-Z ]1[a-zA-


https://wiki.vasexperts.ru/doku.php?id=dpi:changelog:beta_rec
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:personal_account
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:changelog:versions:ver.png

Z 0-9]%")

PaspeLueHuns:
- “enable’ - pa3peuweHa obpaboTka PPPoE
- “drop” - gponaTb nakeTbl PPPoE
- “pass - nponyctuTb nakeTbl PPPOE HackBo3b 6e3 0bpaboTku
- “delay N° - yctaHaBnmBaTb PPPOE-ceccuio c 3agepxkon B N cekyHn (0 < N
< 16)

7. [IPFIX] LobaBneHa BO3MOXXHOCTb OTNPABKN AaHHbIX No NpoTokony UDP 6onble pa3mepa MTU
(c IP pparmeHTaumen)

8. [DNS] LobaeneHbl napameTpbl ajb_save dns answer _types u ajb_save_dns_request types,
KOTOpble Mo3BONSAIOT 3agaBaTb TUMbl DNS 3anpocos/oTBETOB Ans 3anncy B han U OTNpPaBKy
no ipfix

9. [IPFIX] NcnpaBneHa owmnbKa yCTaHOBKM TarMayTa OTNPaBKN AaHHbIX MO YMONYaHUIO

10. [dhcp-dual] Fix: HekoppekTHoe hopmuposaHue IPve PD-npedurkca ona agpecos u3 Framed-
IPv6-Pool

11. [dhcp-dual] Fix: napeHne npu BKAKYEHUM TpaccMpoBkM no mac "bras_dhcp_trace_mac’

12. [dhcp-dual] Fix: nocnegoBaTenbHOCTb 3anpoca agpecos DHCPv6, 3atem DHCPv4 npnsogmna K
JIMLLHEN aBTopuM3aLum

13. [dhcp-dual] Fix: Tpaccuposka otseTtoB DHCPV6, ecnn MAC-agpec CTOUT Ha TpacCMpOBKe

14. [DNS] JobasneHa ytunmTa dic2dns

N3MeHeHusa B Bepcuu 14.2 BETA3

DPI

1. [DPI] OobasneH pa3bop TyHHensa GRE ERSPAN nns pexuma check tunnels=1

2. [DPI] CoobLueHune "Can't allocate record http_state" Tenepb BbiBOAMTCA pa3 B 50000

3. [DPI] DobasneHa nposepka nara MARK2 ans nepeonpennenns 8 QUIC_UNKNOWN_MARKED
korga npoTtokos QUIC ewwe B npouecce onpenenenms SNI

BRAS

1. [BRAS][Router] 3meHeHO BbiYMTbIBaHME Linux route table npu ctapTe poyTepa
B T0 Bpems, Kak poyTep Bbl4uTbIBaeT Tabauyy, BIRD MoxxeT nobaBnsTe HOBbIE 3aMncu B Hee, B
pe3ysibTaTe HEKOTOPbIE 3annMCK MOTyT HEe MOonacTb K HaM B poyTep, YTO 0COBEHHO HEMPUSATHO,
ec/v 3Ta 3anuce - npasmno default route. YTobbl n3bexaTb Takux CMTyauun, Tenepb npouecc
CUHXPOHM3aL MM BbINOJIHAGTCA KakK MUHUMYM B [iBa NPOX0Ja: CMHXPOHM3ALMUA CYNTAETCSH
yCneLwHoNn, ecnn ABa nocnenoBaTesibHbIX YTeHUs Linux route table Bo3BpaTunm ognHakoBoe
4ynucno 3anucen. FastDPI byneT Bbl4MTbIBaTL route table o Tex nop, Noka 3To yc/ioBue He
BbIMOJIHUTCS, HO NMPX 3TOM eC/in 4 NONbITKN NOAPSAL OKa3asMCb HeyaadHbiMK, To fastDPI cTpouT
csou RIB/FIB no nocnenHen nonbITKe 1 NAaHUPYET HOBYIO CMHXPOHM3aLMIO Yepe3 HebobLloe
BpeMsa (2 cekyHAbl)



N3MmeHeHun B Bepcuu 14.2 BETA2.1

NAT

1. [CG-NAT] N3meHeHuns onTuMn3laumm NAT.
N3MeHeHusa B Bepcum 14.2 BETA2

DPI
1. [DPI][DNS] UcnpasneHa owmnbka paboTbl 19 ycnyru ¢ IPv6 Tpadumkom
BRAS

1. [BRAS][DHCP-Dual] OobaBneH y4yeT Lease-Time
B pexxmme DHCP Dual KpuTun4eckun Ba)kHo, 4Tobbl Session-Timeout 6bin B HECKOBLKO pa3
(MMHMMYM B 4 pa3a) bonblle, 4em Lease-Time. Ecnv 3T0 ycnoBme HapylwaeTcs, To Lease-
Time nonaraetcsa paBHbIM 1/4 oT Session-Timeout.
Lease-Time bepeTtcs n3 oteeTa RADIUS-aBTOpM3aLmMm (B NOPSALKE YMEHbLUEHUS NPUOPUTETA):
1. atpubyTt DHCP-IP-Address-Lease-Time;
2. aTpubyT VasExperts-DHCP-Option-Num, 3agatowmin onuuio 51;
3. DHCP-onuwus 51, ecnm agpec pacnpegeneH ns Framed-Pool.

Ecam Lease-time He 3agaH HM O4HMM M3 Bbllenepe4yncieHHbIX cnocobos, To
nonaraeTcs paBHbIM 1/16 oT Session-Timeout.
MWHUMaNbHbIE 3HAYEHNS:

o Session-Timeout — 600 cekyHn

o Lease-Time — 60 cekyHA

NAT

1. [CG-NAT] flobaBneHa noaaep»Xka OTKAOYEHUS K3LWwa 6enbix agpecos Ansa skcnopta NAT
TpaHcnsaumin. Hactpoka nat dstaddr cache size=08 /etc/dpi/fastdpi.conf

N3MeHeHusa B Bepcum 14.2 BETA1L

DPI

1. [DPDK] Nepexop Ha HoByto Bepcuio DPDK 25.11

. [DPII[NAT] OnTuMmu3aLms npu nepenosiHeHNN Kiwa cepbln-6enbii

3. [CLI][VLAN] B komaHnay vlan rule dump gobasneH napameTp, Onpenenstowmin, Kakon Tum
npasun BbiBOAUTL: vlan rule dump [type]
type — rule type: perm, dhcp, all (default)

N



BbiBecTu pa3speweHunsa ana VLAN:

vlan rule dump perm

BeiBecTn npasunia Tosabko anga DHCP:
vlan rule dump dhcp

BbiBeCTun BCe npaBuna:

vlan rule dump

. [CLII[DPI] BoiBog komaHabl fdpi cli dump flow cache format pacwmpeH HoBbIMM
nonsaMu

®opmart BbiBoAa dump flow

Mpumep:

nthr=1 slic=3 proto=6 ip 1=192.168.4.20:65163 ip 2=217.69.133.145:443
ssid=1675E5CF5FB1337 dpip=91 ittr=16 tmlb='2019/10/30 02:02:51,
-357.642147s (4148500652028035 ticks)' ialf=0 drct=0x1 iown=1 ilst=1
btsip=0x2 tcpbts 0='-APRSF' tcpbts 1='-AP-S-' qoest=0 qoef 0=0 goef 1=0
goer 0=6 qoer 1=6 whip=94.140.198.86:33326 itrnsld=1 igcache=0

gre pid=0 gre mtd=0

Mo nonsm:

o nthr=1 — HoMep NOTOKa, KyZa NoMeLLleHa 3anucb (419 MynbTUKNACTEPa MOXET He
coBnagaTb € iown)
o slic=3 — Homep slice Kawa
o proto=6 — IP npoTokon
oip 1=192.168.4.20:65163 ip 2=217.69.133.145:443 — napa IP agpecos u
NopTOB MAEHTU(MLMPYOLWMe 3anucb. ECan y npoTokona HeT NopToB - nociegHue 0
o §51d=1675E5CF5FB1337 — naeHTudmnkaTop ceccun
o dpip=91 — npoTokosn DPI
o ittr=16 — nHaeKc B oMepean UCrnonb30BaHNA NOBTOPHLIX 3anncen
o tmlb='2019/10/30 02:02:51, -357.642147s (4148500652028035 ticks)' —
BpeMsa nocnefHero obpalleHnsa K 3anucu
o ialf=0 — Homep o4epean 06paboTkm :
» en_nalfs shrt = 0 — o4epellb C KOPOTKMM BPEMEHEM XKUN3HU
= en_nalfs long = 1 — ponrourpatooLwas o4epenb
o drct=0x1 — npn Kaknx ycaoBusx cosgaHa 3anncb. Mnagwwue 4 buta 3agatoT
HanpasieHne nakeTa, NPy KOTOPOM CO34aH KJIH0Y M COOTBETCTBEHHO NPUHAANEXHOCTb
src_ipwudst ip
drct=hip l<h.ip2:
»drct == 0—h_ip 1 —src ip
»drct == 1—h ip 1—dst ip
cTapwwe 4 buta 3agatoT flw_dir, npn KoTopom Bbi co3aaH KoM
o iown=1 — HOMep NOTOKa, KOTOPbIA CO34aN 3anucb
o ilst=1 — HoMep NOTOKa, KOTOPbLIN NocaefHWA pa3 obpabaTbiBan 3annch
o btsip=0x2 — cny>xebHble 6uThl 0bpaboTky flow
o tcpbts 0='-APRSF' tcpbts 1='-AP-S-' — 6utbl TCP coeguHeHus B ABYX



HalMpaBNeHUAX:

( tcp bits & 0x0020 ) ? 'U' : '-!
( tcp bits & 0x0010 ) ? 'A' : ‘-
( tcp bits & 0x0008 ) ? 'P' : -
( tcp bits & 0x0004 ) ? 'R’ ; '-!
( tcp bits & 0x0002 ) ? 'S' : '-!
( tcp bits & 0x0001 ) ? 'F' : '-!

o goest=0 — cTaTyc QoE:
= enst none = 0,
» enst _ack — xaem nogTeepxaatowmn ACK ot knmeHTa Ha SYN+ACK oT cepsepa
» enst fin ack — xagem nogteepxpatowun FIN+ACK ot cepsepa Ha FYN ot
KNMeHTa
» enst_ack srvfin — xpem noareeppatowmn ACK ot cepsepa Ha FIN+ACK oT
KnneHTa (cepBep nepsbin nocnan FIN)

goef 0=0 qoef 1=0 — K0ON-BO PparMeHTMPOBAHHLIX MNAKETOB B ABYX HaMNpPaBJIEHUAX
goer 0=6 goer 1=6 — K0J1-BO peTPaHCMMUTOB B ABYX HarnpasJieHNAX
pktp 0=1 pktp 1=0 — Konm4ecTBO NakeToB ¢ payload B ABYX HanpaBneHuUsx, Ho He bonee
65000
btsp 0=1 btsp 1=0 — obbem payload B ABYyX HanpaBneHusx, Ho He Bonee 65K
whoisc=0 nan 1 — KT0 MHMUMMpPOBaN coegNHEHNE
OonuuoHanbHO — ecnn ecTb NAT TpaHChaUua:
o whip=94.140.198.86:33326 — BblAeNeHHbIN benbin agpec+nopT
o itrnsld=1 — nHAeKc gaHHbIX NPognaa No KoTopoMy bbi BeigeneH 6enbin agpec
o igcache=0 — nHAeKC B COOTBETCTBYHOLLEM K3Lle-slice nepekoanpoBKIM cepblin -— 6enbin
o gre pid=0 — onepepeneHHbin callid
o gre _mtd=0 — meTop4 BblaeneHus 6enoro agpeca ons GRE

. [BALANCER] [lobaBneHa BO3MOXHOCTb UCNOAb30BaHMA vlan rule gna dunbTpaunm nakeTos
. [DPDK] obaBneHo: HoBas onuns dpdk _max_memzone [cold] — YcTaHoBka DPDK max

w

memzone count. Mo ymon4aHuio, B DPDK max memzone count = 5120 (3aBucuUT OT BEpCUn
DPDK)

0 — ncnonb3oaTh default-3HavyeHue, 3awnToe B DPDK. YcTaHaBnmBaTb 3HavyeHue bonblie
NMeeT CMbICN AN huge-KoHpUrypaumm co MHOrMMKN KapTaMu, ecnn Ha ctapTe fastDPI
nonyyaem owmnbky "Number of requested memzone segments exceeds maximum 5120"
[CLII[DHCP-Dual] LobaeneHo: nogaep>xka komaHabl dhcp show stat vrf

[DPDK] HoBbI engine dpdk engine=7 c nognepXKoW ABHOM0O YKa3aHUs AnCneT4epos
JaHHbIA ABVXOK NOLAEPXKMBAET reTeporeHHble KOH(pUrypaumum, Koraa B 0o4HOM Kactepe
HaXo4ATCA NOPThI pa3HOro Tnna — Hanpumep, in-dev 100G nopT, out-dev - Heckonbko 10G
nopToB.

AucneTyepsl 3apatoTcs B onumax dpdk _dispatch:

dpdk dispatch=<cnucok-noptos>[;params]*

o <Cnncok-nNopToB> 3afaeT, Kakune NopThl 06CNyXXMBAET AaHHbIA AUCMETYEp
o params — LOMOJHUTE/IbHbIE ONUMK AaHHOro gucneTtyepa. JoCTynHbIE ONumMu:
* rss=N — BktoYeHne RSS Ha Bcex NopTax AaHHOro gucnetyepa; bynet co3pgaHo N
ANCMETYEPOB - MO0 OAHOMY Ha KaXkaylo rx-o4yepessb.
» mempool size=N — pa3mep mbuf pool ana gaHHoro gucnetyepa. Kaxxabin
dpdk dispatch nmeeT cBo mempool, pa3mep nysoB MOXET ObITb pa3HbIM 414



pa3Hbix dpdk dispatch.

Onuun dpdk _dispatch moxeT BbITb MHOIO, KaXKAas ONUCbIBAET OTAEJbHbIN
ancnetyep (Mav rpynny AncneT4yepos, ecaun 3afaHo rss). Kaxablh NopT KnacTepa
LOJDKEH BXOAUTb POBHO B oauH rnapameTp dpdk dispatch. Onsa on-stick B

dpdk dispatch onucbiBaeTcsa *6a30BbIn* pusnyecknin nopT, a He on-stick NopThI,
OCHOBAHHbIE Ha HEM.

®aTanbHbIMKN OWIMOKaMM KOHUIypaLmMm CHUTAIOTCS Ciefyowmne cyvau:

MOPT KNacTepa He BXOAUT HM B KaKOW <CMMCOK-MOPTOB> napameTpa

dpdk dispatch

NopT KNnacTepa BXOAUT B <CMUCOK-MOPTOB> HECKOJIbKMX Pa3/INyiHbIX MapaMeTpoB
dpdk dispatch

B <cnucke-noptoB> napametpa dpdk dispatch nepeyncneHbl NOpPTbl U3 PasHbIX
KNaCTepOB, — KaXXAbl ANCHeTYep A0JHKEH 06Cy>XMBaTb MOPTbI TOJIbKO 0AHOI0
Knactepa

ﬂ,aHHbIVI OBUXOK ABJIAETCA YHMNBEPCAJIbHbIM B TOM CMbIC/1E€, HTO YEPE3 HEIFrO MOryT
ObITb Bblpa>XeHbl BC€ 0CTalJlbHble ABUXKW, HanpuMmep:

dpdk _engine=0: oguH gmcneT4yep Ha BCE MOPThbI
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port2,port3,port4

dpdk _engine=1: pgucneTyep Ha HanpasneHue
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port2
dpdk dispatch=port3,port4
dpdk dispatch=2: pguncnetyep Ha HanpasneHWe C noggepxkom RSS
dpdk rss=4
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port2;rss=4
dpdk dispatch=port3,port4;rss=4

dpdk _engine=3: pgucneTtyep Ha MOCT
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port3
dpdk dispatch=port2,port4

dpdk engine=4: pucneTtyep Ha nopT
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl
dpdk dispatch=port2
dpdk dispatch=port3
dpdk dispatch=port4

dpdk _engine=6: pgucneTyep Ha MOCT C nognepxkonm RSS



dpdk rss=4
in dev=portl:port2
out dev=port3:port4
dpdk dispatch=portl,port3;rss=4
dpdk dispatch=port2,port4;rss=4

ans ONCNETYEPa Heobxoanmo YKa3blBaTb I/ICI'IO}'Ib3yeMbII7I mempool.

» Onucatenbs mempool — TonbkKO And dpdk engine=7
dopmar:

dpdk mempool=name=<name>;size=N

name 3agaeT nmMs mempool (max 15 cumBonoB)

size 3afaeT pa3mep (4ncno anemMeHToB) mempool

Oba napameTpa aBasTCa 06a3aTeNbHbIMK

Onuun dpdk_mempool MoxeT BbiTb MHOIO, KaXKAas ONUCbIBAET OTAE/bHbIN
mempool

dpdk mempool=...

» OnucaTtenb gucnetyepa — TosbKO ansa dpdk engine=7
®opmar:

dpdk dispatch=<cnucok-nopTos>;mempoo l=<uma>[;params]*

<Cnuncok-nopToB> 3agaeT, Kakue NopTbl 06CAy)KMBaET AaHHbLIN gucneTyep
params — OOMNOJIHATENbHbIE ONUMM OAHHOMO AncneTyepa. JOoCTynHble onunum
mempoo l=<umsa> — 3agaeT uma mempool Ang gaHHOro gucneTyepa
(obs13aTeNbHbIN NapamMeTp)

rss=N — BkNo4YeHne RSS Ha BCcex NopTax AaHHOro aucnetyepa; byget co3gaHo N
ANCneT4yepoB, N0 OAHOMY Ha KaXAYo rx-ovepenb.

Onuwnin dpdk _dispatch moxeT 6bITb MHOMO, KaXKias OnuCbIBaeT OTAe/bHbIN
ancneTyep (waum rpynny AucneT4epos, €C/in 3afaHo rss)

dpdk dispatch=...

5. [IPFIX] UcnpaBneHa owmnbka npu nameHeHmm onuum ipfix dev
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