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Mpumep BRAS L2 DHCP Radius Proxy

OnucaHue cxeMbl

x]

BRAS DHCP L2 o3Ha4aeT, 410 aboHeHT nonyyaeT IP-agpec 4epe3 DHCP Proxy n npoxoaunt AAA B
bunnunHre. Janbwe TepmuHupyetcs CKAToM 1 nonafaeT Ha bopaep.

Ona opraHmsauum pabotel CKAT B pexxume BRAS L2 DHCP Radius Proxy y4acTBytOT ciefyioLime
3/IeMEHTbI:

KnneHT ¢ Tunom goctyna Q-in-Q

FastDPI - obpaboTka Tpamka 1 npumMeHeHne NoanNTUK

FastPCRF - npokcupoBaHue 3anpocos mexay fastDPI n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF n hopmupyeT O0TBETHI C 3a4aHHbLIMK
aTpubytammn

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 06paTHbIN MapLLPYT, Ha TEKYLLNIA
MOMeHT HeobxoaumMmo nponuckiBaTh Static Route, T.k. B CKAT HeT nopaepxku OSPF n BGP

e

CueHapumn
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Mo DHCP 3anpocy - B aTom cny4vae, korga BRAS cdukcupyet DHCP 3anpocbl CO CTOPOHbI abOHEHTCKOW
ceTun, To hopMmpyeT cooTBETCTBYIOWMe Radius 3anpockl 41a nonyyveHus napameTpos DHCP-apeHabl
KoTopble coobuatoTcs aboHeHTy. Kpome Toro, B oTBeTe Ha DHCP-ayTeHTU(MKALMIO MOXHO, TaKXe,
nepegaTb NapaMeTpbl CECCUUN BAMAKOLLME HA NPOXOXXAeHNe Tpaduka aboHeHTa. MNpu nepegayn
napameTpa Session-Timeout fBAsSETCA 3Ha4YeHMeM BpeMeHeM apeHbl agpeca (lease time). Mpu
pa3fencHoM nonyyeHun napametpos DHCP n Tpadmka (IP) MOXHO yKa3biBaTb pa3/finyHble 3Ha4YeHUs
Session-Timeout, 4To pa3ymeeTcs byaeT 0OBONLHO yA0OHO, Tak HanpuMmep BbiAaTb BPEMS apeHabl 6
4acoB, HO MpPW 3TOM NPOBOAUTL PeaBTOPU3aLMIO NapaMeTPOB TpaunKa KaK bl Hac.
NoeHTndmkaTopom obopynosaHus aboHeHTa sensetcs - MAC-agpec, Homep VLAN nnam 3HavyeHuns
nonen Option-82.

HacTtpouka FastDPI

1. PepakTupoBaHue cpanna Kkoucpurypauuu DPI

CnepBa He0bX0AMMO paCKOMMEHTUPOBATL (406aBNTL) CieaytoLimne CTPOYKN B haln KOHGUrypaLum
/etc/dpi/fastdpi.conf .

#BKJIIO4YEHME BHYTPEeHHeN 6a3bl 4aHHbIX CBOMCTB NOJib30BaTeNen
udr=1
#akTusupyet pexum L2 BRAS



bras enable=1
enable auth=1

#"BupTyanbHbin" IP agpec DPI (4onxeH 6biTb YHUKANbHBIM B CETH)

bras arp ip=192.168.1.2

#"BupTyanbHbin" MAC apgpec DPI (cnenyeT ucnosb3oBaTh peanbHbii MAC agpec noboro n3
DNA wuHTepdencos)

bras arp mac=a0:36:9f:77:26:58

#IP anpec bopaepa

bras gateway ip=192.168.1.1

#MAC appec nHTepdeiica, B KoTopblin nogkatodeH DPI, Ha bopaoepe
bras gateway mac=c4:71:54:4b:e7:8a

#naHHble cepBepa, rae yctaHoneH Fastpcrf (ecnu Ha ToM Xe, roe u Fastdpi, He
N3MEHATb)
auth servers=127.0.0.1%10:29002

#BkJlo4eHne pexmma DHCP Radius Proxy
bras dhcp mode=2

#TepmmHaumsa vlan (B gaHHOM cnyvae Ter byaeT Bbipe3aH)

bras vlan terminate=1

#nogmeHa MAC agnpecos

bras terminate 12=1

#TepMunHauma Tpaguka ToNbko ans AS, noMeyeHHbIX Kak term (nonesHo, ecnn yepes CKAT
TakXXe MpoxXoanT TpaduK, KOTOPbIA HE HY)KHO TEPMUHNPOBaTD)

bras term by as=1

#3aMblKaHWe NIoKaNbHOro Tpaguka

bras terminate local=1

#BKNOYEeHMe accounting

enable acct=1

#cTaTuctuka no bunnuHry aboHeHTa
netflow=4

#TaM-ayT OTNPaBKM CTaTUCTUKM
netflow timeout=60

Cnen,yeT BbICTaBUTb CBOM 3Ha4YE€HNA ONA Cyieaylolwmnx napaMeTpoB

bras_arp_ip
bras_arp_mac
bras_gateway ip
bras_gateway mac

o

YKa3aHue AS gnga TepMUHUPOBAHUSA



Cnepywowmm Wwarom cnegyet noMeTuTb, ANs Tpadguka 13 Kakux AS HeobxorMOo NPOBOANTb
TepMUHaunio Tpaduka.

Cnincok AS roToBUTCS B TEKCTOBOM (hopMaTe, Kaxkas 3anncb C HOBOW CTPOKU B hopmaTe
CIDR<npoben>Homep AS:

192.168.2.0/24 65550

MoTom oH Npeobpa3yeTcsa BO BHYTPEHHUI hopMaT yTUAMTOM as2bin n pa3mellaeTcs B hanne
/etc/dpi/aslocal.bin , roe ero noaxeaTuT DPI. YKa3aHHbIe B CNUCKe Anana3oHbl aapecoB AobaBsaTcs K
rnobanbHOMy CrNCKY.

cat aslocal.txt | as2bin /etc/dpi/aslocal.bin

Cnuncok nokanbHbIX AS Ans TePMUHMPOBaHUS NOAFOTABANBAETCSA B TEKCTOBOM (haliie B hopmaTte
Homep AS<npoben>dnar:

65550 local
65550 term

KoHBepTUpoOBaHMe BO BHYTPEHHMI hopMaT M pa3melleHmne B paboyem KaTanore, rae HaCTPOMKK
6ynyT noaxesaveHsl DPI:

cat my as dscp.txt | as2dscp /etc/dpi/asnum.dscp

HacTtpouka FastPCRF

Heobxoanmo HacTpouTb FastPCRF. 1na aToro penaktupyem dann /etc/dpi/fastpcrf.conf . Haxogum
CTpoOYKy c napameTpamu RADIUS cepBepa 1 nsMeHsem

#secretl23 - Radius cekpet
#192.168.1.10 - IP appec Radius cepsepa
#eth0 - wnHTepdenc, **c kotoporo** FastPCRF "obwaeTca" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbin FastPCRF oTnpasnseT 3anpoCbl aBTopuU3aumm
#acct _port - nopt, Ha KoTopbln FastPCRF otnpasnser Accounting
radius server=secretl123@192.168.1.10%eth0:1812;acct port=1813

HacTtpouka Radius

HacTpoika npnBoanTCS B KayecTBe npuMepa Ha freeRADIUS 3 1 MOXeT oTan4aThCs 0T
KOH(urypauum Bawero Radius cepsepa.

CnoBapb VasExperts

Cnepsa Heobxogmmo fnobasutb VSA cnosapb



e Konupyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 auctpubytusa fastpcrf B katanor
$freeRadius/share/freeradius
e [lobaBnsem B rnaBHbI cioBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts

Co3spanue Radius KnueHTa

Nlobasnsaem B raddb/clients.conf Radius-cepsepa cneaytouine CTpokun

client fastdpil {

ipaddr = 192.168.1.5

secret = secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3aaHue BUPTYanbHOro cepeepa

[ns co3pgaHma KoHUrypaumm BupTyasibHOro cepsepa konupyem dann raddb/sites-available/default,
BXoOsALWMmMM B nocTaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3aTem pegakTupyem fastdpi-vs:

* 33[laeM UMS BMPTYasIbHOro cepBepa - MeHseM B Havane anna cTpoky server default Ha server
fastdpi-vs

e B cekuun listen ons auth-3anpocos (type = auth) nponuceiBaeM, Ha KakoMm IP-agpece 1 KakoMm
nopTy CywaTb BXOAALLME 3anpochkl (3amMeTuM, 3TO JIoKasibHbIN afgpec Radius-cepsepa):

ipaddr = 192.168.1.10
port = 1812
interface = eth0

Co3paHue y4eTHOM 3aNUCKu AN aBTOpPU3aLuu

NlobaBnsem B thann /etc/raddb/users naHHble No aboHeHTY (cnepyeT yy4ecTb, 4To FastPCRF no
YMOJITHaHMWIO B JAHHOM peXnMe NCMosb3yeT B KavecTse siornHa MAC agpec UCTOYHUMKA, @ B KavyecTBe
napons - VasExperts.FastDPI)

08:00:27:e5:9e:15 User-Password := "VasExperts.FastDPI"
VasExperts-UserName = "L2DHCP",
Framed-IP-Netmask = 255.255.255.0,
VasExperts-DHCP-Gateway = 192.168.2.1,
VasExperts-DHCP-DNS = 8.8.8.8,
VasExperts-Policing-Profile = "100Mbps",
VasExperts-Enable-Service = "9:on"

B chann /etc/raddb/users Takxxe cnepyeT nobaBuTh ABe 3anucu ana FastPCRF



VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

HacTtpouka MapwpyTtusatopa

Ha mMapwpyTnsaTope fobasnsem cTaTU4eCKUA MapLpyT B NOACETL, KOTopyto obcnyxunsaeT CKAT.

/ip route add dst-address=192.168.2.0/24 gateway=192.168.1.2

NMoaknioyeHUue TeCToBOro aboHeHTa

Mpw noakntyYeHnn HenspectHoro aboHeHTa FastPCRF wneT Access-Request co cnepyowmm
copepXKaHvem:

User-Name = "AQ:36:9F:77:26:58"

User-Password = "VasExperts.DPI"

Calling-Station-Id = "a0:36:9f:77:26:58"
NAS-Port-Type = 5

NAS-Port = 100

NAS-Identifier = "VasExperts.FastDPI"

Service-Type = 2

VasExperts-Service-Type =1

VasExperts-DHCP-Request = Discover
VasExperts-DHCP-RelayRemoteId = 0x3137322e31372e312e32
VasExperts-DHCP-RelayCurcuitId = 0x000601360100000a

KourypaumoHHoM hanne FastPCRF BO3MOXHO yKa3aTb, YTO CnefyeT UCMosb30BaThb

‘J-) Mo ymonyaHuto FastPCRF B none User-Name nomewaet MAC agpec aboHeHTa. B
b
B Ka4yecTBe /iornHa (Hanpumep QinQ T3r)

Mpw ycnewHon aBTopusaumnm gaHHoro aboHeHTa FastPCRF noMyMMo ceTeBbIX MapaMeTpoB TakXXe
0XXMAaeT NOJIYYUTb CINCOK HeOBXOAUMBIX YCAYT 1 TapudHbIA AN AaHHOro aboHeHTa B Access-
Accept

Session-Timeout = 84600

User-Name = "Subscriber001"

Framed-IP-Address = 10.0.0.10

Framed-IP-Netmask = 255.255.255.0
VasExperts-DHCP-Gateway = 10.0.0.1
VasExperts-DHCP-DNS = 8.8.8.8
VasExperts-DHCP-DNS 8.8.4.4
VasExperts-Policing-Profile = "100Mbps"
VasExperts-Service-Profile = "11:CG_NAT POOL 1"
VasExperts-Service-Enable = "9:0on"



IlnarHocTuka

Mpw BHeapeHun L2 BRAS MOryT BO3HMKATb pa3/inyHble OWKOKN, NpU KOTOPbIX aBOHEHTLI HE MOryT
ObITb aBTOPM30BaHbI U, COOTBETCTBEHHO, OCTaTbCA 6e3 AoCTyna K MHTEpPHETY. Huxxe npmeeaeHsl
CaMble pacnpocTpaHeHHble npobnemsl:

HeT 3anpocoB Ha aBTOpPU3aLMIO.
MpoBepuTb, 3anyweH nu npouecc fastpcrf. KoppekTHo nn ykasaH agpec Radius cepsepa.
He poxopsaT 3anpockbl Ha aBTopu3auuio oo Radius cepsepa.

MpoBepuTb, paspelleH nu B Firewall’e nopT ons npuema 3anpoCcoB Ha aBTOPM3aLMio (NO-yMONYaHNIO
1812) Ha Radius cepsepe.

MuuryeTtca DPI, HO oo Gopaepa NUHI He JOXOAMUT.

1. Heobxoamnmo nponucaTb CTaTUYHbIA MapLUpyT B CTOPOHY aboHeHTOB Ha bopaepe. Tak Kak
CKAT, noka He ymeeT aHOHCMpoBaTb abOHEHTCKMEe noaceTn, KoTopble 06CNyXunBaeT,
COOTBETCTBEHHO, He0bX0aAMMO yKa3aTb bopLepy, KyZia MapLIpyTU3MpoBaThb Tpaduk.

2. B cnyyae ncnonb3osaHusa NAT ona aboHeHTOB He0OX0AMM aHaIOrMYHbIA MapLIpyT AS
noaceTen, ncnonblyemoix B NAT.

3. KoppekTHo 51 3agaHbl napameTpsl bras_gateway_ip 1 bras_gateway _mac

He oTnpaBnseTrca ctaTUCTUKa Ansa Accounting.

1. MpoBepuTb, pa3peLleH nu B Firewall’e nopT 4ns npnema CTaTUCTUKK (No-ymondaHuoo 1813) Ha
Radius cepsepe.

2. MpoBepuTb, NogkoYaeTca nm gnsa aboHeHTa ycnyra 9.

MpoBepuTb, BKJKOYEH N accounting B HaCTponkax KoHgurypauum DPI.

4. MNpoBepuTb, KOPPEKTHOE NN 3Ha4YeHMe yKa3aHo ans napameTpa netflow.

w

He poxoasat CoA po BRAS.

MpoBepuTb, paspelleH nu B Firewall’e nopT gns npuema CoA (no-ymonyaHuio 3799) Ha cepsepe ¢
FastPCRF.



	Содержание
	Пример BRAS L2 DHCP Radius Proxy
	Описание схемы
	Сценарий
	Настройка FastDPI
	1. Редактирование файла конфигурации DPI
	Указание AS для терминирования

	Настройка FastPCRF
	Настройка Radius
	Словарь VasExperts
	Создание Radius клиента
	Создание виртуального сервера
	Создание учетной записи для авторизации

	Настройка Маршрутизатора
	Подключение тестового абонента
	Диагностика
	Нет запросов на авторизацию.
	Не доходят запросы на авторизацию до Radius сервера.
	Пингуется DPI, но до бордера пинг не доходит.
	Не отправляется статистика для Accounting.
	Не доходят CoA до BRAS.



