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NMpumep BRAS L2 PPPoE

FastDPI BRAS HaunHas ¢ Bepcun 7.2 nogaepxusaeT PPPoE. AboHeHT nogkntodaecs k CKATYy,
ncnonb3ys Tun nogkatoveHnsa PPPoE. Janbwe TepMmuHupyetcs CKAToM 1 nonagaet Ha bopaep.

Inda opraHmsauum pabotel CKAT B pexxume BRAS PPPOE y4yacTBylOT CnegyloLine 31eMeHThl:

KnveHT ¢ Tunom goctyna PPPoE

FastDPI - obpaboTka Tpadmka n NpUMEHeHne NOINTUK

FastPCRF - npokcupoBaHue 3anpocos mexay fastDPI n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF n hopmupyeT 0TBETHI C 3a4aHHbLIMK
aTpnbyTamu

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 0O6paTHbIN MapLUPYT, Ha TEKYLLNIA
MOMEHT Heobxoammo nponuckiBaTh Static Route, T.k. B CKAT HeT nogaep>xku OSPF n BGP

W e

CueHapuu

HacTpouka FastDPI

PepaktupoBaHue panna kondurypauumn DPI

CnepBa He0b6Xx04MMO paCKOMMEHTUPOBATL (406aBMTb) Cieayowme CTPOYKM B haitl KOHGUIYpaLmm
/etc/dpi/fastdpi.conf .

#BKNOYEHME BHYTPEHHEN Ba3bl AaHHbIX CBOMCTB M0Jib30BaTENEN
udr=1

#akTusupyet pexum L2 BRAS
bras enable=1
enable auth=1

#"BupTyanbHbin" IP agpec DPI (goneH 6biTb YHUKANIbHBLIM B CETK)
bras arp ip=192.168.1.2

#"BupTyanbHoin" MAC agpec DPI (cnepyeT ucnonb3oBaTth pesibHbin MAC appec nwoboro us
DNA wuHTepdencos)
bras arp mac=a0:36:9f:77:26:58



#IP appec bopaepa
bras gateway ip=192.168.1.1

#MAC appec uHTepdeinca, B KoTopbiin nogkntoyeH DPI, Ha 6bopaepe
bras gateway mac=c4:71:54:4b:e7:8a

#[aHHble cepBepa, rae yctaHossneH Fastpcrf (ecnu Ha Tom Xe, roe m Fastdpi, He
N3MEHSATb)
auth servers=127.0.0.1%10:29002

# BknoyYaem PPPoE
bras pppoe enable=1

#3apaeM MakcuManbHoe Yyucno PPPoOE-ceccui

#pekomeHayeMmoe 3HaveHue - B 1.5 - 2 pasa bosblie yucna PPPOE-aboHeHTOB
bras pppoe session=10000

#BbIOOP NPOTOKOI@ aBTOPM3aLNK
#Bkno4aem CHAP mn MS-CHAPv2
bras ppp_auth list=2,3

#TepmmHauma vlan (B gaHHOM cnyyae Tar OyLeT Boipe3aH)
bras vlan terminate=1

#3aMblKaHMe NOKaJIbHOro Tpagurka
bras_terminate local=1

#BKJIlOYEHMe accounting
enable acct=1

#cTaTUCTMKa NO BUNNMHIY aboHeHTa
netflow=4

#TalM-ayT OTMNPaBKN CTaTUCTUKN
netflow timeout=60

CneuyeT BbICTaBWTb CBOM 3Ha4YeHNA Ond caenyrownx napamMeTpoB

e bras_arp_ip
@ e bras_arp_mac

e bras gateway ip

e bras_gateway mac

HacTtpouka FastPCRF

Heobxoanmo HacTpouTb FastPCRF. na aToro penaknutypem tann /etc/dpi/fastpcrf.conf . Haxogum
CTpoYKy C napameTtpamu RADIUS cepeepa 1 nsmeHsem

#secretl23 - Radius cekpeTt

#192.168.1.10 - IP appec Radius cepsepa

#ethO - wnHTepdenc, c kotoporo FastPCRF "obuwaetcs" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbln FastPCRF oTnpasnsieT 3anpocbl aBTopM3aLunm



#acct port - nopt, Ha KoTopbin FasPCRF oTtnpasnset Accouting
radius server=secret123@192.168.1.10%eth0:1812;acct port=1813

HacTpouka Radius

HacTpoika npuBoanTCA B KavyecTse npuMmepa Ha freeRADIUS 3 1 MoXXeT oTAn4aTbCs OT
KOH(urypauwmn Bawero Radius cepsepa.

Cnosapb VasExperts

Cnepsa Heobxogmmo pnobasutb VSA cnoBapb

e Konupyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 guctpubytusa fastpcrf 8 katanor
$freeRadius/share/freeradius
e [lobaBnsem B rnaBHbI cnoBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts

Co3paHue Radius KniMeHTa

Hobasnsem B raddb/clients.conf Radius-cepsepa cnegytoLine CTPoKU

client fastdpil {

ipaddr 192.168.1.5

secret secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3paHue BUPTYasibHOro cepeepa

INna co3paHmna KoHpuUrypaunm BMpTyanbHOro cepsepa konupyem ann raddb/sites-available/default,
BXoOAWMmMM B nocTaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3aTem pegakTupyem fastdpi-vs:

* 33/laEM UMSA BUPTYasIbHOrO CEpBEPa - MEHSEM B Hayvase haina CTpoky server default Ha server
fastdpi-vs

e B cekuuu listen gna auth-3anpocos (type = auth) nponuceiBaem, Ha KakoM IP-agpece 1 KakoM
NopTy CAywaTb BXoAsALMe 3anpockl (3aMeTuM, 3To NoKaNbHbIN agpec Radius-cepsepa):

ipaddr = 192.168.1.10
port = 1812
interface = eth0



Co3paHue y4eTHOMW 3aNuUcCKu AN aBTOpU3aLuu

Hobasnsem B hann /etc/raddb/users paHHble N0 abOHEHTY:

testuser Cleartext-Password := "VasExperts.FastDPI"
Framed-IP-Address = 192.168.2.199,
VasExperts-DHCP-DNS = 8.8.8.8

’

VasExperts-Enable-Service = "9:0n",
VasExperts-Policing-Profile = "100Mbps"
VasExperts-Service-Profile = "1l:user nat"

B chann /etc/raddb/users Takxe cnepnyeT nobasuTb Ase 3anucu ana FastPCRF

VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

HacTtpouka Mapwipyrtusatopa

Ha mapwpyTtunsatope fobasnsem cTaTUHeCKUA MapLlpyT B NOACETL, KoTopy obcnyxunsaeT CKAT.

/ip route add dst-address=192.168.2.0/24 gateway=192.168.1.2

NMopaknioyeHUue TeCToBOoro aboHeHTa

Mpw noakntyYeHnn HenspectHoro aboHeHTa FastPCRF wneT Access-Request co cnegyowmm
copepXxaHvem:

User-Name = testuser

MS-CHAP-Challenge = OxE193CBF29405D063646513166D33F57B
MS-CHAP2-Response =
0x010041D33AE9751D811DBD4623CF8DI9EON514000000000000000051760F288DC221DODCE20C
D196968607B56B72E72A852C25

Calling-Station-Id = 18:0f:76:01:05:19

Acct-Session-Id = C4C48F8E00000015

Service-Type = Framed

Framed-Protocol = 1

NAS-Identifier = VasExperts.FastDPI
VasExperts-Service-Type = 4

Message-Authenticator = Ox26FE6195DAAC29492BO3A3FOBO7D638D

Mpumep Access-Accept Npu ycnewwHon aBTopu3aumm:

Framed-IP-Address = 192.168.2.199
VasExperts-DHCP-DNS = 8.8.8.8
VasExperts-Enable-Service = 9:o0n
VasExperts-Service-Profile = 1l:user nat



MS-CHAP2-Success =
0x01533D34313746393641463434423233313445443043324433434439353437354336443738
304532363832

MS-MPPE-Recv-Key =
0x820F64564914155A4C24C039874650715FF81E2B5AA461668DAO5CF6FF1926077290
MS-MPPE-Send-Key =
Ox8BA29098E69F39844E2FD74C5BD3FBOE7FD998348401E56379655D1E7DEA6310505E
MS-MPPE-Encryption-Policy = 0x00000001

MS-MPPE-Encryption-Type = 0x00000006

VasExperts-User-Name = testuser

ImarHocTuka

Mpw BHeapeHun L2 BRAS MOryT BO3HMKATb pa3/iMyHble OWMOKK, NpU KOTOPbIX abOHEHTbI He MoryT
ObITb aBTOPM30BaHbI U, COOTBETCTBEHHO, 0OCTaTbCs 6e3 AoCTyNna K MHTEPHETY. Huxe npuseaeHsbl
Camble pacripacTpaHeHHble npobnemsi:

HeT 3anpocoB Ha aBTOpU3aLUIO.

MpoBepunTb, 3anyLieH nu npouecc fastpcrf. KoppekTHo nn ykasaH aapec Radius cepsepa.

MuHryetcsa DPI, HO po bopaepa NUHIr He JOXOAMT.

1. Heobxoanmo nponncaTb CTaTUYHbIA MapLUPYT B CTOPOHY aboHeHTOB Ha bopaepe. Tak Kak
CKAT, noka He ymeeT aHOHCMpoBaTb abOHEHTCKME NoaceTn, KoTopble 06CyXunBaeT,
COOTBETCTBEHHO, He0bX0AMMO yKa3aTb bopaepy, KyZa MapLIpyTU3MpoBaThb Tpaduk.

2. B cnyyae ncnonb3osaHusa NAT ons aboHeHTOB He0OX0AMM aHaNOrNYHbIA MapLUPYT AS
nogceTen, nucnonb3yemoix B NAT.

3. KoppekTHo 5in 3agaHbl napameTpsl bras_gateway _ip n bras_gateway _mac

He oTnpaBnseTca ctatucTuka gna Accounting.

1. MpoBepuTb, pa3peLleH nu B Firewall’e nopT Ans npnema CTaTUCTUKK (No-ymondaHuio 1813) Ha
Radius cepsepe.

2. MpoBepuTb, NoAKOYaeTca nn gns aboHeHTa ycnyra 9.

MpoBepuTb, BKJKOYEH A accounting B HaCTponkax KoHgurypauum DPI.

4. MNpoBepuTb, KOPPEKTHOE NN 3HAYeHMe yKa3aHo ans napameTpa netflow.

w

He poxoasat CoA po BRAS.

MpoBepuTb, pa3peLleH nu B Firewall’e nopT onsa npnema CoA (no-ymonyaHuio 3799) Ha cepsepe C
FastPCRF.
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