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NMpumep BRAS L2 DHCP Relay Agent

(]
BRAS DHCP L2 o3Ha4aeT, 4To CKAT DPI BbicTynaeT B kayectse DHCP Relay 1 nocne ycnewHoro
noaHATMA ceccum aBTopu3yeT aboHeHTa no BeigaHHOMY IP agpecy. danblwe TepmuHnpyeTcs CKATom

1 nonapgaeT Ha bopaep.

Ona opraHn3saunn pabotel CKAT B pexxmume BRAS L2 DHCP Radius Relay y4acTByT cnegyouwme
3/1EMEHTbI:

KnneHT ¢ TMnoM goctyna Q-in-Q

FastDPI - obpaboTka Tpadmka n NnpUMEHeHne NONTUK

FastPCRF - npokcupoBaHme 3anpocos Mmexay fastDPl n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF 1 hopMupyeT 0TBETHI C 3a4aHHbIMM
aTpnbyTamu

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 06paTHbIN MapLLPYT, Ha TEKYLLNIA
MOMEHT BO3MOXEH CLeHapui co Static Route n cueHapui ¢ HacTponkon MapwpyTu3aunmn OSPF
n BGP Ha CKAT

Ll

CueHapum

HacTtpouka FastDPI

PepakTupoBaHue cauna koHcgpurypauum DPI

CnepBa He0HX0AMMO PacKOMMEHTUPOBaTL (A06aBUTL) CieayloLmMe CTPOYKN B (haitn KoHUrypauum
/etc/dpi/fastdpi.conf .

#BKNOYEHME BHYTPEHHEN Ba3bl AaHHbIX CBOMCTB MOJib30BaTENEN
udr=1

#BKJIlOYaeM pexunm asTopusaumm no IP
enable auth=1

#akTumeupyet pexum L2 BRAS
bras enable=1

#"BupTyanbHoin" IP agpec DPI (posiXeH OblTb YHMKabHBIM B CETU)
bras arp ip=192.168.1.2

#"BupTyanbHbin" MAC appec DPI (cnepyeT mcnonb3oBaTh penbHbin MAC agpec noboro n3
DNA wnHTepdencos)
bras arp mac=a0:36:9f:77:26:58

#IP appec bopaepa
bras gateway ip=192.168.1.1

#MAC apgpec uHTepdeica, B KoTopbin nogkntodeH DPI, Ha 6bopaepe
bras gateway mac=c4:71:54:4b:e7:8a
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#[aHHble cepBepa, rae yctaHosneH Fastpcrf (ecnu Ha Tom Xe, roe m Fastdpi, He
N3MEHSAThb)
auth servers=127.0.0.1%10:29002

#BKnoYveHne pexuma DHCP Relay Agent
bras dhcp mode=1

#192.168.10.2 — IP-appec DHCP-cepsepa
#vethO — uMmsa ceTeBOro UHTepdeinca, c KOToporo nponssoamnTcsa cesadb ¢ DHCP-cepsepom
#67 - NopT, 3Ha4YeHne No YMOJIHaHUIO: 68
#arp proxy - nar pearmposaHus Ha ARP-3anpocbl IP-apnpeca DHCP-cepsepa
#alias ip - anunac DHCP-cepsepa
#reply port - nopT, Ha kKoTopoMm xaem oTeeTbl DHCP-cepsepa.
bras dhcp server=192.168.10.2%veth0:67;arp proxy=1;alias ip=192.168.1.4;repl
y port=67

#TepMmuHauma vlan (B gaHHOM cny4ae Tar 6yaeT BbipesaH)
bras_vlan terminate=1

#nogomeHa MAC agnpecos
bras terminate 12=1

#3aMblKaHMe NOKaNbHOro Tpagurka
bras terminate local=1l

#BKJIIOYEHMe accounting
enable acct=1

#CcTaTNCTMKA N0 BUNAMHry aboHeHTa
netflow=4

#TanM-ayT OTNPaBKN CTAaTUCTUKN
netflow timeout=60

CneuyeT BbICTaBWTb CBOM 3Ha4YeHNA Ond caenyrowmnx napamMeTpoB

bras_arp_ip
bras_arp_mac
bras_gateway _ip
bras_gateway mac

o

Ecnm ceccus ycnewHo ctapToBaHa, U pexum L3-aBTopusauny BkaoyeH (enable_auth=1), fastDPI
BRAS HemenneHHo nockinaeT Radius-3anpoc Ha aBTopm3aumto aboHeHTa, 4TOObI NONYYUTH
aKTyaNbHbIN CMMCOK NOOKIOYEHHbIX YCNYr U NPotnab NOANCUHIa aboHEeHTa.

HacTtpouka FastPCRF

Heobxoanmo HacTponTb FastPCRF. 1na aToro penakutypem dann /etc/dpi/fastpcrf.conf . Haxogum
CTpoYKy C napameTtpamu RADIUS cepBepa n nsmeHsem

#secretl23 - Radius cekpeTt



#192.168.1.10 - IP appec Radius cepsepa
#ethO - wuHTepdenc, **c koToporo** FastPCRF "obwaetcs" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbin FastPCRF oTnpaBnseT 3anpocbl aBToOpM3aLum
#acct _port - nopt, Ha KoTopbin FasPCRF otnpasnset Accouting
radius server=secretl23@192.168.1.10%eth0:1812;acct port=1813

HacTtpouka Radius

HacTponka npuBoaAnTCA B KavyecTse npuMmepa Ha freeRADIUS 3 1 MoXeT oTan4aTbCs OT
KOH(urypauum Bawero Radius cepsepa.

CnoBapb VasExperts

Cnepsa Heobxogummo nobasutb VSA cnosapb

e KonuMpyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 auctpubytusa fastpcrf B katanor
$freeRadius/share/freeradius
e lobaBnseM B rnasHbI cyioBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts

Co3spaHue Radius KnueHTa

Nobasnsem B raddb/clients.conf Radius-cepBepa cneaytoLine CTpoKu

client fastdpil {

ipaddr 192.168.1.5

secret secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3paHue BUPTYasbHOTrO cepBepa

Ins co3gaHma KoOHUrypaumm BMpTyasbHOro cepsepa konumpyem dann raddb/sites-available/default,
Bxoaawmm B noctaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3atem penaktupyem fastdpi-vs:

e 33aeM UMS BUPTYasibHOr0 CepBepa - MEHSIEM B Havane anna cTpoky server default Ha server
fastdpi-vs

e B cekuuu listen gna auth-3anpocos (type = auth) nponuceiBaem, Ha KakoM IP-agpece 1 KakoM
NopTy CNywWaTb BXOAALLME 3aMpochl (3aMeTuM, 3TO JIoKasibHbIN agpec Radius-cepsepa):

ipaddr = 192.168.1.10
port = 1812



interface = eth0

Co3paHue y4eTHOMW 3anucKu AN aBTOpU3aLuu

NlobaBnsaem B thann /etc/raddb/users naHHble No aboHeHTY (cnepyeT yy4ecTb, 4To FastPCRF no
YMOJITHaHMIO B JAHHOM peXuMe NCMosb3yeT B KavecTse siornHa MAC agpec UCTOYHUMKA, @ B Ka4yecTBe
napons - VasExperts.FastDPI)

192.168.2.10 User-Password := "VasExperts.FastDPI"
VasExperts-Policing-Profile = "10Mbps",

B chann /etc/raddb/users Takxxe cnepyeT nobasuTb ABe 3anucu ana FastPCRF

VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

NMopaknioyeHUue TeCToBOro aboHeHTa

Mpw noaknyYeHnn HenssecTHoro aboHeHTa FastPCRF wneT Access-Request co cnegyowmm
copepXxaHvem:

User-Name = 192.168.2.10

User-Password =
0x372CC83FF66B8C8589C3BF18472DAEF6BOBBO723ECODAEE188AO8AAIEEGAQ50C
Framed-IP-Address = 192.168.2.10

Acct-Session-Id = 0A02A8CO0000000F

Calling-Station-Id = 18:0f:76:01:05:19

NAS-Identifier = VasExperts.FastDPI

Service-Type = [2] Framed

VasExperts-Service-Type = 0

Message-Authenticator = Ox46A546AE34DCBOAEB9C24A9DFF1FOAQ2

Mpumep Access-Accept npu ycrnewHon asTopm3saunn:

VasExperts-Policing-Profile = 10Mbps
VasExperts-User-Name = 192.168.2.10

lmarHocTuka

Mpw BHeapeHun L2 BRAS MoryT BO3HMKATb pPa3/inyHble OWKOKKN, NPU KOTOPbIX aBOHEHTLI HE MOy T
ObITb @BTOPM30BaHbl U, COOTBETCTBEHHO, OCTaTbCA 6e3 AOCTyNa K MHTEpHeTY. Huxe nprueeeHsbl
CaMble pacnpacTpaHeHHble npobaemsl:



HeTt 3aNpPoOCOB Ha aBTOPU3aLIMIO.
MpoBepuTb, 3anyLieH nu npouecc fastpcrf. KoppekTHO nmn yka3aH agpec Radius cepsepa.

Muuryetcsa DPI, HO po bopaepa NUHI He J,O0XOAMT.

1. Heobxoanmo nponucaTb CTaTUYHbIA MapLUPYT B CTOPOHY aboHeHTOB Ha bopaepe. Tak Kak
CKAT, noka He ymeeT aHOHCMpoBaTb abOHEHTCKME NnoaceTn, KoTopble 06CyXunBaeT,
COOTBETCTBEHHO, HeobXx0oaMMO yKa3aTb bopaepy, Kyia MapLIpyTU3MpoBaTh Tpaduk.

2. B cnyyae ncnonb3osaHusa NAT ons aboHeHTOB He0OX0AMM aHaNOrUYHbIA MapLUPYT AS
nogceTen, ucnonb3yemoix B NAT.

3. KoppekTHo 5iv 3agaHbl napameTpsl bras_gateway _ip 1 bras_gateway _mac

He oTnpaBnseTca ctatucTuka ana Accounting.

1. MpoBepuTb, pa3peLueH nu B Firewall’e nopT 4ns npnema CTaTUCTUKK (No-ymondaHuio 1813) Ha
Radius cepsepe.

2. MpoBepuTb, NoAKOYaeTCa nm ans aboHeHTa ycnyra 9.

MpoBepuTb, BKKOYEH an accounting B HaCTponkax KoHgurypauum DPI.

4. MNpoBepuTb, KOPPEKTHOE NN 3Ha4YeHMe yKa3aHo Ans napameTpa netflow.

w

He poxoasaTt CoA po BRAS.

MpoBepuTb, pa3pewleH nu B Firewall’e nopT ona npmema CoA (no-ymonyaHuio 3799) Ha cepsepe C
FastPCRF.
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