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NMpumep BRAS L2 DHCP Relay Agent

BRAS DHCP L2 o3Had4aeT, 4T0o CKAT DPI BbicTynaeT B kadecTBe DHCP Relay n nocne ycnewHoro
noaHATMA ceccum aBTopu3yeT aboHeHTa no BeigaHHOMY IP agpecy. danblwe TepmuHnpyeTcs CKATom
1 nonagaet Ha bopaep.

Ina opraHn3saunn paboTel CKAT B pexxume BRAS L2 DHCP Radius Relay y4acTByoT cnegyowme
3/1EMEHTbI:

KnneHT ¢ TMnoM goctyna Q-in-Q

FastDPI - obpaboTka Tpahmka n npumMeHeHne NoANTUK

FastPCRF - npokcupoBaHme 3anpocoB Mmexay fastDPl n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF 1 hopMupyeT 0TBETHI C 3a4aHHbIMM
aTpnbyTamun

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 06paTHbIN MapLLPYT, Ha TEKYLLNIA
MOMEHT Heobxoamnmo nponuceiBaTh Static Route, T.k. B CKAT HeT noagaep>xkn OSPF n BGP

Ll

CueHapuu

HacTtpouka FastDPI

PepaktupoBaHue panna KoHdpurypauumn DPI

CnepBa HeobxoAnMO pacKOMMeHTUPoBaTh (406aBNTL) CieayloLme CTPOYKM B (hainl KOHUrypauum
/etc/dpi/fastdpi.conf .

#BKNOYEHME BHYTPEHHEN Ba3bl AaHHbIX CBOMCTB M0Jib30BaTENEN
udr=1

#BKJ/I0OYaeM pexum astopusauum no IP
enable auth=1

#akTumsupyet pexum L2 BRAS
bras enable=1

#"BupTyanbHoin" IP agpec DPI (poJsiXeH OblTb YHMKAbHBIM B CETU)
bras arp ip=192.168.1.2



#"upTyanbHoin" MAC apgpec DPI (cnepyeT ucnonb3oBaTth pesibHblin MAC appec nwoboro us
DNA wuHTepdencos)
bras arp mac=a0:36:9f:77:26:58

#IP appec bopaepa
bras gateway ip=192.168.1.1

#MAC apgpec uHtepdeinca, B KoTopbin nogkatodeH DPI, Ha bopaepe
bras gateway mac=c4:71:54:4b:e7:8a

#[OaHHble cepBepa, rae yctaHosneH Fastpcrf (ecnm Ha Tom xe, roen Fastdpi, He
N3MEHSATb)
auth servers=127.0.0.1%10:29002

#BKnoYveHne pexuma DHCP Relay Agent
bras dhcp mode=1

#192.168.10.2 — IP-appec DHCP-cepsepa
#vethO — uma ceTeBoro nHTepdgenca, C KOTOpPoro NponssoanTcsa cBsa3b ¢ DHCP-cepsepom
#67 - NopT, 3Ha4YeHne No yMon4aHuo: 68
#arp_proxy - nar pearuposaHusa Ha ARP-3anpocbl IP-appeca DHCP-cepsepa
#alias ip - anunac DHCP-cepsepa
#reply port - nopT, Ha KoTopoM xzaem oTeeTbl DHCP-cepsepa
bras dhcp server=192.168.10.2%veth0:67;arp proxy=1;alias ip=192.168.1.4;repl
y port=67

#TepMmuHauma vlan (B gaHHOM cnydae Tar 6yaeT Bbipe3aH)
bras vlan terminate=1

#nogmeHa MAC agnpecos
bras_terminate 12=1

#3aMblKaHMe N0KaNbHOro TpapurKka
bras terminate local=1

#BKNOYeHMe accounting
enable acct=1

#CcTaTNCTMKa N0 BUNNMHIYy aboHeHTa
netflow=4

#TaM-ayT OTNPaBKN CTAaTUCTUKM
netflow timeout=60

CnepyeT BbICTaBUTb CBOM 3HAYEHUS N4 Cefyowmx napaMeTpos

bras_arp_ip
@ e bras_arp_mac

bras_gateway ip
bras_gateway mac

Ecnn ceccus ycnewHo ctapToBaHa, 1 pexum L3-aBTopusaunm BkaoYeH (enable_auth=1), fastDPI
BRAS HemepnneHHo nocbinaeT Radius-3anpoc Ha aBTopu3aumio aboHeHTa, 4TOObI NONY4YUTH
aKTYyaJIbHbIA CMNCOK NOAKJOYEHHbIX YCAYT U Npoduab NoancMHra aboHeHTa.



HacTtpouka FastPCRF

Heobxoanmo HacTpouTb FastPCRF. 1na aTtoro penakmutypem dann /etc/dpi/fastpcrf.conf . Haxogmum
CTpOYKy c napameTtpamu RADIUS cepeepa 1 nsmeHsem

#secretl23 - Radius cekpeTt
#192.168.1.10 - IP appec Radius cepsepa
#ethO - wnHTepdenc, ¥*c kotoporo** FastPCRF "obuwaetca" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbln FastPCRF oTnpasnseT 3anpocbl aBTopM3aLmnm
#acct port - nopt, Ha KoTopbin FasPCRF oTtnpasnset Accouting
radius server=secret123@192.168.1.10%eth0:1812;acct port=1813

HacTtpounka Radius

HacTpoika npnBoAnTCS B KayecTBe npuMepa Ha freeRADIUS 3 1 MOXeT oTan4aTbCs 0T
KOH(urypauwun Bawero Radius cepsepa.

CnoBapb VasExperts

Cnepsa Heobxoanmo gobasutb VSA cnoBapb

e Konupyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 auctpubytusa fastpcrf B katanor
$freeRadius/share/freeradius
e [lobaBnsem B rnaBHbI cnoBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts
CospaHue Radius knueHTa

Nlobaensem B raddb/clients.conf Radius-cepsepa cneaytouine CTpokun

client fastdpil {

ipaddr 192.168.1.5

secret secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3aaHMue BUPTYasbHOro cepBepa

[ns co3pgaHma KOHUrypaumm BupTyasibHOro cepsepa konupyem ann raddb/sites-available/default,
BXoOsAWmMM B nocTaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3aTem pegakTupyem fastdpi-vs:



* 33/1aEM UMS BUPTYasIbHOrO CEpBEpa - MEHSEM B Havasie haitna CTpoky server default Ha server
fastdpi-vs

e B cekuuu listen gna auth-zanpocos (type = auth) nponnceiBaem, Ha KakoM IP-afpece 1 Kakom
NopTy CAywaTb BXoAsAwMe 3anpockl (3aMeTuM, 3To NoKaNbHbIN agpec Radius-cepeepa):

ipaddr = 192.168.1.10
port = 1812
interface = eth0

Co3paHue y4eTHOM 3aNUCK AN aBTOpPU3aLuu

Nlobasnsem B thann /etc/raddb/users naHHble No aboHeHTY (cnepyeT y4ecTb, 4To FastPCRF no
YMO4YaHUIO B JAHHOM peXXume UCrnosb3yeT B KavyecTBe nornHa MAC agpec CTOYHMKA, a B Ka4yecTBe
napons - VaskExperts.FastDPI)

192.168.2.10 User-Password := "VasExperts.FastDPI"
VasExperts-Policing-Profile = "10Mbps",

B chann /etc/raddb/users Takxe cnepyeT nobasuTh ABe 3anucu ana FastPCRF

VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

MoaknioyeHue TeCToBOro aboHeHTa

Mpw noakntoyYeHnn HenspecTtHoro aboHeHTa FastPCRF wneT Access-Request co cnegyowmm
copepXxaHvem:

User-Name = 192.168.2.10

User-Password =
0x372CC83FF66B8C8589C3BF18472DAEF6BOBBO723ECODAEE188AO8AAIEEGAQ50C
Framed-IP-Address = 192.168.2.10

Acct-Session-Id = OAQ2A8CO0000000F

Calling-Station-Id = 18:0f:76:01:05:19

NAS-Identifier = VasExperts.FastDPI

Service-Type = [2] Framed

VasExperts-Service-Type = 0

Message-Authenticator = 0x46A546AE34DCBOAEB9C24A9DFF1FOA02

Mpumep Access-Accept Nnpu ycnewHon aBTopm3aumm:

VasExperts-Policing-Profile = 10Mbps
VasExperts-User-Name = 192.168.2.10



IlnarHocTuka

Mpw BHeapeHun L2 BRAS MOryT BO3HMKATb pa3/inyHble OWKOKN, NpU KOTOPbIX aBOHEHTLI HE MOryT
ObITb aBTOPM30BaHbI U, COOTBETCTBEHHO, OCTaTbCA 6e3 AoCTyna K MHTEpPHETY. Huxxe npmeeaeHsl
CaMble pacrnpacTpaHeHHble npobnemsl:

HeT 3anpocoB Ha aBTOpPU3aLMIO.
MpoBepuTb, 3anyweH nu npouecc fastpcrf. KoppekTHo nn ykasaH agpec Radius cepsepa.

MuuryeTtca DPI, HO oo bopaepa NUHIr He JOXOAMUT.

1. Heobxoanmo nponucaTb CTaTUYHbIA MapLUPYT B CTOPOHY aboHeHTOB Ha bopaepe. Tak Kak
CKAT, noka He yMeeT aHOHCMPOBaTb aDOHEHTCKME NOACETMN, KOTOpble 06CNYXMBAET,
COOTBETCTBEHHO, HE0HX0AMMO yKa3aTb bopaepy, Kyha MapLpyTM3MpoBaTh Tpaduk.

2. B cnyyae ncnonb3osaHusa NAT onia aboHeHTOB HEOOX0AMM aHaNOrUYHbIA MapLIPYT AS
noaceten, ncnosblyemoix B NAT.

3. KoppekTHo nin 3agaHbl napameTpbl bras_gateway ip 1 bras_gateway mac

He oTnpaBnseTtca cratuctuka ana Accounting.

1. MpoBepwuTb, pa3peLleH nu B Firewall’e nopT ons npuema cTaTUCTUKK (No-ymonyaHuio 1813) Ha
Radius cepsepe.

2. MpoBepuTb, NoAgKAOYaeTCa am ans aboHeHTa ycnyra 9.

MNpoBepunTb, BKAKOYEH K accounting B HaCTponKax KoHgurypauun DPI.

4. TpoBepuTb, KOPPEKTHOE /N 3Ha4YeHne ykasaHo Ans napameTtpa netflow.

w

He poxoast CoA po BRAS.

MpoBepuTb, pa3peLleH nu B Firewall’e nopT ansa npnema CoA (no-ymondaHuto 3799) Ha cepsepe C
FastPCRF.
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