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Mpumep BRAS L2 ARP

BRAS ARP L2 03Ha4aeT, 4To aboHeHT HacTpanBaeT IP-aapec CTaTUYHO Ha CBOEM YCTPONCTBE U
npoxoant AAA B bunnnHre npu otnpaske ARP 3anpoca K CBOEMY LLJIO3Y MO YMOJTHaHUIO (Takxe
BO3MOXXHa CXeMa, Korfaa aboHeHTaMm BblgaeTcs npedukc /30). Oanbwe TepMmuHupyetcs CKAToM u
nonanaeT Ha bopaep.

Ona opraHnsaunm paboTbl CKAT B pexxnme BRAS L2 ARP y4acTBYIOT CieayloLmne 31eMeHThI:

KnneHT ¢ TMnoM goctyna Q-in-Q

FastDPI - obpaboTka Tpahmka n npumMeHeHne NoANTUK

FastPCRF - npokcupoBaHme 3anpocoB Mmexay fastDPl n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF 1 hopMupyeT 0TBETHI C 3a4aHHbIMM
aTpnbyTamun

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 06paTHbIN MapLLPYT, Ha TEKYLLNIA
MOMEHT Heobxoamnmo nponuceiBaTh Static Route, T.k. B CKAT HeT noagaep>xkn OSPF n BGP

Ll

CueHapuu

HacTtpouka FastDPI

PepaktupoBaHue panna KoHdpurypauumn DPI

CnepBa HeobxoAnMO pacKOMMeHTUPoBaTh (406aBNTL) CieayloLme CTPOYKM B (hainl KOHUrypauum
/etc/dpi/fastdpi.conf .

#BKNOYEHME BHYTPEHHEN Ba3bl AaHHbIX CBOMCTB M0Jib30BaTENEN
udr=1

#BKJ/I0OYaeM pexum astopusauum no IP
enable auth=1

#akTumsupyet pexum L2 BRAS
bras enable=1

#"BupTyanbHoin" IP agpec DPI (poJsiXeH OblTb YHMKAbHBIM B CETU)
bras arp ip=192.168.1.2



#"upTyanbHoin" MAC apgpec DPI (cnepyeT ucnonb3oBaTth pesibHblin MAC appec nwoboro us
DNA wuHTepdencos)
bras arp mac=a0:36:9f:77:26:58

#IP appec bopaepa
bras gateway ip=192.168.1.1

#MAC apgpec uHtepdeinca, B KoTopbin nogkatodeH DPI, Ha bopaepe
bras gateway mac=c4:71:54:4b:e7:8a

#[OaHHble cepBepa, rae yctaHosneH Fastpcrf (ecnm Ha Tom xe, roen Fastdpi, He
N3MEHSATb)
auth servers=127.0.0.1%10:29002

#BK0OYaeM OKTNMK Ha ARP-3anpochl K WJIKO3am
bras arp proxy=0x0002

#BKNoYaem aBTopm3aumio no ARP 3anpocam
bras arp auth=2

#TepMmuHauma vlan (B faHHOM cnydae Tar OydeT BbipesaH)
bras vlan terminate=1

#3aMblKaHVe SI0KanbHOro Tpauka
bras terminate local=1l

#BKJIIOYEHMe accounting
enable acct=1

#CcTaTNCTMKA N0 BUNAMHry aboHeHTa
netflow=4

#TanM-ayT OTNPaBKN CTAaTUCTUKN
netflow timeout=60

CneuyeT BbICTaBWTb CBOM 3Ha4YeHNA Ond caenyrowmnx napamMeTpoB

e bras_arp_ip
@ e bras_arp_mac

e bras_gateway _ip

e bras_gateway mac

HacTtpouka FastPCRF

Heobxoanmo HacTpouTb FastPCRF. 1na aToro penakutypem dann /etc/dpi/fastpcrf.conf . Haxogmum
CTpoYKy c napameTpamu RADIUS cepeepa 1 nsmeHsem

#secretl23 - Radius cekpeTt

#192.168.1.10 - IP appec Radius cepsepa

#eth0 - wnHTepdenc, **c koToporo** FastPCRF "obwaeTtcs" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbln FastPCRF oTnpasBnsieT 3anpocbl aBTopM3aLum

#acct port - noprt, Ha KoTopbin FasPCRF otnpasnsetr Accouting



radius server=secret123@192.168.1.10%eth0:1812;acct port=1813

HacTpouka Radius

HacTpoika npnBoanTCs B KayecTse npuMepa Ha freeRADIUS 3 1 MOXeT oTan4aTbCs 0T
KOH(urypauwmn Bawero Radius cepsepa.

CnoBapb VasExperts

Cnepsa Heobxogumo fobasutb VSA cnosapb

e KonuMpyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 auctpubytusa fastpcrf B katanor
$freeRadius/share/freeradius
e [lobaBnsem B rnaBHbI cioBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts
CospaHue Radius knueHTa

Nlobasnsem B raddb/clients.conf Radius-cepsepa cneaytouine CTpokun

client fastdpil {

ipaddr 192.168.1.5

secret secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3aaHue BUPTYanbHOro cepBepa

[ns co3pgaHma KOHUrypaumm BupTyasibHOro cepsepa konupyem dann raddb/sites-available/default,
BXoOAwWmMM B nocTaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3aTem pegakTupyem fastdpi-vs:

e 33[1aeM UMS BUPTYasIbHOrO cepBepa - MeHsieM B Havane anna cTpoky server default Ha server
fastdpi-vs

e B cekuuu listen gna auth-3anpocos (type = auth) nponuceiBaem, Ha KakoM IP-agpece 1 KakoM
nopTy C/ywaTb BXOAALLME 3anpochl (3amMeTuM, 3TO JIoKasibHbIN agpec Radius-cepsepa):

ipaddr = 192.168.1.10
port = 1812
interface = eth0



Co3paHue y4eTHOMW 3aNuUcCKu AN aBTOpU3aLuu

Hlobasnsaem B thann /etc/raddb/users naHHble No aboHeHTY (cnepyeT y4ecTb, 4To FastPCRF no
YMOJIYaHMIO B AHHOM peXXume ncnosib3yeT B kKavecTse siormHa MAC agpec NCTOYHUKA, @ B KavyecTBe
napons - VaseExperts.FastDPI). N oxxunaaeT nony4nts B Access-Acept IP agpec, KOTopbin 0JKeH
coenapaTtb C IP agpecom B ARP-3anpoce.

18:0F:76:01:05:19 User-Password := "VasExperts.FastDPI"
Framed-IP-Address = 192.168.2.199
VasExperts-Policing-Profile = "10Mbps",

B chann /etc/raddb/users Takxe cnepnyeT nobasuTb Ase 3anucu ana FastPCRF

VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

HacTtpomnka bopaepa

Ha 6opaepe nobasnsemM obpaTHbIN CTaTUK POYT B CTOPOHY aboHeHTa (npu ncnonb3osaHun NAT Ha
CKATe - B cTopoHy NAT nyna)

ip route add dst-address = 192.168.2.0 / 24 gateway = 192.168.1.2

NMopaknioyeHue TeCToBOro aboHeHTa

Mpw noakntoyYeHnn HenspecTtHoro aboHeHTa FastPCRF wneT Access-Request co cnegyowmm
cofepXxaHuem:

User-Name = 18:0F:76:01:05:19

User-Password =
0xC90A342D872831DFAO55E3C46C89AD61D28597B3CFDBOD3B1DA3A6F4D2B8F8C9
Framed-IP-Address = 192.168.2.199

Calling-Station-Id = 18:0f:76:01:05:19

Acct-Session-Id = C702A8C000000026

Service-Type = [2] Framed

NAS-Identifier = VasExperts.FastDPI
VasExperts-Service-Type = 6

VasExperts-ARP-SourceIP 192.168.2.199
VasExperts-ARP-TargetIP 192.168.2.1
Message-Authenticator = Ox8FB5C8DOFAFDD71EC5F1260B695AEF7A

Mpumep Access-Accept Nnpu ycnewwHon aBTopum3aumm:

VasExperts-User-Name = 18:0F:76:01:05:19
Framed-IP-Address = 192.168.2.199



VasExperts-Policing-Profile = 10Mbps

lnarHocTuka

Mpwn BHeApeHun L2 BRAS MOryT BO3HMKaTb pa3finyHble OWMOKK, Npu KOTOPbLIX abOHEHTLI HE MOryT
ObITb aBTOPM30BaHbLI U, COOTBETCTBEHHO, OCTaTbCA 6e3 AoCTyna K MHTEpPHETY. HuXXe npreeeHsl
CaMble pacrnpacTpaHeHHble npobnemsl:

HeT 3anpocoB Ha aBTOpU3aLMUIO.
MNpoBepuTb, 3anyuweH nu npouecc fastpcrf. KoppekTHo nn ykasaH agpec Radius cepsepa.

MuuryeTtca DPI, HO oo bopaepa NUHIr He JOXOAMUT.

1. B cnyyvae ncnosib3oBaHus NAT ans aboHeHTOB HeobxoAMM aHaNOrUYHLIN MapLIPYT A5
nofceten, ucnosibsyemoix B NAT.

He oTnpaBnseTca ctatucTuka gna Accounting.

1. MpoBepwuTb, pa3peLleH nu B Firewall’e nopT ons npuema cTaTUCTUKK (Mo-ymonyaHuio 1813) Ha
Radius cepsepe.

2. MNpoBepuTb, NoakNtoYaeTca N ana aboHeHTa ycnyra 9.

MpoBepunTb, BKAKOYEH NN accounting B HaCTponKax KoHgurypauun DPI.

4. TNpoBepuTb, KOPPEKTHOE NN 3HaYeHMe yKasaHo ans napameTpa netflow.

w

He poxoast CoA po BRAS.

MNpoBepuTb, pa3peweH nu B Firewall’e nopT ona npuema CoA (no-ymondaHuio 3799) Ha cepsepe C
FastPCRF.
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