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Mpumep BRAS L2 ARP

(]
BRAS ARP L2 o3Ha4aeT, 4T0 aboHeHT HacTpanBaeT IP-agpec CTaTU4YHO Ha CBOEM YCTPONCTBE U
npoxoant AAA B bunnnHre npu otnpaske ARP 3anpoca K CBOEMY LLJIO3Y MO YMOJTHaHUIO (Takxe
BO3MOXXHa CXeMa, Korfa aboHeHTaMm BblgaeTcs npedukc /30). Janbwe TepMmuHupyetcs CKAT n

nonagaet Ha bopaep.
Ona opraHn3aunm pabotbl CKAT B pexxume BRAS L2 ARP y4acTBYIOT CieayloLmne 31eMeHTbI:

KnneHT ¢ TMnoM goctyna Q-in-Q

FastDPI - obpaboTka Tpadmka n NnpUMEHeHne NONTUK

FastPCRF - npokcupoBaHme 3anpocos Mmexay fastDPl n Radius

Radius cepsep - npuHumaeT 3anpockl oT fastPCRF 1 hopMupyeT 0TBETHI C 3a4aHHbIMM
aTpnbyTamu

5. Router - oTBevaeT 3a nepefayvy NakeToB B UHTEPHET 1 06paTHbIN MapLLPYT, Ha TEKYLLNIA
MOMEHT Heobxoamnmo nponuckiBaTh Static Route, T.k. B CKAT HeT noagaep>xku OSPF n BGP
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CueHapuu

HacTtpouka FastDPI

PepakTtupoBaHue danna KoHcdurypauuu DPI

CnepBa He0b6Xx0A4MMO pacKOMMEHTUPOBaTL (406aBMTb) Ceaytowme CTPOYKM B haita KOHGUIypaLmm
/etc/dpi/fastdpi.conf .

#BKNIOYEHME BHYTpeHHen 6a3bl faHHbIX CBOMCTB MoJib30BaTeNen
udr=1

#BKJIlOYaeM pexum asTopusauumm no IP
enable auth=1

#akTumsupyet pexunm L2 BRAS
bras enable=1

#"BupTyanbHoin" IP agpec DPI (posxeH ObiTb YHMKabHBIM B CETU)
bras arp ip=192.168.1.2

#"BupTyanbHbin" MAC agpec DPI (cnemyeT ucnonb3oBaTth penbHbin MAC agpec ntwoboro us
DNA unHTepdencos)
bras arp mac=a0:36:9f:77:26:58

#IP appec bopaepa
bras gateway ip=192.168.1.1

#MAC apgpec uHTepdeinca, B KoTopbin nogkntodeH DPI, Ha 6bopaepe
bras gateway mac=c4:71:54:4b:e7:8a



#[aHHble cepBepa, rae yctaHosneH Fastpcrf (ecnu Ha Tom Xe, roe m Fastdpi, He
N3MEHSAThb)
auth servers=127.0.0.1%10:29002

#BKN0YaeM OKTNNK Ha ARP-3anpochl K LWJI3aM
bras arp proxy=0x0002

#BKl04aem aBTopmsaumio no ARP 3anpocam
bras arp auth=2

#TepmuHaumsa vlan (B AaHHOM cnyvae T3r byfeT Bbipe3aH)
bras vlan terminate=1

#3aMblKaHVe JI0KasbHOro Tpauka
bras terminate local=1

#BKNOYeHMe accounting
enable acct=1

#cTaTuUCTMKa No bunnuHry aboHeHTa
netflow=4

#TaM-ayT OTNPaBKM CTaTUCTUKM
netflow timeout=60

Cne,u,yeT BbICTaBUTb CBOM 3Ha4Ye€HNA ONA cyieayroLlwmnx napaMeTpoB

e bras_arp_ip
@ e bras_arp_mac

e bras_gateway ip

e bras_gateway mac

HacTtpouka FastPCRF

Heobxonumo HacTpouTh FastPCRF. ns 3Toro penakutypem ann /etc/dpi/fastpcrf.conf . Haxoounm
CTPOYKY C napameTpamm RADIUS cepBepa 1 M3MEHAEM

#secretl23 - Radius cekpet
#192.168.1.10 - IP agpec Radius cepsepa
#eth0 - wnHTepdenc, **c kotoporo** FastPCRF "obwaeTca" ¢ Radius cepsepom
#1812 - nopT, Ha KoTopbin FastPCRF oTnpaenseT 3anpoChbl aBToOpU3aLmm
#acct port - nopt, Ha KoTopbin FasPCRF otnpasnset Accouting
radius_server=secretl23@192.168.1.10%eth0:1812;acct port=1813

HacTpouka Radius

HacTpoka npuBoaAnTCA B KavyecTse npuMmepa Ha freeRADIUS 3 1 MoXXeT oTan4aTbCs OT
KOH(urypaumn Bawero Radius cepsepa.



CnoBapb VasExperts

Cnepsa Heobxoaummo fnobasutb VSA cnosapb

e KonuMpyem cnoBapsb /usr/share/dpi/dictionary.vasexperts n3 auctpubytusa fastpcrf B katanor
$freeRadius/share/freeradius
e lobaBnsem B rnasHbI cyioBapb $freeRadius/share/freeradius/dictionary cTpoky:

$INCLUDE dictionary.vasexperts

Co3spaHue Radius KnueHTa

llobasnsem B raddb/clients.conf Radius-cepeepa cneaytouine CTpokKun

client fastdpil {

ipaddr 192.168.1.5

secret secretl23

require message authenticator = yes
# add cui = yes

virtual server = fastdpi-vs

Co3aaHue BUPTYasbHOro cepeepa

Ins co3gaHma KoOHdUrypaumm BuMpTyasibHOro cepsepa konupyem dann raddb/sites-available/default,
BXoAawWmm B noctaBky FreeRadius, B raddb/sites-enabled/fastdpi-vs n 3atem penaktTupyem fastdpi-vs:

e 33laeM UMS BUPTYasibHOr0 CepBepa - MEHSIEM B Havane anna cTpoky server default Ha server
fastdpi-vs

e B cekuun listen ons auth-3anpocos (type = auth) nponuceiBaeM, Ha KakoMm IP-agpece 1 KakoMm
nopTy CAywaTb BXOAALLME 3aMpochl (3amMeTuM, 3TO JIoKasibHbIN agpec Radius-cepsepa):

ipaddr = 192.168.1.10
port = 1812
interface = eth0

Co3paHue y4eTHOW 3anucKu A aBTOPM3aLLUm

NlobaBnsaem B thann /etc/raddb/users naHHble No aboHeHTY (cnepyeT yy4ecTb, 4To FastPCRF no
YMONYaHUIO B JAHHOM peXxume UCnosb3yeT B KavyecTse nornHa MAC afpec UCTOYHMKA, a B KavyecTBe
napons - VasExperts.FastDPI). N oxxupaeT nonyunTb B Access-Acept IP agpec, KOTopbIn AOJIKEH
cosnagaTth C IP agpecom B ARP-3anpoce.

18:0F:76:01:05:19 User-Password := "VasExperts.FastDPI"
Framed-IP-Address = 192.168.2.199
VasExperts-Policing-Profile = "10Mbps",



B chann /etc/raddb/users Takxe cnepyeT nobasuTh ABe 3anucu ana FastPCRF

VasExperts.FastDPI.unknownUser Cleartext-Password := "VasExperts.FastDPI"
DEFAULT Cleartext-Password := "VasExperts.FastDPI"

HacTtpomnka bopaepa

Ha 6opaepe nobasnsem obpaTHbIN CTaTUK POYT B CTOPOHY aboHeHTa (npu ncnonb3osaHun NAT Ha
CKATe - B cTopoHy NAT nyna)

ip route add dst-address = 192.168.2.0 / 24 gateway = 192.168.1.2

MoaknioyeHue TeCToBOro aboHeHTa

Mpw noakntyYeHnn HenspecTtHoro aboHeHTa FastPCRF wneT Access-Request co cnegyowmm
copepXKaHvem:

User-Name = 18:0F:76:01:05:19

User-Password =
0xC90A342D872831DFAO55E3C46C89AD61D28597B3CFDBOD3B1DA3A6F4D2B8F8C9
Framed-IP-Address = 192.168.2.199

Calling-Station-Id = 18:0f:76:01:05:19

Acct-Session-Id = C702A8C000000026

Service-Type = [2] Framed

NAS-Identifier = VasExperts.FastDPI
VasExperts-Service-Type = 6

VasExperts-ARP-SourceIP = 192.168.2.199
VasExperts-ARP-TargetIP 192.168.2.1
Message-Authenticator = Ox8FB5C8DOFAFDD71EC5F1260B695AEF7A

Mpumep Access-Accept npu ycnewwHon aBTopu3aumm:

VasExperts-User-Name = 18:0F:76:01:05:19
Framed-IP-Address = 192.168.2.199
VasExperts-Policing-Profile = 10Mbps

I warHocTuka

Mpw BHeapeHun L2 BRAS MoryT BO3HMKATb pPa3/inyHble OWKOKN, NPU KOTOPbIX aBOHEHTLI HE MOy T
ObITb @BTOPM30BaHbI U, COOTBETCTBEHHO, OCTaTbCA 6€3 AOCTyNa K MHTEPHeTY. Huxe nprueeaeHsbl
CaMble pacnpocTpaHeHHble npobaemsl:



HeTt 3aNpPoOCOB Ha aBTOPU3aLIMIO.
MpoBepuTb, 3anyLieH nu npouecc fastpcrf. KoppekTHO nmn yka3aH agpec Radius cepsepa.

Muuryetcsa DPI, HO po bopaepa NUHI He J,O0XOAMT.

1. B cnyyae ncnonb3zoaHmsa NAT gna aboHeHTOB HEOOXOAMM aHANOrMYHbIA MapLPYT ANA
nogceten, ucnonb3yemoix B NAT.

He oTnpaBnseTtca cratucTuka ana Accounting.

1. MpoBepuTb, paspeLeH nu B Firewall’e nopT gng npnema cTaTUCTUKK (N0 yMondaHuio 1813) Ha
Radius cepsepe.

2. MpoBepuTb, NofkKYaeTca nm gns aboHeHTa ycnyra 9.

MpoBepuTb, BKJKOYEH K accounting B HaCcTponkax KoHgurypauumn DPI.

4. MNpoBepuTb, KOPPEKTHOE NN 3HaYEHME yKa3aHo Aas napameTpa netflow.

w

He poxonsat CoA no BRAS.

MpoBepuThb, paspelleH nu B Firewall’e nopt ons npuema CoA (no ymonyaHuio 3799) Ha cepBepe C
FastPCRF.
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