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Pe3sepBupoBaHue BRAS L2 B pexxume Active-
Standby

BebuHap no Teme:

PesepsuposaHue BRAS B pexume L2 npennonaraet Bkao4eHne asyx CKAT B oaunH
LUMpoKoBeLaTenbHbIN L2 goMeH. OanH B pexume Master, gpyron B pexume Slave. Master
ocyllecTsnseT 0bpaboTky Tpadurka, aBTopusauumio nosb3osatenen Yepes PCRF cepsep. Slave He
nponyckaeT Tpaduk Yepes cebs, nHTepdencel DPDK HaxooaTcsa B pexuMe 0XXugaHus Tpaduka
(down). CuHxpoHM3auma nHgpopmaunm 06 aboHeHTax nponcxoaut Yepes PCRF cepsep. Slave
OTCNIeXMBAET AOCTYNHOCTb U paboTocnocobHocTb Master, npu cboe B paboTe Slave B
aBTOMATMYECKOM UM PYYHOM pexunme akTusmpyet (up) DPDK nHTepdencesl n Ha4nHaeT
obpabaTbiBaTh Tpaduk. NMpumep BKAOYEHNS U NPOXOXKAEHNA TpadrKa NpeacTaBieHo Ha CXeMe.
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https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?
https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?

Pennukauua paHHbIX aBTopusauum u CMHXpoHu3sauusa 6asbl
AAaHHbIX HecKonbKux BRAS

B CKAT BRAS coCcTOuT 13 ABYX KOMIMOHEHTOB:

e fastDPI - obpaboTka Tpadhuka aboHeHTOB.
e fastPCRF - nHTerpaums no npotokony Radius mexay fastDPI n Radius cepsepom. OauH
fastPCRF moxeT 0bcnyxuneatb Heckonbko fastDPI cepsepos.

BO3MOXXHbI fBE CXEMbl HTerpaLuuu:

1. [Ba fastDPI n oguH BbiHeceHHbIN fastPCRF 1 - eCTb BO3MOXHOCTb CUHXPOHM3MPOBATb AaHHbIE
UDR gByx fastDPI

2. Ha kaxpom cepsepe fastDPI ceon fastPCRF - HET BO3MOXHOCTW CUHXPOHM3MPOBATL AaHHble
UDR aByx fastDPI, nocne nepeknioveHma naet HanonHeHne UDR n3 oTBeToB oT Radius
cepsepa.

N9 NepBoro BapmaHTa NPUMEHSETCS CiefyoLlas CXxeMa penankaunm gns cornacoBaHma faHHbIX 06
aboHeHTax Ha Bcex fastDPI-cepsepax: fastPCRF wneT oTBeTbl aBTOpU3auny n CoA-3anpockl Ha BCe
fastDPI cepsepbl, NepevncsieHHble B napameTpax fdpi_server.

OTnpaBka NapaMeTpoB aBTOPU3ALUN MPON3BOSMTCA Yepe3 NepCUCTEHTHYIO o4Yepenb,

@ TaK 4TO faXKe eCcanm Kakon-To u3 cepsepoB fastDPl 6bin OTKAOYEH HAa MOMEHT
OTNPaBKW LAHHbIX, MPU BKJAKYEHUN OH MONYYUT BCe JaHHble 3@ BpeMs CBOEro
npocToS.

MpuMeHeHue paHHbIX HA fastDPIl npu cuHxpoHusauum UDR

Mpw npueme faHHbIX aBTopu3auumn cepeep fastDPI BAMT, ero 3To Hbln 3anpoc nam e 3To OTBET Ha
4y>KOWN 3anpoc (415 3TOro B NakeTe eCTb CneumnanbHaa MeTka). ECam 3To oTBET Ha CBOW 3anpoc,
JlaHHble NPUMeHSAOTCS "No nonHon": copaetcs DHCP nnn PPPoE-ceccus, ecnm 370 6bin 3anpoc DHCP
nnn PPPoE-aBTOpM3auunm, AaHHble 3anoMmnHaoTcs B UDR. EC/in )Ke 3TO OTBET Ha Yy>X0W 3anpoc,
fastDPI npocTo 3anomMuHaeT "4yxue" gaHHble y cebs B UDR. TeM CaMbIM Npu OTKJIKOYEHUN OCHOBHOIO
fastDPI-cepBepa 1 nepeBofe Harpysku Ha pe3epBHbIn, y pe3epBHoro fastDPI-cepeepa B UDR yxe
ObynyT BCe cBOMCTBa aboHeHTa - ero ycayru, noamcuHr, L2-ceonctea - MAC-agpec, VLAN v np. To
ecTb UDR y OCHOBHOIO 1 pe3epBHOro cepeepos byayT no 60/1bLLIOMY CHETY COrlacoBaHbI.
AboHeHTCKasa ceccust Ha pesepsHoM fastDPI byneT B cTaTyce Hem3BecTeH (unknown) n nocne
nepekslYeHns Tpaduka no nepsomy nakety byaeT 3anyLieH npouecc aBTopusaunm aboHeHTa.

OnucaHue anroputMma nepekniouyeHusa ana BRAS L2

KoHuenuus pesepsupoBaHus CKAT — MASTER-SLAVE:

MASTER aBnsieTCs akTUBHbIM cepBepoM 1 obpabaTeiBaeT Tpaduk BO BpeMsi HOpManbHOW paboThl
ceTun. SLAVE B CBOIO 04epefib HAaXOAUTCA B COCTOSAHUMN OXXUOAHUSA C BbIKIOYEHHbIMU UHTepdencamm u
aKTMBHO onpalwwnBaeT cocTosHne MASTER n B cnyvyae npobaem Ha HeM BKtoYaeTcs B paboTy.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup

HopManbHas paboTa cetu:

Yepe3 MASTER npoxoauTt obpaboTka Bcero Tpacuka, aBTopmsauns n 7.4, SLAVE B obpaboTke
Tpahmka He y4acTByeT, HO Yepe3 mgmt nHTepenc onpawmnsaeT coctoaHme MASTER. Mpoucxoant
HECKO/IbKO NPOBEPOK COCTOAHUSA:

e [IpoBepka, 4To npouecc fastDPI 3anyLieH;

* poBepka, 4To npouecc fastDPI paboTaeT cTabuabHO U HE HAXOANTCSA B COCTOAHUN
LWKINYECKOro pecTapTa;

e OnuUnoHaIbHO — NMpoBepKa COCTOSAHMNA UHTEP(ENCoB. B 3aBUCMMOCTN OT CXEMbI NOAKJIIOYEHNS
Takas NpoBepKa MOXeT OblTb HE HYXXHa, MO3TOMY AaHHas NPoBEpPKa ONLUMOHaNbHA.

Ecnn BCe npoBepku npown ycnewHo, To SLAVE ocTaeTcs B peXxnMe 0XXngaHus u He
npeanpuHMMaeT HUKAKUX OENCTBUN.
B cnyyae obHapyxeHus owmnbkm SLAVE 6epeT Ha cebsa ponb MASTER.

MNepeknioyenne MASTER-SLAVE:

Mpwn obHapyxeHnn Ha MASTER owmnbkm SLAVE Ha4ymHaeT obpabaTbiBaTb Tpathk CAMOCTOATESNbHO,
ON5 3TOro oTNpaBnseTCs KoMaHAa Ha oTko4YeHne MASTER, oTknto4eHne nHtepgencos CKAT u
ocTaHoBKM npouecca fastDPI. B 310 e Bpemsa SLAVE Bkto4aeT cBon nHTepdencel. Cnegyet
OTMETUTb, YTO aBTOMATUYECKOro nepekntoyeHns obpaTHO He peann3oBaHoO, Tak Kak Heobxoauma
NpoBepKa UHXXeHEPOM 4TO nNpobaemMa Ha OCHOBHOM CepBepe YCTPaHEHa M MOXKHO MepekslnYyaThb
Tpaddurk obpaTHoO.

MNepeknioyenne SLAVE-MASTER:

Mocne ycTpaHeHns NnpobieM Ha OCHOBHOM cepBepe HeobX04UMO BbIK/IIOYNTE MHTEPGENChI
pe3epBHOro cepeepa, 3anycTutb 06paboTKy Tpadhmka OCHOBHLIM CEPBEPOM W BKIKYNThL CEPBUC
pe3epBupoBaHnsa Ha SLAVE.

CKpunT pna aKTuBHOro pesepsupoBaHusa fastDPI

CkpunT fomkeH bbiTb YCTaHOBMEH Ha pe3epBHOM fastDPI, rae oH paboTaeT B HENpepbIBHOM LINKNe,
MOHMTOPS COCTOsAAHME 0CcHOBHOro fastDPI yepes SSH.
STOT CKPUNT UCMNOSb3yeT 4 NPOBEPKMU 411 NOATBEPXKAEHMSA TOro, 4To ocHoBHoM fastDPI paboTaeT:

CepBep gocTyneH no cetu (pingcheck)

Mpouecc fastDPI npucytcTeyeT

PID npouecca fastDPl He n3mMeHUNCa (HET HEKOHTPOIMPYEMOr 0 rnepe3anycka npouecca)
CocTosiHMe CCbiKM Ha ocHoBHOM fastDPI He n3meHunock (Heobsa3zaTenbHaa NpoBepka). ITa
NpoBepKa OTKJIIOYEHA MO YMONYAHUIO, TaK KaK MOXET OblTb HE HY)KHa B HEKOTOPbIX
TOMNOJIOrUAX.

e

Mpouecc ycTaHOBKM:

1. CkayaTb BCe (halnbl U3 apxvBa Ha LeNeBON pe3epBHbIA CepBep.
2. HacTtpouTb IP-afpec oCHOBHOIro cepeepa B ckpunTe SRS. sh.
3. Co3gaTtb napy SSH-kno4en Ha pe3epBHOM CepBEpPE C MOMOLLbIO KOMaHAbI

ssh-keygen -t ed25519

4. Co3faTb HOBOIro NOMb30BaTesNs C NpaBamMm sudo Ha OCHOBHOM CepBepe.


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:bras_bng:replication:reservation_script.zip

5. CkonupoBaTb npuBaTHble SSH-kO4YM C pe3epBHOro cepsepa B ann authorized keys
HOBOI0 aKkayHTa Ha OCHOBHOM CepBepe.
6. [JobaBnTb NpaBa Ha BbINOJIHEHME YCTAHOBOYHOIO CKPUMTa C MOMOLLbIO KOMaHAb

chmod +x install.sh
7. 3anyctutb install.sh.
YnpaBneHue cepBUCOM:
1. 3anyck cepsuca
systemctl start fastsrs
2. lpoBepka cTaTyCa cepBuca:
systemctl status fastsrs
3. OcTaHoOBKa cepBuca:
systemctl stop fastsrs
4. lNpoBepKa noros cepsuca:

journalctl -u fastsrs

CKpMNT CUHXPOHM3auuu npocdunen ycnyr

CKpUNT CUHXPOHU3NPYET Npodunn ycnyr 4 (punbTpaLmsa no YepHoMy cnucky), 5 (benbin cnncok un
Captive Portal), 18 (noancuHr no ceccun n nepeonpeneneHne Kaaccos Tpaduka) U NoJUCUHra
mexay asyms DPI.

CkpunT 3anyckaeTcs Ha ocHOBHOM DPI, npocunn ycnyr Ha yaaneHHom DPI 6yayT npuBeneHsl K Buay
npocunen Ha ocHoBHOM DPI. MNMepeHoc npodnnen ocyLwecTBaseTca ¢ noMoLbio komaHa fdpi ctrl
N yOasieHHoro gocTyna no ssh.

TpeboBaHUsi K CUCTEME:

e SSH

e Bash
*Jg

o CKAT DP
e Rsync

Jlorvka paboTbl ckpunTa:

CkKpunT nosly4yaeT TeKyLnin Npognib YCYrn oT rNaBHOro yCTPOMNCTBA M 3aTEM OTNpaBsiseT ero Ha
yKa3aHHbIN yaaneHHbln DPL. 3aTem cKkpunT NnoakaYaeTcs K yganeHHoMmy DPIl v nony4aeTt faHHble
Ans npodunen, NPUCyTCTBYOWMX Ha yaaneHHoM DPI, nonyyYaeT gaHHble Npoduas Ha Tekywem DPI,
conocTaBfgeT ux n yganaet npoduaun, oTCyTCTBYOWMEe Ha 0CHOBHOM DPI.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_ctrl#активация_управления_услуги_фильтрации_на_уровне_абонентов_-_subscriber_management
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:capt_mgmt#управление_профилем_по_умолчанию_5_услуга
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_capture:capt_mgmt#управление_профилем_по_умолчанию_5_услуга
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:policing_mng

YcTaHOBKa U ynpasJsieHue

1. HacTtponTb aBTOpMU3aLMIO HYepe3 cepTUPuKaT: Co34aTb CEPTUDPMKAT Ha r1aBHOM cepBepe C
nomowbto ssh-keygen -t ed25519, npowe BCero ncnosib3oBaTb 415 aBTOPU3aLUN YHETHYIO
3anucs root.

2. 3arpy3uTb CKpUNT Ha rNaBHbIA CepBeEp 1 MOMECTUTb ero B KaTanor /usr/local/bin/

3. JobaBuTb paspelweHns Ans CKPpUNTa C NOMOLLLIO KOMaHAbI

chmod +x /usr/local/bin/profile sync.sh

4, HacTpouTb nonb3oBaTens 1 IP yoaneHHoro cepeepa BHYTpU CKpunTa. Mosb30BaTeNb AO/HKEH
MEeTb BO3MOXHOCTb 3anucy B KaTasor /etc/dpi, camblil NpoCTON BapraHT — MUCMOb30BaTh
nosib30BaTenNs root. TakXKe MOXXHO HAaCTPOUTL APYroro MoJib30BaTeNsl C COOTBETCTBYOLUMY
npaBamu.

5. HacTponTb cron Ans BbINOJHEHWUS CKPUNTA C XKeNaeMbIMU MHTEpBasamMi (ONLLMOHAJIBHO):

crontab -u root -e
bin/bash /usr/local/bin/profile sync.sh

6. JobaBuTb NceBOoOHUM bash ons 3anycka cCKpunTa no XenaHuio:

echo "alias dpi sync='/bin/bash /usr/local/bin/profile sync.sh""
~/.bashrc

7. Co3patb KaTanor /etc/dpi/servicel8 n coxpaHuTb B HEM BCe hansibl service 18.

PaboTa ckpunTa:
CkpunT 3anyckaeTcs crontab ¢ ykasaHHbIMU MHTEPBaNaMN AN BPYYHYIO C MOMOLLbIO KOMaHAbI
dpi sync.

ObpaTunTe BHUMaHME, 4TO eC/IM NPONIIb CEPBUCA NPUMEHEH K abOHEHTY, OH He ByaeT yaaneH.
Takxe obpaTuTe BHUMaHWE, 4TO Ntobble halnbl, HE COXPaHeHHbIe B Nanke servicel8, He byayT
nepeHeceHbl Ha yaaneHHbi DPI, n, Taknm 06pa3om, CUHXPOHM3UPOBAHHLIA NPOGUAL ycayrn 18 He
bynet pabotaTh. Mpu oTCcyTCTBUM alias dpi Ssync CKpunT cnepyeT 3anyckaTtb Yepes sudo bash
/usr/local/bin/profile _sync.sh.


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:bras_bng:profile_sync.sh
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