CopepxaHue

Pe3sepBupoBaHue BRAS L2 B pexume Active-Standby ...
Pennunkaumns gaHHbix aBTopu3auun n CUHXpoHu3saumnsa 6a3bl gaHHbIX HeCKOobKux BRAS
MpuMeHeHue faHHbIX Ha fastDPI npu cMHXPOHM3aUUM UDR ..o
OnucaHune anropnuTMa nepekniodyeHms Anasi BRAS L2 ...,
CKpunT ANA akTUBHOIro pe3epBUPOBaHUA fastDPI ........................cccccceiiiiiiiiiiiee e






Pe3sepBupoBaHue BRAS L2 B pexxume Active-
Standby

BebuHap no Teme:

=

PesepsuposaHue BRAS B pexume L2 npennonaraet Bkao4eHne asyx CKAT B oaunH
LUMpoKoBeLaTenbHbIN L2 goMeH. OanH B pexume Master, gpyron B pexume Slave. Master
ocyllecTsnseT 0bpaboTky Tpadurka, aBTopusauumio nosb3osatenen Yepes PCRF cepsep. Slave He
nponyckaeT Tpaduk Yepes cebs, nHTepdencel DPDK HaxooaTcsa B pexuMe 0XXugaHus Tpaduka
(down). CuHxpoHM3auma nHgpopmaunm 06 aboHeHTax nponcxoaut Yepes PCRF cepsep. Slave
OTCNEXUBAET AOCTYMHOCTb 1 paboTocnocobHocTb Master, npu cboe B paboTe Slave B
aBTOMATMYECKOM UM PYYHOM pexunme akTusmpyet (up) DPDK nHTepdencesl n Ha4nHaeT
obpabaTbiBaTh Tpaduk. NMpumep BKAOYEHNS U NPOXOXKAEHNA TpadrKa NpeacTaBieHo Ha CXeMe.
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https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?
https://www.youtube-nocookie.com/embed/wCkuTfqoKQc?

AaHHbIX HecKonbkKux BRAS

B CKAT BRAS coCTOUT U3 KOMMOHEHT

e fastDPI - obpaboTka Tpadhuka aboHeHTOB.
e fastPCRF - uHTerpaumsa no npotokony Radius mexay fastDPI n Radius cepsepom. OgmnH
fastPCRF moxeT o0bcnyxuneatb Heckosbko fastDPI cepsepos.

BO3MOXXHbI ABE CXEMBI NHTErpaunin.

1. [Ba fastDPI n oguH BbiHeceHHbIN fastPCRF 1 - eCTb BO3MOXHOCTb CUHXPOHM3MPOBATb AaHHbIe
UDR aByx fastDPI

2. Ha kaxpom cepsepe fastDPI cBoit fastPCRF - HET BO3MOXXHOCTU CUHXPOHU3MPOBATb AaHHbIe
UDR paByx fastDPI, nocne nepekntoyeHns naet HanosHeHne UDR n3 oTeeToB oT Radius
cepsepa.

14 NepBOro BapmaHTa NPMMEHSETCA CelyoLaa CXeMa penivkauny 4as CorlacoBaHns AaHHbIX 06
aboHeHTax Ha Bcex fastDPI-cepepax: fastPCRF wneT oTBeThl aBTOpU3aLum n CoA-3anpochl Ha BCe
fastDPI cepBepbl, NnepevncneHHole B NnapameTpax fdpi_server.

OTnpaBKa NapaMeTPOB aBTOPU3aLINM NPOU3BOANTCA Yepes NepCUCTEHTHYIO oYepelb,
TakK YTO [JaXe ecnn Kakon-To n3 cepsepoB fastDPI 6bin OTKAOYEH HA MOMEHT
OTMPABKN JaHHbIX, MPU BKJAYEHUN OH MOJIYYUT BCE [aHHble 3a BpeMs CBOEro
npocTos.

MpuMeHeHue paHHbIX Ha fastDPIl npu cuHxpoHusauum UDR

Mpu npueme faHHbIX aBTopu3auumn cepeep fastDPI BuamMT, ero 37o Hbla 3anpoc nn e 3To OTBET Ha
4y>KOW 3anpoc (419 3TOro B MakeTe eCTb cneunanbHaa MeTka). Ecnm 3To oTBET Ha CBOM 3anpoc,
JlaHHble NPUMeHSAIOTCS "No nonHon": cozpaetcs DHCP nnn PPPoE-ceccus, ecnm 370 6bin 3anpoc DHCP
nnn PPPoE-aBTOpU3auum, faHHble 3anoMmuHaoTca B UDR. Ecnm )xe 3TO 0TBET Ha 4y>XOW 3anpoc,
fastDPI npocTo 3anomMuHaeT "4yxue" gaHHble y cebs B UDR. TeM CaMbIM Npu OTKJIKOYEHUN OCHOBHOIO
fastDPI-cepBepa 1 nepeBofe Harpysku Ha pesepBHbIn, y pe3epBHoro fastDPI-cepeepa B UDR yxe
6ynyT BCe cBOMCTBa aboHeHTa - ero ycnyru, nonmcuHr, L2-ceonctea - MAC-aapec, VLAN n np. To
ecTb UDR y OCHOBHOr0 1 pe3epBHOro cepsepos byayT no 60/bLIOMY CYETY COrnacoBaHbl.
AboHeHTCKas ceccmsa Ha pe3epsHoM fastDPI byneT B cTaTyce HemssecTeH (unknown) n nocne
nepeklYeHns Tpaduka no nepsomy nakeTy byneT 3anyLLeH npouecc asTopusaunm aboHeHTa.

OnucaHue anroputMma nepeknioueHusa ana BRAS L2

KoHuenuus pesepsupoBaHus CKAT — MASTER-SLAVE:

MASTER aBnsieTCcs akTUBHbIM cepBepoM 1 obpabaTeiBaeT Tpaduk BO BpeMsi HOpManbHOW paboThl
ceTwn. SLAVE B CBOIO 04epefb HaX0AUTCS B COCTOSAHUN OXKUOAHUSA C BbIK/IOYEHHBIMU UHTEpdencammn n
aKTUBHO onpalumBaeT coctosiHne MASTER 1 B cnyyae npobnem Ha HeEM BKItOYaeTcs B paboTy.

HopmanbHasa pabora ceTu:


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:start

Yepe3 MASTER npoxoauTt obpaboTka Bcero Tpacuka, aBTopmsauns n 7.4, SLAVE B 0bpaboTke
Tpauka He y4yacTByeT, HO Yepe3 mgmt uHTepgenc onpawmeaeT coctosHme MASTER. Mponcxogut
HECKOJIbKO NMPOBEPOK COCTOAHUA:

e [IpoBepka, 410 npouecc fastDPI 3anyweH;

* poBepka, 4To npouecc fastDPI paboTaeT cTabunbHO U HE HAXOANTCS B COCTOSHUN
LIMKJINYECKOro pecTapTa;

e OnuymoHaIbHO — NMPOBEPKa COCTOAHUS MHTEPMENCOB. B 3aBMCMMOCTM OT CXEMbl NOAKJIIOYEHUS
Takas npoBepka MoXeT ObITb HE HY>KHa, MO3TOMY AaHHAs NPOBEpPKa OMNuUMOHabHa.

Ecnun BCe npoBepku npowwny ycnewHo, To SLAVE ocTaeTcs B peXxnMe 0OXXngaHus n He
npeanpuHMMaeT HUKaAKNX OENCTBUN.
B cnyyae obHapyxxeHus ownbku SLAVE 6epeT Ha cebs ponb MASTER.

MNepeknioyenne MASTER-SLAVE:

Mpwn obHapy>xeHnn Ha MASTER owmnbkun SLAVE HauymHaeT obpabaTbiBaTh Tpahk CAMOCTOSATESbHO,
[AN15 3TOro OTNpaB/seTCca KoMaH4a Ha oTKo4eHne MASTER, oTknoveHne nHtepgencos CKAT un
ocTaHoBKM npouecca fastDPI. B 310 xe Bpemsa SLAVE Bkto4aeT cBou nHTepdencel. CnegyeT
OTMETUTb, YTO aBTOMaTUYECKOr0 NepektoyeHna 0bpaTHO He peann3oBaHo, Tak kak Heobxoauma
NpoBepKa UHXEeHepOoM 4TO npobieMa Ha OCHOBHOM CepBepe yCTPaHeHa U MOXKHO NepeksyaTh
Tpaddurk obpaTHoO.

MNepeknioyenne SLAVE-MASTER:

Mocne ycTpaHeHus npobaem Ha OCHOBHOM cepBepe He0bX0AMMO BbIKIOHYNTL UHTEP(ENChI
pe3epBHOro cepeepa, 3anycTuTb 06paboTKy Tpadhmka OCHOBHLIM CEPBEPOM W BKJIOYNThL CEPBUC
pe3epBupoBaHns Ha SLAVE.

CkpunT ona aKTuBHOro pesepsuposaHus fastDPI

CkpunT fomkeH ObITb YCTaHOB/IEH Ha pe3epBHOM fastDPI, rae oH paboTaeT B HenpepbIBHOM LIMKIIE,
MOHUTOPS COCTOSAHME 0CHOoBHOro fastDPI yepes SSH.
DTOT CKPUNT MCMO/b3yeT 4 NPOBEPKM /15 NOATBEPXKAEHMA TOro, 4To ocHoBHoM fastDPI paboTaeT:

Cepsep poctyneH no cetu (pingcheck)

Mpouecc fastDPI npucytcTeyeT

PID npouecca fastDPI He nameHuNCcsa (HET HEKOHTPOMPYEMOrO Nepesanycka npowecca)
CocTosiHMe CCbiKM Ha ocHOBHOM fastDPI He n3meHunock (Heobs3aTenbHasa NpoBepka). ITa
NpOBEpPKa OTKJIIOYEHA MO YMOMYAHUIO, TaK KaK MOXET ObITb HE HY)KHa B HEKOTOPbIX
TOMOIOTNAX.
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Mpouecc ycTaHOBKMU:

1. CkayaTb BCe (hannbl U3 apXrBa Ha LieIeBOM pe3epBHbIN cepsep.
. HacTpounTb IP-agpec ocHoBHOro cepsepa B ckpunTte SRS. sh.
3. Co3paTb napy SSH-ko4en Ha pe3epBHOM cepBepe C NOMOLLbIO KOMaHbl

N

ssh-keygen -t ed25519

4. Co3paTb HOBOMO MOJb30BaTENSA C MpaBaMm sudo Ha OCHOBHOM CepBepe.
5. CkonupoBaTb npusBaTHble SSH-K/O4YKN C pe3epBHOro cepsepa B pann authorized keys


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:bras_bng:replication:reservation_script.zip

HOBOr0 akkayHTa Ha OCHOBHOM CepBepe
6. [lo6aBMTb NpaBa Ha BbINOJIHEHNE YCTAHOBOYHOIO CKPUMTA C MOMOLLbI KOMaHAbI

chmod +x install.sh
7. 3anyctutb install.sh.
YnpaBneHue cepBMCOM:
1. 3anyck cepsuca
systemctl start fastsrs
2. lpoBepka CcTaTyCa cepsuca:
systemctl status fastsrs
3. OcTaHoBKa cepsuca:
systemctl stop fastsrs
4. TlpoBepKa JI0roB cepsuca:

journalctl -u fastsrs



	Содержание
	Резервирование BRAS L2 в режиме Active-Standby
	Репликация данных авторизации и Синхронизация базы данных нескольких BRAS
	Применение данных на fastDPI при синхронизации UDR

	Описание алгоритма переключения для BRAS L2
	Скрипт для активного резервирования fastDPI


