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NHTerpauusa ¢ Radius-cepsepom

FastPCRF wneTt Access-Request-3anpochl co cnegyowmmm atpnbytamm:

User-Name = "94.158.56.38"
User-Password = "VasExperts.FastDPI"
Framed-IP-Address = 94.158.56.38
Acct-Session-Id = "001122334455667788"
NAS-Port-Type = Virtual

NAS-Port =

NAS-Port-Id = "708"

NAS-IP-Address = 192.168.0.40
Service-Type = Framed-User
VasExperts-Service-Type=
Message-Authenticator = 0x655ad71144647dd842afd3b65b08d421

rpe:

e User-Name — IP-agpec nosb3oBaTens B BUAe CTPOKN. MOXXHO 3a4aTb, YTO YKasbiBaTb B
aTpnbyTe User-Name, nogpobHee cM. HuXe.

e User-Password — naponb. [1ns Bcex nonb3oBaTesien Naposib OANH M TOT XXe 1 3agaeTcs conf-
napameTpom radius user password. He cnefyeT paccMaTpuBaTb 3TO MOJe KakK Naposb
nosb3oBaTeNs, — 3TO Naposib CUCTEMBI.

e Framed-IP-Address — IPv4-agpec nonb3oBaTens

e Calling-Station-Id — srcMAC agpec nakeTa, MHMUMMPOBaBLUIero 3anpoc. MonesHo gnsa L2-
npoBanaepos — B 3TOM ciy4vae 310 MAC-agpec aboHeHTa.

e Acct-Session-Id — naeHTudukaTop accounting-ceccun.

e NAS-Port-Type — 3apaeTcsa 3HavyeHnem conf-napameTtpa radius_attr nas port type
MepeyeHb fONYCTUMbIX 3HaYeHU onpedeneH RFC 2865. B faHHOM npuMepe 3HaveHune paBHo 5
(Virtual).

e NAS-Port — 3HaveHue Tera VLAN nakeTa aboHeHTa; AaHHbI aTpnbyT 0obaBNSEeTCA TONLKO
onsa VLAN-ceTen.

e NAS-Port-Id — 3Ha4veHue Teros QinQ naketa aboHeHTa B popmaTe "outerVLAN/innerVLAN",
Hanpumep, "34/123"; paHHbln aTpnbyT fobaBnseTcsa TonbkKo ons QinQ-ceten.

e NAS-IP-Address nan NAS-Identifier — IP-agpec nnm CTPOKOBbIV NOEHTU(UKATOP
cepsepa fastDPI. bepeTca us HacTponkn fdpi server.

e Service-Type — 3afaeTcs 3Ha4yeHueM conf-napameTpa radius attr service type.
MONHBIN CNUCOK 3HaYeHnn gaHHoro aTpmnbyTa npueeneH B RFC-2865. B gaHHOM npumepe
Service-Type=2 (Framed-User).

e VasExperts-Service-Type(VSA vendor-id=43823, attr-id=6) — T1n 3anpoca aBTopmn3aLunu:
0 — L3-aBTopmu3auuns, 1 — nnsnHr DHCP-agpeca + aBTopusaumsa, cM. pexxum DHCP Radius
proxy.

e Message-Authenticator — Bblducnsiemein atpnbyT, cm. RFC-2869. 3T0T aTpmbyT
BKJIIOYaeTca B Access-Request, ecnu conf-napameTtp radius msg auth attr=1
(pekomMeH0BaHHOE 3Ha4YeHue).

IPv6


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:start
https://tools.ietf.org/html/rfc2865
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:start
https://tools.ietf.org/html/rfc2869

3anpoc aBTopm3auunm ansa IPvé HECKONbKO OTANYaeTCs — BMeCcTo aTpubyTa Framed-IP-Address B
3anpoce NpuCyTCTBYIOT creayowme aTpubyThbl:

e Framed-IPv6-Prefix — npegukc IPv6-noacetn. ®akTu4eckn, aBTopusaLns NnpoBogUTCA He
ANns KOHKpeTHoro IPvb-agpeca, a A5 BCeX agpecoB C AaHHLIM NPeuKCcoM.

e Framed-IPv6-Address — IPv6-agpec. 1o ymMon4aHuo B JaHHOM aTpubyTe yKa3biBaeTCs
agpec npedukca, Hanpumep, ana agpeca 2001:1::1 3HayeHne aTpmnbyTa bynet 2001:1::. Ho
ecnu 3apaTb fastpcrf.conf-napameTpy ipve native framed address 3HayeHue 1, TO
3Ha4veHunem aTpubyta Framed-IPv6-Address bynet nonHbin IPv6-agpec, B Hawem npumepe -
2001:1::1. CnepyeT NOMHUTL, 4TO 3aflaHue ipv6 native framed address=1 He o3HavaerT,
4yTo CKAT byneT aBTOpU30BaTh Kaxabii IPv6-afpec, — HeT, OH no-npexHemy byaet
paccMaTpmBaTb IPv6-aBTOpM3aLMIO Kak aBTopM3aLnio aboHEHTCKUX noaceTen. Hanpumep,
ecnn nayT nakeTbl oT aboHeHTa 2001:1::1 n 2001:1::ab, To Ha aBTOpM3auuio byaeT nocnaH
TOJIbKO OZMH M3 3TUX alpecoB, a BO3BpaLleHHble napameTpbl OyAyT NpUMeEHEHbI KO BCEM
agpecam nogcetn 2001:1::/64.

3HayeHue aTpubyTta User-Name

B kavyecTBe User-Name B 3anpoce Access-Request MoXeT ObITb NCNOSIb30BaH:

e nornH aboHeHTa (He Bcerpa ussecteH CKAT);
e |P-agpec aboHeHTa (M3BECTEH BCerapa);
e Q-in-Q Terun (pna QinQ-ceten, "vlan-per-user").

B fastpcrf.conf napameTtp radius user name auth 3apaeTt 3HayeHue aTpubyta User-Name B
nopsake npeanoyTeHus:

e login - ncnosib30BaTh JIOrMH abOHEHTa;

e ip - ucnonb3osaThb IP-agpec aboHeHTa;

* qing - ncnonb3oBaTb QinQ-Ter B popmaTe "outerVLAN.innerVLAN"; Hanpumep, "101.205";
e mac - ncnosb3oBaTb srcMAC 13 nakeTa. Ons L2-nposanaepos 310 MAC-agpec aboHeHTa.

Mpumep:
# B aTpnbyT User-Name nomelwats QinQ-Ter, eC/iv €ro HeT - 10rnH aboHeHTa, ec/in ero HeT
- IP-aapec

radius user name auth=qinq,login,ip

3HavyeHue no ymonyaHuio: radius user name auth=login,ip,qinq

B oTBeTe Access-Accept unm Access-Reject CKAT oxugaeTt noay4nTb UCTUHHBIN J10rMH aboHeHTa B
aTpnbyTe VasExperts-UserName unn User-Name.

ATpubyTbl OTBETOB


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:start
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