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Request, Accept, Reject, ATpubyThI
aBTOpU3aLUMU

e ATpubyThbl aBTOpM3aLnn aboHEHTa
o Radius Access-Accept
o Radius Access-Reject

e RADIUS CoA

FastPCRF wnet Access-Request-3anpocbl o cnegyowmmy atpubytamu:

User-Name = "94.158.56.38"
User-Password = "VasExperts.FastDPI"
Framed-IP-Address = 94.158.56.38
Acct-Session-Id = "001122334455667788"
NAS-Port-Type = Virtual

NAS-Port =

NAS-Port-Id = "708"

NAS-IP-Address = 192.168.0.40
Service-Type = Framed-User
VasExperts-Service-Type=
Message-Authenticator = 0x655ad71144647dd842afd3b65b08d421

roe:

e User-Name — IP-anpec nonb3oBaTens B BUAe CTPOKN. MOXXHO 3a4aThb, YTO YKasbiBaTb B
aTpubyTe User-Name, nogpobHee cM. HMXe.

e User-Password — naposb. [1nd BCex nonb3oBaTenien Naposib OANH U TOT XXe 1 3agaeTtcs conf-
napameTpom radius user password. He cnefnyeT paccMaTpuBaTb 3TO MOJe Kak Naposb
noJib30BaTenNs, — 3TO NapoJib CUCTEMBI.

e Framed-IP-Address — IPv4-agpec nosb3oBaTens.

e Calling-Station-Id — srcMAC agpec nakeTa, MHMUMMPOBaBLLEro 3anpoc. MonesHo gns L2-
npoBanepoB — B 3TOM ciy4ae 3To MAC-agpec aboHeHTa.

e Acct-Session-Id — nageHTudukaTop accounting-ceccum.

e NAS-Port-Type — 3agaeTtcs 3Ha4yeHneM conf-napameTtpa radius attr nas port type.
MepeyeHb [ONYCTUMbIX 3Ha4YeHU onpenened RFC 2865. B naHHOM npruMepe 3HavyeHue paBHo 5
(Virtual).

e NAS-Port — 3Ha4eHue Tera VLAN nakeTa aboHeHTa; faHHbIN aTpnbyT fobaBnseTcs TONbKO
ans VLAN-ceTen.

e NAS-Port-Id — 3HayeHune Teros QinQ nakeTa aboHeHTa B hopmaTe "outerVLAN/innerVLAN",
Hanpumep, "34/123"; paHHbIN aTpnbyT nobasnseTca Tonbko Ana QinQ-ceTen.

e NAS-IP-Address unn NAS-Identifier — IP-agpec nnum cTpoKOBbIV MAEHTU(MKATOP
cepsepa fastDPI. bepeTcs 13 HacTpoku fdpi server.

e Service-Type — 3afaeTcs 3HavyeHueM conf-napameTpa radius attr service type.
MONHBIN CNUCOK 3HaYeHUn gaHHoro aTtpmbyTa npueeneH B RFC-2865. B gaHHOM npumepe
Service-Type=2 (Framed-User).

e VasExperts-Service-Type(VSA vendor-id=43823, attr-id=6) — Tvn 3anpoca aBTopun3aumun:
0 — L3-aBTopu3saumsa, 1 — nu3mHr DHCP-agpeca + aBTopu3auus, cM. pexum DHCP Radius
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proxy.

e Message-Authenticator — Bblducnsiemoin atpnbyT, cM. RFC-2869. 3T1oT aTpmbyT
BKJIO4aeTcAa B Access-Request, ecnm conf-napameTtp radius msg auth attr=1
(pekomeHaoBaHHOE 3Ha4YeHue).

IPv6

3anpoc aBTopu3auumn ansa IPvé HECKONbKO OTANYaeTCs — BMecTo aTpubyTa Framed-IP-Address B
3anpoce NpuCcyTCTBYIOT creaytowmne aTpubyThbl:

e Framed-IPv6-Prefix — npedukc IPv6-nogcetn. ®akTn4eckun, aBTopm3aLnsg npoBoaANTCS He
L1 KOHKpeTHoro IPv6-agpeca, a 415 BCeX af,pecoB C AAaHHbLIM NpeduKcom.

e Framed-IPv6-Address — IPv6-agpec. 1o ymM0On4aHuo B JaHHOM aTpubyTe yKa3biBaeTCs
afpec npegukca, Hanpumep, ona agpeca 2001:1::1 3HayveHune aTpubyTta 6yget 2001:1::. Ho
ecnn 3apaTb fastpcrf.conf-napametpy ipv6 native framed address 3HayeHue 1, TO
3HaveHunem aTpubyta Framed-IPv6-Address b6ynet nonHbin IPv6-agpec, B Hawem npumepe -
2001:1::1. CnepyeT NOMHUTL, 4TO 3afaHue ipv6 native framed address=1 He o3HavaerT,
4yT1o CKAT byneTt aBTOpU30BaTb KaXxabiv IPv6-agpec, — HeT, OH no-npexHemy byaer
paccMaTpmBaTb IPv6-aBTOpM3aLMO Kak aBTopm3aLnio aboHEHTCKUX noaceTen. Hanpumep,
ecnn nayT nakeTbl oT aboHeHTa 2001:1::1 n 2001:1::ab, To Ha aBTOpM3auuio ByaeT nocnaH
TOJIbKO OZWH M3 3TWX apecoB, a BO3BpaLleHHbIe NapameTpbl OyAyT NPpUMEHEHbI KO BCEM
agpecam nogcetn 2001:1::/64.

3HauyeHue aTpubyTta User-Name

B kavyecTBe User-Name B 3anpoce Access-Request MoXeT 6bITb NCNOb30BaH:

e JIornH aboHeHTa (He Bcerpa nssecteH CKAT);
e |P-agpec aboHeHTa (M3BECTeH BCerga);
e Q-in-Q Terun (gna QinQ-ceten, "vlan-per-user").

B fastpcrf.conf napameTtp radius user name auth 3apaeTt 3Ha4eHue aTpubyta User-Name B
nopsake npeanoyTeHus:

e login - ucnosb30BaTh JI0rMH abOHEHTa;

e ip - ncnonb3osaThb IP-agpec aboHeHTa;

e ging - ncnonb3osaTb QinQ-Ter B popmaTe "outerVLAN.innerVLAN"; Hanpumep, "101.205";
e mac - ucnosb3oBaTb sSrcMAC 13 nakeTa. Ons L2-npoanaepos 310 MAC-agpec aboHeHTa.

Mpumep:
# B atpnbyt User-Name nomewaTb QinQ-Ter, €C/v €ro HeT - 10rnH aboHEHTa, eCIN €ro HET
- IP-aapec

radius user name auth=qinq,login,ip

3HavyeHue no ymonyaHuio: radius user name auth=login,ip,qinq

B oTBeTe Access-Accept unm Access-Reject CKAT oxxugaeTt nonyYnTb UCTUHHBIN J10rMH aboHeHTa B
aTpubyTe VasExperts-UserName nnm User-Name.
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