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Ycnyru Yenyra 9 RADIUS accounting Céop Netflow gns 6bunnnHra

Accounting — y4yet Tpaduka (ycnyra 9)

FastPCRF nogaep»xuneaeT RADIUS accounting. FastDPI obpabaTbiBaeT aboHEHTCKUA TpadmK n
dopmupyeT Netflow-cTaTncTnky, KoTopas nepenaetcs B fastPCRF. Lanee fastPCRF arperunpyet
fJaHHble, Nnpeobpa3syeT ux B hopmat RADIUS Accounting n otnpasnseT Ha RADIUS-cepsep.

Ons akTmBauum RADIUS accounting B /etc/dpi/fastdpi.conf Heobxoammo 3amaTh cneayoLme
napameTpbl:

e BKJtOYEHME aKKayHTUHra:
enable acct=
e BkntoyeHune Netflow-ctatuctuku gng bunnudra:

# Ctatuctmka no bunnmHry aboHeHTa
netflow=

# TaviM-ayT OTMPaBKN CTaTUCTUKMN
netflow timeout=

NaHHble No 0bbemy noTpebnsemoro Tpagurka nepenaTca B OUNNNHIOBYIO CUCTEMY
no npotokony RADIUS Accounting 4epes fastPCRF, a He Hanpamyio Yepe3 Netflow.
@ MapameTp netflow aBnfeTca 6MTOBOM MaCKOW M MOXET MPUHUMATb
KOMOMHNPOBaHHbIE 3Ha4yeHWs. Hanpumep, ANS OLHOBPEMEHHOr0 BKJIIOYEHUSA
accounting n nosHoM ctaTuUCTUKKM (8) Heobxoammo ykasaTb netflow=12.

e BkJt0OYEHMEe aBTOPM3aLUK JIOKAJbHbIX NOJIb30BaTENEN:

enable auth=

e Ha3HayeHune aboHeHTy ycnyru 9 (3kCcnopT CTaTUCTUKM gnsa bunnmHra). B oteeTe Ha Access-
Request fonxeH npucyTCcTBOBaTb aTpMbyT:

VasExperts-Enable-Service="9:0n"

Ana DHCP-aBTopu3auuu: yyeT Tpaduka no IPv4 n IPvb BegeTca B oTAe/IbHbIX
ceccuax. Mpu Hanuynn y aboHeHTa IPv4-agpeca u IPv6-npedurkca co3gaoTca ase
@ He3aBMCUMble accounting-ceccum.

Ana PPPoE: npu sbifa4ve IPv4 n IPv6 B pamkax ogHoro RADIUS-3anpoca y4eT
Be[eTCs B OOHOM ceccuu.
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[ onosHUTEeNbHbIEe HACTPOUKH

Mpwu 3anycke fastPCRF otnpasnseT Ha RADIUS-cepsep 3anpoc Accounting-Request ¢ aTpnbyTtom
Acct-Status-Type=Accounting-0n, a npu 3aBepweHun — Accounting-0ff. B aTux 3anpocax
nepepatoTcs NAS-aTpmbyThl, naeHTUdMLUMpytowme cepeep, n Acct-Session-Id=0. AHanormyHbIn
3anpoc Accounting-On oTnpaBnasieTcsa Npu nepekno4eHnn Ha pesepsHbin RADIUS-cepsep.

HekoTopble BUNNNHIOBbIE CUCTEMbI TPEDOYIOT CUMHXPOHM3ALIMM MPOLECCOB aBTOPM3aLIUN U
aKKayHTUHra: nepef oTnpaBKoi Access-Request Tekyllas accounting-ceccus foKHa BbiTb
KOPPEKTHO 3aBeplueHa. [15 BKIYEHUS TaKOro pexXxnMa UCnob3yeTcst napameTp:

acct auth sync=

Mpu BKOYEHHOW CMHXPOHM3aLIMM Nepea oTnpaBkon Access-Request BbIMOSHAETCS NpoBepKa
Hasn4Msa akTMBHOM accounting-ceccun ans IP-agpeca aboHeHTa. Ecim ceccus cyuiecTsyerT,
oTnpaenseTcs Acct-Stop, oxxnaaeTca NoATBEPXKAEHME, NOC/E Yero BhINOHAETCA aBTopu3auus.

JonosHuTenbHO MoXeT BbITh 3afaHa 3a4epXXKa Mexay noaTeepxaeHvem Acct-Stop n oTnpaskon
Access-Request:

acct_auth_sync_delay=

3HayeHne 3aaeTca B cekyHaax. Micnonb3yeTcs ang yyeta 3agepxxek 0bpaboTku B bunamHrosom
cucTeme.

Bo3MOXXHa HacTpoka nHTepnpeTaunm HanpaeaeHnin Tpaduka. Mo ymonyaHuio:

e BXOOALWMNNA TPahMK — OT CETU K abOHEHTY;
e ucxoosawmm — ot aboHeHTa B ceTb.

Ana n3mMeHeHNs Hanpas/ieHUs NCNOJIb3yeTCsa napameTp:
acct swap dir=

e 0 — 6e3 nu3MeHeHun;
e 1 — MHBEPTUPOBATL HaMpPaBJIEHNS.

HacTpouku rating group

Ana petanusauum y4eta Tpaduka MOryT UCNOJIb30BaATLCA rpynnbl Tapudukaumm (rating group).
JlocTynHbl Cnegytolme napamMeTpsbi:
e KonmyecTso rpynmn:

rating group count=

3Ha4yeHne nNo ymosiHaHuo: 0



L MaKCMMaﬂbHOEHMCﬂoaGOHEHTOB(IMCHOﬂb3OBaHMeMraﬁnggrOUQ

rating group max subs=

3Ha4veHune no ymon4yaHuio: 0 (RG oTKt04EHbI)

3HayvyeHune 0 03HAYaEeT, 4TO OYHKLIMOHANBHOCTb OTKJIOYEHA.

MHMHM&HM3aHMHXpaHMﬂMHﬁlaﬁnggrOUpBHHOﬂHﬂeTCHTOﬂbKOHpMBKﬂDHeHHOM6MﬂﬂMHFOBOM
CTaTUCTUKe.

06bem namMaTn, HeOOXOAMMbBIN ANS XPaHEeHMS CTaTUCTMKK rating group, paccymTbIBaeTCs Mo
dopmyne:

32 * rating group count * rating group max_subs * num_ thread

roe:

32 6anTa — pa3Mep CYETYMKOB Ha OZHY rpynny;
rating_group_count — Konn4ecTBO rpynn;
rating_group_max_subs — MakcumanbHoe 4ncno aboHEeHTOB;
num_thread — 4yncno notokos obpaboTKy.

MpuMep pacyeTa:

rating _group count = 256
rating group max subs = 10000
num_thread = 8

memory required = 32 * 256 * 10000 * 8 = 625M

BO3MOXXHOCTN 0bpaboTkm fastPCRF. B 3ToM cnydyae TpebyeTca TIOHUHI CETEBOro

@ Mpun BbLICOKOM Harpyske noTok accounting-gaHHbiX oT fastDPI moxeT npesBbiwaTh

CTEKa.

OCHOBHbIM MUCTOYHUKOM COOBITUI HavYana v 3aBepLueHns accounting-ceccuin asnsetcs fastDPI, npu
3TOM y4yeTHas 6a3a Begetca B fastPCRF. fastDPI nepefaeT cbipble AaHHbIe N0 Tpaduky, a fastPCRF

BbIMNOJIHAET MxX arperauunto n opmupyet RADIUS-coobuieHmns.

B3anmopenctene mexay fastDPI n fastPCRF ocyliecTsnseTcs 4epes BHYTPEHHUI CeTeBOW MPOTOKO.

MoTeps coobLeHnn MOXET NPUBOANTL K HEKOPPEKTHOMY COCTOSHWUIO CECCUI (HanpuMmep,
oTcyTcTButo Acct-Stop nnm Acct-Start).

N5 NOBbILLEHNSA HAAEXHOCTW NCNONb3YeTCs o4Yepelb 06s3aTenbHbIX coobuieHni (pending queue),

KOTOpas Crfia)xnBaeT KpaTKOBPEMEHHY HefocTynHocTb fastPCRF.
MapaMeTpsbl ouepenu 3anpocoB K PCRF:

e MakcumasibHOe BpeMs XpaHeHUs 3anpoca (CekyHabl):



pcrf pending queue timeout=
e MakcuMasbHbIN pa3Mep oYepesm:
pcrf pending queue size=

B o4epenb nomMeLLaloTCA TOJIbKO KpUTKYHbIE cooblienns (Hanpumep, Acct Start/Stop). Mpw
NPEeBbILLIEHNN BPEMEHUN XPaHEHMA UK pa3Mepa o4epeamn cTapble 3anucu yaansoTcs.

BHyTpeHHee YCTPOUCTBO

ba3a gaHHbIX accounting pa3melleHa B fastPCRF n paboTtaeT B mamaTn. CTpykTypa ABYXypPOBHEBas:

® raw-ypoBeHb — XpaHeHMe UCXOOHbIX AaHHbIX Nno IP-agpecam;
* ypoOBeHb arperauun — obbennHeHne aaHHbIX B accounting-ceccuu.

Yepe3 CLI BO3MOXXHO:

e yrnpaBieHne ceccuamu (Ctapt/cTon);
® MIPOCMOTP COCTOAHUA N CTAaTUCTUKMN.

Mpun nepesanycke mnn octaHoBke fastPCRF Bce Tekyuwwme accounting-ceccun
YyOANsATCS.

Accounting-On, npum octaHoBke — Accounting-Off ¢ cooTBeTcTBYlOWMMN NAS-

@ Mpwn nepe3sanycke fastDPI cyeTymky Tpaduka obHynsaTCA. MNpy cTapTe oTNpaBnseTCs
aTpubyTamum.

PecTtapTt fastDPI

Mpwu 3anycke n octaHoBke fastDPI oTnpasnseT B fastPCRF komaHabl accounting-on/accounting-off, Ha
OCHOBAHWM KOTOPLIX 3aKPbIBAIOTCS TEKYLLME CECCUMN.

MoBeaeHWe Npu 3TOM peryampyeTcs napameTpoMm:
acct fastdpi session stop=

JOoCTynHbl ABa pexuma:

e 1 — npu cTapTe/ocTaHoBkKe fastDPI oTnpasnseTcsa Acct-Stop ong BCeX akTUBHbIX CECCUM;
e 0 — oTnpaBasaTCA ToNbko Accounting-On/Accounting-Off 6e3 nHansmnayanbHbix Acct-Stop.

Pexxum ¢ otnpasBkon Acct-Stop obecneyrBaeT KOppeKTHOE 3aBepLUeHMe CeCcCuMm, HO co3faeT
NoOBbIWEHHYO Harpy3ky Ha RADIUS-cepBep. ANbTEPHATMBHbLIN PEXMUM CHUXAET HarpysKky, Ho TpebyeT



KOPPEKTHOW NAeHTU(GMKaLUmM ncTovHnkKa no NAS-atpubytam.
0na KoppekTHon paboTbl Heobxoanmo:

* 337aTb YHUKanbHble attr nas ip wuattr nas id pna kaxporo fastDPI;
e HacTpouTb radius attr nas ip address u radius attr nas id pns fastPCRF.

ObpaboTka Ha cTopoHe RADIUS:

e ecnn NAS-aTpubyThl cooTBeTCTBYIOT fastDPI — 3akpbiBalOTCA CECCUM 3TOrO y3na;
e ecnn fastPCRF — 3akpbiBalOTCA BCE aKTUBHbIE CECCUN.

Cnucok 3HayeHun acct _stop reason

acct _stop reason_unspecified — npuyuHa He yKa3aHa

acct stop reason user request — 3aBepLueHue N0 MHULMATMBE abOHEHTa MAN NPU CO34aHUN
HOBOW ceccun

acct stop reason idle timeout — TanM-ayT HEAKTUBHOCTYU

acct stop reason session_expired — ucteyeHue BpeMeHU ceccum

acct stop reason admin reset — 3aBepLueHue no 3anpocy agMmuHuctpatopa (CoA Disconnect-
Request)

acct _stop reason lost service — oTknoyeHune ycnyrun nav DHCP-NAK

acct stop reason NAS error — owwnbka B 3anpoce

acct stop reason double secondary key — KOH(MVKT BTOPUYHOIO KJOYa

acct stop reason coa reauth — CoA reauth

acct stop reason callback — 3aBeplieHve u3-3a peasTopmsaLmm

acct stop reason no auth response — OTCYTCTBYeT OTBET Ha aBTOpPM3aLMIO

acct _stop reason NAS switch — nepekntoyeHve Ha Opyrow ysen

acct stop reason CoA Disconnect — CoA disconnect

13 fastPCRF:

acct stop reason source reboot — obHapyxeH pecTapT fastDPI

acct stop reason change session id — u3meHeHue sessionld

acct stop reason transfer session id — nepeHoc sessionld

acct stop reason fastdpi acct on — nony4yeH Acct-On/Acct-Off

acct _stop reason suspended — ceccusi NpMoCTaHOB/IEHa 13-3a HepocTynHocTh RADIUS
acct stop reason ppp changed IPv6 prefix — m3meHeH IPv6-npedukc

acct stop reason ppp missing IPv6 prefix — oTcyTcTByeT IPv6-npedukc
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