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Ycnyru Yenyra 9 RADIUS accounting Céop Netflow gns 6bunnnHra

Accounting — y4yet Tpaduka (ycnyra 9)

FastPCRF nogaep»xuneaeT RADIUS accounting. FastDPI obpabaTbiBaeT aboHEHTCKUA TpadmK n
dopmupyeT Netflow-cTaTncTnky, KoTopas nepenaetcs B fastPCRF. Lanee fastPCRF arperunpyet
fJaHHble, Nnpeobpa3syeT ux B hopmat RADIUS Accounting n otnpasnseT Ha RADIUS-cepsep.

Ons akTmBauum RADIUS accounting B /etc/dpi/fastdpi.conf Heobxoammo 3amaTh cneayoLme
napameTpbl:

e BKJtOYEHME aKKayHTUHra:
enable acct=
e BkntoyeHune Netflow-ctatuctuku gng bunnudra:

# Ctatuctmka no bunnmHry aboHeHTa
netflow=

# TaviM-ayT OTMPaBKN CTaTUCTUKMN
netflow timeout=

NaHHble No 0bbemy noTpebnsemoro Tpagurka nepenaTca B OUNNNHIOBYIO CUCTEMY
no npotokony RADIUS Accounting 4epes fastPCRF, a He Hanpamyio Yepe3 Netflow.
@ MapameTp netflow aBnfeTca 6MTOBOM MaCKOW M MOXET MPUHUMATb
KOMOMHNPOBaHHbIE 3Ha4yeHWs. Hanpumep, ANS OLHOBPEMEHHOr0 BKJIIOYEHUSA
accounting n nosHoM ctaTuUCTUKKM (8) Heobxoammo ykasaTb netflow=12.

e BkJt0OYEHMEe aBTOPM3aLUK JIOKAJbHbIX NOJIb30BaTENEN:

enable auth=

e Ha3HayeHune aboHeHTy ycnyru 9 (3kCcnopT CTaTUCTUKM gnsa bunnmHra). B oteeTe Ha Access-
Request fonxeH npucyTCcTBOBaTb aTpMbyT:

VasExperts-Enable-Service="9:0n"

Ana DHCP-aBTopu3auuu: yyeT Tpaduka no IPv4 n IPvb BegeTca B oTAe/IbHbIX
ceccuax. Mpu Hanuynn y aboHeHTa IPv4-agpeca u IPv6-npedurkca co3gaoTca ase
@ He3aBMCUMble accounting-ceccum.

Ana PPPoE: npu sbifa4ve IPv4 n IPv6 B pamkax ogHoro RADIUS-3anpoca y4eT
Be[eTCs B OOHOM ceccuu.
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[ onosHUTEeNbHbIEe HACTPOUKH

Mpwu 3anycke fastPCRF otnpasnseT Ha RADIUS-cepsep 3anpoc Accounting-Request ¢ aTpnbyTtom
Acct-Status-Type=Accounting-0n, a npu 3aBepweHun — Accounting-0ff. B aTux 3anpocax
nepepatoTcs NAS-aTpmbyThl, naeHTUdMLUMpytowme cepeep, n Acct-Session-Id=0. AHanormyHbIn
3anpoc Accounting-On oTnpaBnasieTcsa Npu nepekno4eHnn Ha pesepsHbin RADIUS-cepsep.

HekoTopble BUNNNHIOBbIE CUCTEMbI TPEDOYIOT CUMHXPOHM3ALIMM MPOLECCOB aBTOPM3aLIUN U
aKKayHTUHra: nepef oTnpaBKoi Access-Request Tekyllas accounting-ceccus foKHa BbiTb
KOPPEKTHO 3aBeplueHa. [15 BKIYEHUS TaKOro pexXxnMa UCnob3yeTcst napameTp:

acct auth sync=

Mpu BKOYEHHOW CMHXPOHM3aLIMM Nepea oTnpaBkon Access-Request BbIMOSHAETCS NpoBepKa
Hasn4Msa akTMBHOM accounting-ceccun ans IP-agpeca aboHeHTa. Ecim ceccus cyuiecTsyerT,
oTnpaenseTcs Acct-Stop, oxxnaaeTca NoATBEPXKAEHME, NOC/E Yero BhINOHAETCA aBTopu3auus.

JonosHuTenbHO MoXeT BbITh 3afaHa 3a4epXXKa Mexay noaTeepxaeHvem Acct-Stop n oTnpaskon
Access-Request:

acct_auth_sync_delay=

3HayeHne 3aaeTca B cekyHaax. Micnonb3yeTcs ang yyeta 3agepxxek 0bpaboTku B bunamHrosom
cucTeme.

Bo3MOXXHa HacTpoka nHTepnpeTaunm HanpaeaeHnin Tpaduka. Mo ymonyaHuio:

e BXOOALWMNNA TPahMK — OT CETU K abOHEHTY;
e ucxoosawmm — ot aboHeHTa B ceTb.

Ana n3mMeHeHNs Hanpas/ieHUs NCNOJIb3yeTCsa napameTp:
acct swap dir=

e 0 — 6e3 nu3MeHeHun;
e 1 — MHBEPTUPOBATL HaMpPaBJIEHNS.

HacTpouku rating group

Ana petanusauum y4eta Tpaduka MOryT UCNOJIb30BaATLCA rpynnbl Tapudukaumm (rating group).
JOCTynHbI CnefyoLwme napameTpbl:
e KonmyecTso rpynmn:
rating group count=

e MakcMManbHOEe Y1C10 aDOHEHTOB C MCMOJIb30BAHUEM rating group:



rating group max_ subs=

3Ha4vyeHune 0 03HayvyaeT, YTO PYHKLUMOHAJIbHOCTb OTKJIIOYEHA.

NHrumnanmsauns xpaHunuiia rating group BbIMOJHAETCA TOJIbKO NPW BKJIKOYEHHON BUNNNHIOBON
CTaTUCTUKE.

0O6bem NnaMaTK, HeO0bXOoAMMbIV AN XpaHEeHMa CTaTUCTMKK rating group, paccyMTbiBaeTCs Mo
opmyne:

32 * rating group count * rating group max subs * num_thread

roe:

32 6anTa — pa3Mep CYETYMKOB Ha OOHY rpynny;

e rating_group_count — KONNYeCTBO rpynm;
rating_group_max_subs — MakcuManbHoe 4ncio aboHeHTOB;
num_thread — 4yncno notokos obpaboTKK.

MpumMep pacyeTa:

rating group count = 256
rating group max_subs = 10000
num_thread = 8

memory required = 32 * 256 * 10000 * 8 = 625M

BO3MOXHOCTU 06paboTkuy fastPCRF. B 3Tom cnyyae TpebyeTcs TIOHWHI CETEBOro

@ Mpun BLICOKON Harpyske MOTOK accounting-gaHHbIX oT fastDPl MoXeT npeBblllaTh

CTekKa.

OCHOBHbIM MCTOYHNKOM COBLITMIA Havyana 1 3aBeplleHns accounting-ceccuin asnsetcs fastDPI, npw
3TOM y4yeTHas 6a3a BeneTcs B fastPCRF. fastDPl nepenaeT cbipble AaHHblE NO Tpaguky, a fastPCRF

BbINOJIHAET Mx arperauunto n hopmupyet RADIUS-coobuieHmns.

B3aumopnencteme mexay fastDPI u fastPCRF ocyecTBiSeTCs Yepes BHYTPEHHUIA CETEBOWN NPOTOKO.

MoTeps coobLieHn MOXXET NPUBOAMUTL K HEKOPPEKTHOMY COCTOSIHUIO CeCCM (Hanpumep,
oTcyTcTBUo Acct-Stop mnm Acct-Start).

N9 NOBbILLIEHNSA HAAEXHOCTW NCNONb3YeTCs o4epelb 0b6s3aTenbHbIX coobuieHni (pending queue),

KOTOpas CrflaXMBaeT KPpaTKOBPEMEHHYI0 HepoCTynHocTb fastPCRF.
MapameTpbl ouepenu 3anpocos K PCRF:
e MakcuManbHOe BpeMS XpaHeHMs 3anpoca (CeKyHAbl):
pcrf pending queue timeout=

e MakcuMMasbHbIN pa3Mep ovyepenu:



pcrf pending queue size=

B o4yepenb nomeLLalnTCA TONbKO KpUTUYHbIE coobLieHuns (Hanpumep, Acct Start/Stop). Mpwu
MPEeBbILEHNN BPEMEHUN XPaHEHMA U pa3Mepa o4epeamn cTapble 3anucu yaansoTcs.

BHyTpeHHee YCTPOUCTBO

ba3a maHHbIX accounting pa3melleHa B fastPCRF u paboTaeT B namsatu. CTpykTypa ABYXYPOBHEBAS:

® raw-ypoBeHb — XpaHeHMe NCXOAHbIX OaHHbIX Mo IP-agpecam;
e YpOBEHb arperaunm — obbegmHeHne aaHHbIX B accounting-ceccun.

Yepes CLI BO3MOXHO:
e yripaBJ/ieHne ceccnsmun (cTapT/cTon);

® MPOCMOTP COCTOAHUNA N CTAaTUCTUKW.

Mpn nepesanycke mnn octaHoBke fastPCRF Bce Tekywwume accounting-ceccun
yOanaoTcs.

Accounting-On, npum octaHoBke — Accounting-Off ¢ cooTBeTCcTBYlOWMMN NAS-

@ Mpw nepe3anycke fastDPI cyeTynkn Tpaduka obHynsoTCA. Mpu cTapTe oTnNpaBaseTcs
aTpubyTamu.

PecTtapTt fastDPI

Mpwu 3anycke n octaHoBke fastDPI oTnpasnseT B fastPCRF komaHAabl accounting-on/accounting-off, Ha
OCHOBaHWM KOTOPbIX 3aKPbIBAOTCA TeKyLLMe ceccum.

MoBefeHMe Npy 3TOM peryanpyeTcs napaMmeTpomM:
acct fastdpi session stop=

JoCTynHbI ABa pexuMma:

e 1 — npun cTapTe/ocTaHoBKe fastDPl oTnpasnseTca Acct-Stop O BCeX akTUBHbIX CECCUN;
e 0 — otnpasBnsTCcs TosIbKO Accounting-On/Accounting-Off 6e3 nHausmayanbHbelx Acct-Stop.

Pexxum c otnpaskon Acct-Stop obecrneyrBaeT KOppeKTHOe 3aBepLUeHne CecCum, Ho co3faeT
NoBbIWEHHYO Harpy3ky Ha RADIUS-cepsep. ANbTEPHATUBHbLIN PEXUM CHUXAET HarpysKy, HO TpebyeT
KOPPEKTHOW NAEHTU(GMKaUnmM ncTovHnka no NAS-atpnbytam.

Ansa koppekTHoM paboTbl Heobxoanmo:



e 33aTb YHUKaNbHble attr nas ipwuattr nas id ana kaxgoro fastDPI;
e HacTpouTb radius attr nas ip address u radius attr nas id pns fastPCRF.

ObpaboTka Ha cTopoHe RADIUS:

e ecnn NAS-aTpubyThl cooTBeTCTBYIOT fastDPI — 3akpblBalOTCA CECCUM ITOrO y3na;
e ecnu fastPCRF — 3akpblBatoTCA BCE aKTUBHbIE CECCUN.

Cnucok 3HayeHumn acct_stop reason

acct stop reason unspecified — npuynHa He yKa3aHa

acct stop reason user request — 3aBepLueHue No MHNLMATMBE abOHEHTa MU NPU CO34aHUN
HOBOW ceccun

acct stop reason _idle timeout — Tanm-ayT HEaKTMBHOCTU

acct stop reason session expired — uctevyeHue BpeMeHU ceccuu

acct stop reason admin reset — 3aBepLueHune no 3anpocy agMmuHuctpatopa (CoA Disconnect-
Request)

acct stop reason lost service — oTkno4eHune ycnyru nnm DHCP-NAK

acct stop reason NAS error — owwubka B 3anpoce

acct stop reason double secondary key — KOH(MIVKT BTOPUYHOIO KJOYa

acct stop reason coa reauth — CoA reauth

acct _stop reason callback — 3aBepleHuve n3-3a peasTopmsaLmm

acct stop reason no auth response — OTCyTCTBYyeT OTBET Ha aBTOpM3aLMIO

acct stop reason NAS switch — nepeknitoyeHve Ha Opyrow y3en

acct stop reason CoA Disconnect — CoA disconnect

3 fastPCRF:

acct stop reason source reboot — obHapyxeH pectapT fastDPI

acct stop reason change session id — u3meHeHwue sessionld

acct stop reason transfer session id — nepeHoc sessionld

acct _stop reason fastdpi acct on — nony4yeH Acct-On/Acct-Off

acct stop reason suspended — ceccus npnocTaHoBNEHa K3-3a HegocTynHocTn RADIUS
acct stop reason ppp changed IPv6 prefix — u3meHeH IPv6-npedukc

acct stop reason ppp _missing IPv6 prefix — oTcyTcTByeT IPV6-npedukc
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