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Accounting — yuyeTt Tpacduka

FastPCRF nopnepxusaeT Radius accounting. FastDPI nponyckaeT abOHEHTCKUI Tpaduk n
reHepupyeT ctaTucTrky no Netflow B ctopoHy PCRF, KOTOpbI B CBOIO 04epelb MeHseT hopMaT U
oTnpaBnseT Ha Radius. Ons akTuaumm Radius accounting B /etc/dpi/fastdpi.conf Heobxoanmo
nobaBuTh Cnepyowne napaMmeTpbl:

b Pa3peLueH|/|e dKKaYHTUHIa:

enable acct=

B aTomM cny4yae gaHHble gns 6GunnmHra no obbemy noTpebnsemoro Tpaduka
@ nonb3oBatens byayT nepefgaBaThCa No npoTokony Radius Accounting yepe3s fastPCRF,
a He 4yepe3 Netflow.

» Heobxoammo akTuempoBaTb Netflow-cTaTucTrky ans 6unnuHra, Hanpumep:

# Ctatuctmka no bunnmHry aboHeHTa
netflow=

# TavimM-ayT OTrpaBKN CTaTUCTUKUN
netflow timeout=

HECKONbKO Pa3HbiX 3HaYeHnn. Hanpumep, 4Tobbl BKAYUTL accounting n cbop nonHomn

@ YuynteiBanTe, 4TO0 napametp netflow — 370 6uTOBaAs Macka: OH OoOMNycKaeT
CTaTUCTUKMK (8), HYKHO YKa3aTb netflow=12 (12 = 8 + 4).

¢ HeobxoaMMO aKTMBMPOBaTbL aBTOPU3aLIMIO IOKasbHbIX NoJib3oBaTesnen (enable auth=18
thanne KoHpurypaumm fastdpi.conf)

e [lonb30BaTeENO A0KHA BbITb NOAKAOYEHA yCnyra 9 — 3KCNOPT CTAaTUCTUKM and bunnuHra.
9T0 3HA4UT, 4TO OTBET Ha Access-Request gomkeH cogepxaTb aTpmbyT VasExperts-
Enable-Service="9:on"

Ona asropusauum no DHCP: Accounting no IPv4 n IPv6-agpecam aboHeHTa
nepepaeTcs B pasHbIX ceccuax. Ecnn aboHeHTy BblfaH IPv4-agpec n IPvb-noaceTs, TO
accounting no IPv4 6yneT nepepaBaTbCsA B 0AHON ceccuu, a no IPv6 (Bka4yas PD-
npeduKkc) — B Apyrom.

Onsa PPPoE aBTopu3auum, npu ycnosmu, 4710 Bbigada IPv4 n IPv6 6bina coenaHa
yepe3 oauH Radius 3anpoc accounting byneT nepenaBaTbCs B O4HOWN CeCCUMN.
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[ onosHUTEeNbHbIEe HACTPOUKH

[CKAT 8.1+] Npu cTapTe fastPCRF wneT Radius-cepsepy 3anpoc Accounting-Request ¢ aTtpnbyTom
Acct-Status-Type=Accounting-0n, npu 3aBepLieHnn — Accounting-Request ¢ aTpubytom
Acct-Status-Type=Accounting-0ff. B 3Tux 3anpocax Takxe nepegattca NAS-aTpnbyThl,
naoeHTudnumnpyowme NAS-cepsep, n atpubyt Acct-Session-I1d=0. Accounting-On nepepaeTtcs
TakKXe B C/lyYae nepekveHns Ha pesepBHblin Radius-cepsep.

[CKAT 8.1+] HekoTopble BNANHroBble CUCTEMbI (Hanpumep, JlaHbunnmHr) TpebytoT, 4ToObI
3anpochkl aBTOPM3aLMM N aKKAYHTUHT BblI CMHXPOHM3UPOBaHbI: Npexae YeM nocnaTtb Access-
Request HY>XHO, 4TOObI TeKyLLaa ceccns akkayHTUHra bbina 3akpbiTa. CKAT no ymonyaHuio He
CUHXPOHM3NPYET aKKaYHTUHI U aBTopu3aumnio. YTobbl BKJIIOYUTL CUHXPOHM3ALMIO, YCTAaHOBUTE B
fastpcrf.conf napameTp acct auth sync=1.

[CKAT 9.5.3+] 3agepxka B CeKyHAax npu cuHXpoHunsaumm acct n auth (JlaHbunnudr) Mpu
BKJIIOYEHHOM pexuMe acct_auth_sync CKAT, nony4us nogTeepxaeHue ot Paguyca (bunnunra), 4to
Acct-Stop npuHAaT, HeMeasieHHo wneT Access-Request. B HEKOTOPLIX C/iydasax Mexay
noaTeepxaeHnem Acct-Stop n otnpaskon Access-Request Heobxoanmo BCTaBUTb HeGONbLLYIO
3afepXKy, 4Tobbl BCe nepexofHble npouecchl B bunanHre npownm n Access-Request bbia ycnewwHo
obpaboTaH 1 nonyyveH Access-Accept. laHHbI NapaMeTp onpefenseT BeNYNHY 3TON 3aepXKKUN B
cekyHaax. Mo ymonyaHuio = 0 (HeT 3apepXXKHu).

acct_auth_sync_delay=

Mpw BKAOYEHHON CUHXpoHM3aumn CKAT nepen otnpaskon Access-Request npoBepuT, eCTb Jin
aKTUBHAsA aKKayHTUHIr-ceccus y aaHHoro IP-anpeca aboHeHTa. Ecnm ectb — CKAT nocbinaeT 3anpoc
Stop accounting, poXxuaaeTcs oTBeTa Ha Hero, U TOJIbKO 3aTEM MOoChIJIaeT 3anpoc aBTopu3aumm
Access-Request.

[CKAT 8.3+] CywiecTByeT pa3Has MHTeprnpeTaumsa, 4To Takoe "Bxoaawmn” n "ucxogawmn” Tpaguk.
Ona CKAT Bxoaawmn Tpaduk — 3TO TO, YTO NpUXoaAnT aboHeHTy 13 inet, a UCXOAALLNA — TO, Y4TO OT
aboHeHTa yxoauT B inet. HekoTopble CUCTEMbI CHUTAIOT NHAYe, — AJI9 HUX MOXKHO MHBEPTMPOBATb
HanpasieHNs B aKKayHTUHre, A5 Yero BBefieH napameTp acct swap dir:

e 0 (N0 yMONYaHUIO) — HE U3MEHSATb;
e 1 — NoOMeHATb MecTaMmn CHETHMKMN BXOAALLEro/UCXoadLLero Tpauka.

acct swap dir=

CnenyeT yunTbiBaTb, 4TO Accounting-noTtok oT fastDPl MoxeT 6bITb HAaCTONLKO
NHTEeHCUBHbIM, 4TO fastPCRF byageT He B COCTOAHMM Bbl4MTaTb BCE MOCTynatoLine
AaHHble. [Ina peweHnsa 3Ton npobnemMbl MoXeT NoTpeboBaTbLCSH TIOHUHI CETEBOr0
CTeKa.

NHnumaTopoM HaYvana/3aBepLlUeHNsa akkayHTUHI-CeCCUN B MOAaBAAIOLLEM YUCTE C/ly4YaeB AB/SETCS
fastDPI, Ho BHyTpeHHsa B[] akkayHTuHra Befnetca B fastPCRF: fastDPI noctasnseT B 3Ty B[] cbipble
LlaHHble no noTpebneHuto Tpaduka aboHeHTOM, Torfa kak fastPCRF BefeT arperauuio aTUX AaHHbIX
n npeobpasyeTt ux B popmaT Radius Accounting'a. Bzaumopencteue mexay fastDPI u fastPCRF
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BEAETCS NocpeacTBoM obMeHa BHYTPEHHUMI COOBLLEHNAMY MO CETU (3aKpbITbIA NPOTOKON). MoTeps
BHYTPEHHMX COODOLLEHN B C/ly4ae akKayHTUHIa MOXET NpMBOAUTL, Hanpumep, K 6eckoHeYHown
aKKayHTUHr-ceccmm (noTepsH stop), uam K TOMy, 4TO akKKayHTUHI-ceccum He ByaeT, XxoTa aboHeHT
aKTUBHO noTpebnseT Tpaduk (noTepsH start). Ong npenoTBpaLleHns NnoTepn coobuieHnin
CTapTa/3aBeplUeHnNs akkayHTUHra, noceinaemolx oT fastDPI k fastPCRF, B fastDPI npenycMmoTpeHa
oyepellb, NpM3BaHHas CrAagnTb KpaTKOBPEMEHHY0 NoTepio cBA3n Mexay fastDPI n fastPCRF.
[laHHada o4yepenb peryampyeTcsa cnegyowmmm napameTtpamm B fastdpi.conf:

MapameTtpbl ovepeau 3anpocoB K PCRF (pcrf pending queue) PCRF pending queue npu3BaHa
CrnagnTb KpaTKOBpPeMeHHY HegocTynHocTb PCRF. 3anpockl K PCRF MoryT 6biTb 0653aTeNbHbIMU K
LocTaBke (Hanpumep, Acct Start/Stop) nnm Heobsi3aTeNbHBIMK (Hanpumep, BCe 3aMpochl
aBToOpM3aumm, — eCcan 3anpoc aBTopM3aunm nponaaeT, To aboHEHT nowieT ero cHoea). B pending
queue nonagatT TobKO 0ba3aTesibHble K 4OCTaBKe 3amnpochl.

Max BpeMsa HaxoXaeHus 3anpoca B pending queue, cekyHf (no ymonydaHuio 300 cek) 3anpochl
CcTaplle 3Toro BpemMeHu He 6yayT oTnpasnaTbca Ha PCRF.

#pcrf pending queue timeout=

Max pa3smep pending queue, no ymonyaHuio 10000 3anpocoB Mpu 4OCTUXXEHNM 3TOrO pa3Mepa
nepBeble 3anpockl B o4epean byayT yaaneHs.

#pcrf pending queue size=

BHyTpeHHee YCTPOUCTBO

bl akkayHTuHra HaxoauTtca B fastPCRF n sensetcs in-memory. bl oByxypoBHeBas:

® HVDKHWUW raw-ypoBeHb OTBeYaeT 3a XpaHeHue AaHHbIX, npuweawmnx oT fastDPI. Kntoyom 3aech
asnsaeTcs IP-agpec;

® BEPXHUIN YPOBEHb arperaumm obbeanHAeT 04HY WM HECKOJIbKO 3anuncen raw-ypoBHS B
AKKAYHTUHIr-Ceccuio.

Ncnonb3ys komaHabl CLI, MOXXHO BPYYHYIO MaHUMYMPOBaTh AaHHbLIMU aKKayHTUHIa, CTAapTOBaTb U1
3aBepLlaTb CECCUM, CMOTPETb BHYTPEHHIOK CTAaTUCTUKY.

C!) Mpwu pectapTe nnmn octaHoeke fastPCRF BCce TekyLumMe akKayHTUHI-CeCCUM NponajatoT.

Mpwn pecTapTe fastDPI Takxe 0bHyNAIOTCA BCe cyeTYMKU Tpadguka. Mpu ctapTe fastDPI

@ Ha Papguyc nocebinaetca coobuweHne Accounting-On ¢ NAS-aTpubytamu,
noeHTuduumpytowmnmm 3toT fastDPI; npu wTtaTHOM ocTaHoBKke fastDPl Ha Pagunyc
nocelnaetcs coobueHne Accounting-Off ¢ NAS-aTpnbyTtamu fastDPI.
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PecTtapTt fastDPI

Mpwu cTapTe/cTone fastDPI oTnpasnseT Ha fastPCRF koMaHAbl accounting-on/accounting-off. Mo 3Tum
komaHaaM fastPCRF 3akpbiBaeT Tekylwwne acct-ceccum atoro fastDPI.

B CKAT 9.5.3+ B03MOXHbI ABe cTpaTerun o6paboTku, perynmpyemsie napametpom fastpcrf.conf:

e 0 — npu cTone/cTapTe fastDPI Ha Pagnyc cnaTb Tonbko Accounting-Off/Accounting-On ¢
yka3aHunem NAS-aTpunbyTos fastDPI-cepsepa, ceccun gna gaHHoro fastDPI-cepsepa
ocTaHaBsmBatoTCcsa 6e3 oTnpasku Acct-Stop;

e 1 — npu cTone/ctapTe fastDPI Ha Paguyc cnate Acct-Stop ans scex ceccum ot atoro fastDPI.
Accounting-Off/Accounting-On gns storo fastDPI He cnaTb.
3HayeHue no ymos4yaHuio: 1.

acct fastdpi session stop=

Mo ymonyaHuio (acct fastdpi session stop=1), npu ctapte/cTtone fastDPI ons kaxxnon
aKTMBHOWN ceccun otnpasnseTca Acct-Stop. 31o npmeoanT K BosbLion Harpyske Ha Radius-cepsep.
MoaTomy pgobaeneHa BTopas cTpaterns (acct fastdpi session stop=0): nocbinaTb TONLKO
Accounting-On npwu ctapTe fastDPIl u Accounting-Off npu cTone fastDPI. TOHKMM MeCcTOM gaHHOW
cTpaTernn SBASETCS naeHTUduKaunsa NCTovyHmnka coobuerHns Acct-On/Acct-Off: Radius-cepsep
LOJDKEH MOHATb, Kakue ceccum cnepyeT 3akpbiBaTb No Acct-On/Acct-Off, a Kakune oCcTaBUTb
(akTyanbHO Ons KoHpUrypauun, korga ectb oanH fastPCRF n Heckonbko fastDPI). 3To perynupyeTcs
napameTpamu:

v pns kaxgoro fastDPIl-cepsepa (onumsa fdpi_server B fastpcrf.conf) LomkHbI BbITb yKa3aHbl
yHUKanbHble attr nas ipuattr nas id;

v ona ngeHtugunkauum fastPCRF (koTopeln npu ctapTe/cTone Takxe wnet Acct-On/Acct-Off)
cnepyeT UCnosb3oBaTh NapameTpbl radius attr nas ip address n radius attr nas id
KOH(urypaunoHHoro canna fastpcrf.conf.

HencTteua Radius-cepsepa npu npueme Acct-On/Acct-Off:

e ecqin NAS-aTpnbyThl (NAS-Identifier u/unn NAS-IP-Address) oTHocaTca K fastDPl — cnenyeTt
3aKpbITb BCe acct-ceccuun, MHUUMNPOBaHHbIE AaHHbIM fastDPI;

e ecnn NAS-aTtpubyThbl naeHTudunumpytoT fastPCRF — Hago 3akpbiTh BCE aKTUBHbIE acct-ceccnmn
(Bce ceccum ot fastDPI, koTopble 06cnyxmnBatTcs faHHbIM fastPCRF).
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