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HacTtpouku fastPCRF

Mo ymonyaHuio nakeTbl RADIUS Accounting noceinatotcsa Ha nopT 1813 RADIUS-cepeepa. MoXxHO
yKa3aTb gpyron nopt rnobanbHo ansa scex RADIUS-cepBepoB nan KOHKPeTHO ansd gaHHoro RADIUS-
cepsepa:

e radius acct port KoHgurypaumnoHHoro ganna fastpcrf.conf 3afaeT nopT akkayHTMHra no
YMOJ4aHUIO
* napameTp acct port koHkpeTHoro RADIUS-cepeepa 3agaeT NopT TOJIbKO AJ1 3TOr0 cepsepa:

radius server=secret@l92.168.200.1%eth1:1812;acct port=34567

Takxe MOXXHO O0TAeNbHO 3afaTh cekpeT ana RADIUS accounting ana Ka)xgoro cepeepa; 3T0
Lenaetcs onumen acct secret napameTtpa radius server:

radius server=qwerty@192.168.200.1%eth1:1812;acct port=34567;acct secret=1234
56

B 3TOM npumMepe 4na 3anpocoB aBTopuauum byaetT npuMeHATLCS cekpeT qwerty, a gns accounting’a
- cekpeT 123456.

DononHutenbHo B fastpcrf.conf MoryT ObITb 3aaaHbI
cnepylowime napameTtpbl, oTHocawMueca K RADIUS
Accounting:

e radius max acct connect count - MakCMManbHOE YNC/I0 COAUHEHUI A1 Nepenayn
[JaHHbIX aKKaYHTUHra, 3Ha4YeHne no ymon4daHuio 2. Kaxxgoe coeiHeHNe MOXeT
04HOBPEMeHHO obcnyXuneaTb He 6onee 256 3anpocos. [aHHbIA NapaMeTp OrpaHnyYnBaeT
MaKCMManbHYylo Harpysky Ha RADIUS-cepsep.

e radius acct interim interval - uHTepBan BpEMEHN NOCHIIKN NPOMEXYTOYHOrO
AKKAYHTWHra, B CeKYHIax.
3Ha4veHune no ymonyaHuio - 1800 cek. MMHMMaIbHO fOMYyCTUMOE 3HavYeHue - 60 cek.
CnepyeTt OTMETUTb, YTO MHTEPBA BPEMEHMN NMPOMEXKYTOYHON CTAaTUCTMKIN MOXKET ObITb 3alaH
ANS KaXXA0ro Nofib3oBaTens oTaenbHo Yepes aTpubyTt Acct-Interim-Interval oTBeTa Access-
Accept/Access-Reject 3anpoca asTopu3saunm Access-Request.
3Ha4veHune 0 - He OTNPaBAATb MPOMEXYTOYHYIO CTATUCTUKY.

e radius acct idle timeout - [gobaBneHo B CKAT 7.3] nHTepBan BpeMeHN HEU3MEHHOCTM
LlaHHbIX, B cekyHAax. Eciv B Te4eHne faHHOro MHTepBasia BpeMeHu He Bbl10 U3MeHeHUn B
accounting oaHHbIx oT fastdpi, accounting-ceccus cHMTaeTCs 3aKpbITON NO TanM-ayTy
6e3gencTeuns. 3HayeHne nNo ymonyaHuio - 1800 cekyHa. CnenyeT OTMETUTb, YTO 3HAYEHUNE
LaHHOro napameTpa beccMbIC/IeHHO 3alaBaTb MeHbLUEe 3HavYeHus netflow_timeout.

e acct check idle mode - [nobaBneHo B CKAT 7.4] PeXxuM KOHTPONS HacTynaeHmsa Stop no
HEeW3MEeHHOCTW OaHHbIX.
HonycTumble 3HaveHus:



o 0-BTevyeHue radius acct idle timeout HeT M3MeHeHW BO BXOAALLEM U
ncxoaswem Tpaguke (3To 3Ha4YeHMeE No YyMONYaHMIO)

o 1-B TeyeHue radius_acct _idle_timeout HeT n3MeHeHMI TONbKO B NCxoasLWwem Tpaduke
(HeT akTUBHOCTW aboHeHTa).
Pexxum acct check idle mode=1 no3BonseT 0T/NI0BMTb 3aBepLieHme accounting-
ceccun paxke ecnu Ha IP-agpec aboHeHTa nayT NOCTOAHHbIE NakeTkl (Hanpumep, DDoS-
aTaka).

e acct start point -[pobasneHo B CKAT 7.4] Touka oTc4eTa accounting-cTaTUCTUKMK:

o 0 - c nocnenHero Stop (3T0 3Ha4yeHMe NO yMONYaHUO). 3To Hanbonee ToYHasA CTaTUCTUKA

o 1-c Havana cobbiTus Start
Mpn acct start point=0 B pexunme acct check idle mode=1 B HOBYtO
accounting-ceccuio nonajeT BeCb "MapasuTHbIA" BXOLHOW TpaduK, KOTOPbLIN HAaKOMWUICA
C MOMeHTa nocsiefHero cobbiTna Stop.
Mpm acct start point=1 Becb "Napa3uTHbIA" BXOLHON TPaUK, HAKOMIEHHbIN C
MOMeHTa nocnegHero Stop, urHopupyeTcs.
TakXe 13-3a BpEMEHHBIX 3a4epXeK Mexay "BKa4veHneM" accounting'a n cobCcTBeHHO
cbopom netflow-CTaTUCTUKN MOXXET HE3HAYUTENBbHO NCKA3NTLCA (B CTOPOHY
YMEeHbLUEHNA) CTaTUCTUKA UCXOAALLEero Tpaduka.

e acct _auth sync - [CKAT 8.1+] cMHXpOHM3aLMA aBTOPMU3aLMM N aKKAYHTUHra. 1o yMonYaHuio
OTKJOMEHa (HeT CUHXPOHM3auun). HekoTopble BUANNHIOBLIE CUCTEMBI (HanpyuMep,
NanbunnnHr) TpebytoT, 4TobbI TEKYLLaA aKkKayHTUHI-ceccus bbla 3aKkpbiTa Nepeq TeM, Kak
noceinaTb Access-Request.
3apaHue acct auth sync=1 CUHXPOHU3MPYET aKKayHTWUHI 1 aBTOPU3aLMIo: Mo npuxone
auth-3anpoca CKAT 3akpblBaeT TeKyLyto acct-ceccuto (nocbinaeT acct Stop), goxmaaeTtcs
oTeeTa oT RADIUS Ha acct Stop, n Tonbko 3aTem noceinaet auth-3anpoc Access-Request ¢
HoBbIM acct sessionld. Kpome Toro, [CKAT 9.2+4] npu 3aKpbITUK akKayHTUHI-ceccum no idle
timeout PCRF nocbinaet onoseweHne CKATY o 3akpbiTun ceccun; CKAT B 3TOM ciiyvae
cbpacbiBaeT CTaTyC aBTOpPU3aLMK, YTO B AajibHEWLWEM NPUBOANT K peaBTopu3aum aboHeHTa -
oTnpaeke Access-Request.

e acct disable interim update - 3anpet oTnpasku Interim-Update.
o acct disable interim update=0 — no ymonyaHnuio, Interim-Update oTnpasnseTcs
o acct disable interim update=1 — He oTnpasndATh Interim-Update
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