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KoMnoHeHTbl BRAS n onucaHme pe>xuMmoB

KoMmnoHeHTbl BRAS

PeweHne CKAT BRAS 6a3unpyeTtcs Ha TexHonorum Deep Packet Inspection. DPI obecne4yunBaeT aHanus
n 06paboTKy Tpadmka, NpoxoaAWwero Yyepes naaTgopmy, NPUMEHEHNE Pa3InYHbIX CEPBMCOB K
TpaduKy v yrnpassieHne noaocomn.

CKAT BRAS cocTouT 13 cefyoLwmx KOMMOHEHT:

1. fastDPI - oTBeyaeT 3a 06paboTKy U TeEpMMHaLMIO TpadurKa:

o ®QyHKuun NAS (IPoE, PPPoE, DHCP L2)

o OrpaHuyeHne CKOpPOCTM B paMKax TapudgHOro rnaaHa

o [TOJINCUHT KaHaN0B M MOJIMCUHI MO Ceccumn

o MpumeHeHune cepsucos nnatgopmbl (CG-NAT, Benbin cnucok n Captive Portal, Web-
unbTpaymsa, Mini-Firewall, DDoS 3awmTa)

o dopMmMpoBaHMe 3KCnopTa MHGopMauum o Tpaguke B hopmaTte IPFIX n Netflow v5 (Full
NetFlow, Clickstream, NAT log)

2. fastPCRF - oTBevaeT 3a B3anmomencTemne nnatgopmbl ¢ OSS/BSS onepatopa CBA3M N0
npotokony RADIUS. (AAA — Authentication, Authorization, Accounting).
KomnoHeHThb! fastDPI n fastPCRF cBa3biBaoTCS APYr C APYroM rno BHYTPEHHEMY MPOTOKOY
B3aumogencteuns vyepes TCP/IP ctek. PCRF MoXeT 6bITb BbIHECEH KaK Ha OTAENbHbIN
busnyeckmn nnm BMpTyasbHbIA cepBep, Tak U paboTaTb Ha TOM Xxe cepsepe BMecTe ¢ fasDPI.
B cnyyae ncnonb3oBaHusa Heckonbkux CKAT, ucnonbsyetcsa cxema 2xPCRF(Active-Standby) n
NxCKAT.

3. Router - ncnosb3yeTcsa Angd aHOHCMPOBaHMA MapLLpyToB Nno npoTokosnam BGP n OSPF ¢
noanepxkon VRF.

4. DHCP - ncnons3yetcs nokansHbii DHCP cepep KEA. CKAT moxeT paboTaTb B 04HOM 13
PEXMMOB:

o DHCP-relay - nepeHanpaB/sieHMe 3anpoCcoB Ha onpeaeneHHbIn cepeep. MepBoHavasibHbIN
3anpoc KnneHTa nepeagpecyetcs B DHCP cepsep, nocne Boigayn IP agpeca CKAT
OCYyLLLeCTBNAET aBTOpM3aLnio aboHeHTa.

o DHCP radius proxy - nHopmauma o HacTponkax nepegaetcs B oTBeTax RADIUS, a CKAT
BbICTynaeT B kayecTBe DHCP cepepa. 1ns atpmubyTa Framed-pool CKAT ocywecTenseT
DHCP 3anpoc B flokanbHbI nav BHewHUA DHCP cepsepbl.

5. GUI - rpagmnyecknin Web-nHtepenc


https://www.youtube-nocookie.com/embed/5-xoTSiXYws?
https://www.youtube-nocookie.com/embed/5-xoTSiXYws?

L3-Connected BRAS

L3-Connected BRAS B3aumogenctesyeT c aboHEHTaMM Yepe3 NPOMEXYTOYHbIE MapLIPYTMU3aTOpPbI,
NMO3TOMY OH He BUAUT opuruHanbHbix MAC-anpecos, a aboHeHTaM y)xe Ha3Ha4veHbl IP-agpeca.
Bbifayva IP-afpecoB B 3TON CxeMe OCYLLEeCTBASeTCA UM CTaTUYECKN B CETEBbIX HAaCTPOMKaXx
KOHEeYHOoro obopyaoBaHNSA MAN Ha KOMMyTaTopax AocTyna Yyepe3 DHCP Relay.

MonynspHOCTb 3TOM CXeMbl y npoBangepos UMM 06bACHAETCS NerkocTbio pe3epBrpoBaHNS Y3108
CeTun 1 NOCTPOEHUS pacnpeseneHHon ceTu.

L2-Connected BRAS



https://www.youtube-nocookie.com/embed/kHX11rQJTHU?
https://www.youtube-nocookie.com/embed/kHX11rQJTHU?
https://www.youtube-nocookie.com/embed/y8mqHU34oDE?
https://www.youtube-nocookie.com/embed/y8mqHU34oDE?

L2-Connected BRAS 1 aboHeHT HaxoasaTcsa B ogHoMm L2 nomeHe. CKAT BuauT opuriHanbHble MAC-
agpeca, VLAN nnu Q-in-Q, ARP 1 DHCP 3anpockl, Ha 0CHOBaHWK KOTopbIxX hopMmupyroTca RADIUS
3anpochl.

BapunaHTbl BRAS L2:

e DHCP - AboHeHT nony4vaeT IP-agpec Yepe3 CKAT DHCP Proxy un npoxoaut AAA B bunnunre.

e Static IP - ABOHEHT umeeT hukcnpoBaHHbIN IP-agpec, no nepsomy IP nakeTy npoxoanTt AAA B
bunnuHre.

e PPPOE - AboHeHT nogHumaeT PPP TyHHesNb, Yepes3 aBToOpU3aLmnio No JorMH/naponb NpoxXoanT
AAA B bunnuHre.

®dyHKuUuuK, cneuncduyHbie gna L2-Connected BRAS

e TepMuHauus Tpacuka ot AboHeHTOB B WAN, opurnHaumsa (npusemnaeHune) oTBETHOro Tpaduka
n3 WAN K ABOHeHTaM.

e MoHuTOpuHr DHCP-3anpocoB oT ABOHEeHTOB 1 ux 06ClyXuBaHue.

e |P source guard - No3BoNseT KOHTPoAMpoBaTb cooTBeTCcTBUE Tern VLAN u IP-agpeca ans
aboHeHTOoB.

* 3aMblkaHue N0KanbHOro Tpaduka mexay AboHeHTaMn 1 0T ABOHEHTOB K JIOKaNbHbIM
pecypcam.

e KOHTPOJIb aKTUBHOCTWN aboHeHTa.

e OdunbTpaumns Tpaduka - 0b6cyxmBaHMe TONIbKO ornpeaesieHHbIX NoaceTen.

e Framed-Route - Bce IP-agpeca u3 ykasaHHOM noaceTn byayT MapwpyTU3NPoBaTbCs Yyepes
YKa3aHHbIM agpec Wwno3a.

NMpeumyuwectBa CKAT B cpaBHeHMe C APYyrMMu peLleHUusaIMHm
BRAS

BRAS c TexHonoruen DPI npn paboTe B pacnpefeneHHon CeTU MMEET MHOXECTBO NPENMYLLECTB 1
BO3MOXXHOCTEN MO CPABHEHMIO C TPAANLNOHHBIMU PeLUEHNSMMU:

e KOHTPOJIb U MPMOPUTM3aLNS TpadmrKa No NPUSI0XKEHNAM N aBTOHOMHBLIM CUCTEMaM B
[OCTYMHOW N0JI0CE Ka)kA0ro M3 annHKOB.

e OrpaHnyeHne NoioChl 3aHATON TPAMKOM TOPPEHT KJIMEHTOB NMPU PUCKE HEXBATKM obLLen
N0J0ChkI (MPMBAVKEHNN K «MONKE).


https://www.youtube-nocookie.com/embed/N_1KtwC1h_w?
https://www.youtube-nocookie.com/embed/N_1KtwC1h_w?

e [lpnopuTtr3aums Tpadurka No NPUIOXKEHNAM N aBTOHOMHBLIM CUCTEMaM B paMKax TapugHOro
nnaHa AboHeHTa (akTyanbHO 415 KOPNOpaTMBHbLIX KNMeHTOB, Koraa B paMkKax 04HOro
TapuHOro niaHa paboTaeT MHOMO KOPMOPATMBHLIX MOJIb30BaTENEN, KOTOPLIM HeEoHX0AMMO
pacnpenenaTb N0a0Cy, 4Tobbl HEe MeLwanu apyr 4pyry).

e MNoppepxxka ABOHEHTOB C MPOMN3BOJIbHBEIM MHOXXECTBOM IP afpecos, B TOM 4MC/ie BblAaBaeMbIX
AVHaMUNYeCKN.

e [lepeHanpasneHne AboHeHTOB Ha Captive Portal B cny4ae HeonnaTbl CHETOB, C Pa3peLLUEHHbIM
6esibiM CMMCKOM pecypcoB, HanpuMep 6aHKOBCKUMM MOpTanaMu 4N1K OnJiaTbl, Ha OCHOBE
AoMeHHoro umenun nam URL, BKoYas BapuaHThl ¢ wildcard acTepuckamu (3Be3404KaMu).

e BO3MOXHOCTb CHUMaTb MonHbI NetFlow co BCer M0N0Chl v TOJIbKO AN TapuuLnpyemblx
aboHeHTOB.

e Noagnepxxka TpeboBaHMI peryampyowmx N NpaBooOXpPaHUTESIbHbIX OPraHoOB, aBTOMaTUYeCKas
3arpyska v punbtpauma no peectpam PKH n MuHiocTa.

e B3anmogenctene ¢ COPM (paboTa B kayecTBe cbeMHuKa COPM-3).
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