CopepxaHue

KOMMNOHEHTbI BRAS M OMMCAHME PEMKMMOB .........oooviiiiiiiiiiiiiiiiiiiiiiiibb et e e e et e e e e e e e s s s bbb n e reaaeeaeeas
KOMIOHEHTBI BRAS ... ... e e et e e e e e et e e et rereaanrer et e erees
L3-CoNNECLEA BRAS ...t e e e e
L2-CoNNECEed BRAS .............oo oo e e e s e e e et e e e e aaa

®OyHKUMK, cneumnduryHble ana L2-Connected BRAS ..o
Mpeunmyuiectea CKAT B cpaBHeHMe C APYruMu pelieHus MU BRAS ........................ccccee






KoMnoHeHTbl BRAS n onucaHme pe>xuMmoB

KoMmnoHeHTbl BRAS

PeweHne CKAT BRAS
6a3mpyeTca Ha TEXHONIOT UK
Deep Packet Inspection. DPI
obecneymBaeT aHanu3 n
o0bpaboTKy Tpaduka,
npoxogsLLero yepes
nnaTtgopmy, NpMMeHeHne
Pa3INYHbIX CEPBNCOB K
Tpaduky 1 ynpasieHme
Nnoaocon.

CKAT BRAS cocTouT 13
Cnefyowmx KOMMOHEHT:

1. fastDPI - oTBevaerT 3a
06paboTKy 1
TepMUHaLNI0
Tpadumka:

o @yHkuumn NAS
(IPOE, PPPoOE,
DHCP L2)

o OrpaHu4eHmne
CKOpOCTH B
paMKax
TapugHoro
niaaHa

o [MoINCUHI
KaHanoB U
NOJINCUHT MO
ceccum

o [lpMmeHeHne
CepBucos
nnatgopmsbl (CG-
NAT, benbin
CrnCoK n
Captive Portal,
Web-
unbTpaums,
Mini-Firewall,
DDoS 3awumTa)

o ®opMuMpoBaHue
3KCrnopTa
NH(opMaLn o
Tpaduke B
opmaTe IPFIX n

i



https://www.youtube-nocookie.com/embed/5-xoTSiXYws?
https://www.youtube-nocookie.com/embed/5-xoTSiXYws?

Netflow v5 (Full
NetFlow,
Clickstream, NAT
log)

2. fastPCRF - oTBevaeT
3a B3anMoaencTamne
nnaTgopmbl ¢ OSS/BSS
onepaTopa CBSA3M Mo
npoTtokoy RADIUS.
(AAA —
Authentication,
Authorization,
Accounting).
KomnoHeHTbI fastDPI n
fastPCRF cBsi3bIBatOTCA
ApYyr C ApyroMm no
BHYTPEHHEMY
NpPOTOKONY
B3aMMOOEeNCcTBuS
yepes TCP/IP cTek.
PCRF MoXeT 6bITb
BbIHECEH KaK Ha
OTAesbHbIN
hursnyeckmin nam
BMPTYyasibHbIA CcepBep,
Tak 1 paboTaTtb Ha
TOM e cepBepe
BMecTe ¢ fasDPI.

B cnyyae
NCMoJsb30BaHNS
Heckonbkux CKAT,
NCNoJb3yeTcs CXxeMa
2XPCRF(Active-
Standby) n NxCKAT.

3. Router -
ncnonb3lyeTcs ons
aHOHCUPOBaHUS
MapLupyTOB Mo
npotokonam BGP n
OSPF ¢ noapep»xKom
VRF.

4. DHCP - ucriosib3yeTcs
NIoKanbHbIN DHCP
cepsep KEA. CKAT
MoXeT paboTaThb B
OAHOM 13 PEXMNMOB:

o DHCP-relay -
nepeHanpasJ/ieH
ne 3anpocoB Ha
onpeaeneHHbIn
cepsep.



[NepBOHaYanbHbI
 3anpoc
KJIMEeHTa
nepeagpecyetcs
B DHCP cepsep,
rnocse Bbigayu IP
agpeca CKAT
ocyuiecTsnseT
aBTopu3aumio
aboHeHTa.

o DHCP radius
proxy -
NHpopMaL s o
HaCTPOMKax
nepefaeTcs B
oTBeTax RADIUS,
a CKAT
BbICTYMNaeT B
kavyectse DHCP
cepsepa. nqa
aTpubyTta
Framed-pool
CKAT
ocyuiecTaseT
DHCP 3anpoc B
NOKabHbIN 1K
BHewHun DHCP
cepBepbl.

5. GUI - rpadpuyecknia
Web-nHTepgenc

L3-Connected BRAS

=

L3-Connected BRAS B3anmMoaencTByeT C aboHeHTaMu Yepes NPoMeXyTOo4HbIe MapLUpyTM3aTopsl,
MO3TOMY OH He BUAMT opurnHanbHbix MAC-afpecos, a aboHeHTaM y)ke Ha3HaveHbl IP-agpeca.
Bbifaya IP-afpecoB B 3TON CxeMe OCYLLEeCTBASeTCA UM CTaTUYECKUN B CETEBbIX HAaCTPOMKax
KOHe4HOro o6opyoBaHNS UM Ha KOMMyTaTopax focTyna Yepe3 DHCP Relay.


https://www.youtube-nocookie.com/embed/kHX11rQJTHU?
https://www.youtube-nocookie.com/embed/kHX11rQJTHU?

MonynsipHOCTb 3TON CXeMbl Y NpoBainaepos LUML 06bSCHAETCS NErkocTbio Pe3epBMPOBaHUSA Y3/10B
CeTW 1 NOCTPOEHUS pacnpefeneHHON CeTu.

L2-Connected BRAS

==

==

L2-Connected BRAS n aboHeHT HaxoaaTcsa B ogHoM L2 gomeHe. CKAT BnanT opurunHaabHblie MAC-
agpeca, VLAN namn Q-in-Q, ARP n DHCP 3anpocbl, Ha 0CHOBaHMUK KOTopbIx hopmupytoTcs RADIUS
3anpocbl. BapnaHTel BRAS L2:

e DHCP - AboHeHT nony4vaeT IP-anpec yepe3 CKAT DHCP Proxy n npoxoant AAA B bunnunre.

e Static IP - ABoHeHT umeeT nKCcnpoBaHHLIN IP-agpec, no nepsomMy IP nakeTy npoxoaut AAA B
bunnuHre.

* PPPOE - AGOHeHT nogHumaeT PPP TyHHe b, Yepes aBTopu3aLmnio no JormH/naponb NpoxXoanT
AAA B bunnuHre.

®dyHKuuu, cneumnduyHbie ana L2-Connected BRAS

e TepMuHauus Tpauka ot AboHeHTOB B WAN, opurnHaumsa (npusemseHune) oTBETHOro Tpaduka
n3 WAN K AboHeHTaMm.

e MoHuTOpuHr DHCP-3anpocoB oT AGOHEHTOB 1 UX 06CNyXXMBaHWE.

e |P source guard - no3BonseT KOHTpoanpoBaTb cooTBeTcTBUE Tern VLAN un IP-agpeca gns
aboHeHTOB.

e 3aMblKaHMe I0KanbHOro Tpaguka Mexay AboHeHTaMum 1 0T ABOHEHTOB K JI0KaJlbHbIM
pecypcam.


https://www.youtube-nocookie.com/embed/y8mqHU34oDE?
https://www.youtube-nocookie.com/embed/y8mqHU34oDE?
https://www.youtube-nocookie.com/embed/N_1KtwC1h_w?
https://www.youtube-nocookie.com/embed/N_1KtwC1h_w?

e KOHTPO/Ib aKTUBHOCTU abOHEHTa.

e OdunbTpaumns Tpaduka - 06cnyxmMBaHME TONbKO ONpeaesieHHbIX NoACeTeN.

e Framed-Route - Bce IP-agpeca u3 ykasaHHOM noaceTn 6yayT MapwpyTU3NPoBaTbCs Yepes
yKa3aHHbIN agpec Wwi3a.

NMpeumywectBa CKAT B cpaBHeHMe C ApPYrMMU peLleHUsIMHU
BRAS

BRAS c TexHonorunen DPI npn paboTe B pacnpefeneHHon CeTU MMEeT MHOXECTBO NPENMYLLECTB U
BO3MOXXHOCTEN MO CPABHEHMIO C TPAANLMNOHHBIMU PELUEHNSMMU:

e KOHTPOJIb 1 NpUopuTM3aLms Tpaduka no NpusIoXKeHUsaM N aBTOHOMHbBIM CUCTEMaM B
LOCTYMHOWM MO0Ce KaXKA0oro 13 arnjinHKoB.

e OrpaHuyeHve NoJsioChl 3aHATON TPAUKOM TOPPEHT KJIMEHTOB NpPU pUCKe HexBaTKy obLuen
NonoChl (MPMBAVIKEHNN K «NOJIKE»).

e [lpnopuTtm3saumns Tpadurka no NPUIoXKEHNAM N aBTOHOMHBIM CUCTEMaM B paMKax TapugHOro
nnaHa ABoHeHTa (aKTyaslbHO A5 KOPNOPaTMBHLIX KNNMEHTOB, Koraa B paMmkax 04HOro
TapuHoro naaHa paboTaeT MHOMO KOPNOPaTMBHLIX MOJIb30BaTeNEN, KOTOPLIM Heobxoaumo
pacnpenenaTb nojaocy, 4Tobbl He Mewanu gpyr apyry).

e Nopnepxka ABOHEHTOB C NPOM3BOJIbHLIM MHOXXECTBOM IP afpecoB, B TOM YMCJ/IE BblAaBaeMbIX
AVHaMUYeCcKu.

¢ NepeHanpaBneHne AboHeHTOB Ha Captive Portal B cnyyae HeonnaTbl CHETOB, C Pa3peLLUEHHbIM
6enbiM CNMCKOM pecypcoB, HanpuMep 6aHKOBCKUMK NopTanaMu 4114 onsaThl, HA OCHOBE
AoMeHHoro nmeHn nnm URL, BKtoYasa BapuaHTbl ¢ wildcard acTepuckamu (3Be3goyvkamu).

e BO3MOXXHOCTb CHUMaTb NoJiHbIA NetFlow co BCen nosiockl an ToNbKO 4S8 TapuduLmpyeMbix
aboHeHTOoB.

e Moppepxka TpeboBaHUN perynampyowmnx 1 NnpaBooOXpaHUTENbHbIX OPraHoB, aBTOMaTMYecKas
3arpyska un gunabTpaumsa no peectpam PKH n MuHiocTa.

e B3anmogenctaume ¢ COPM (paboTa B KayecTBe cbeMHMKa COPM-3).
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