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KoMnoHeHTbl BRAS n onucaHme pe>xuMmoB

KoMmnoHeHTbl BRAS

" ‘) BNG Solution Overview

PeweHne CKAT BRAS 6a3upyeTtcs Ha TexHonorum Deep Packet Inspection. DPI obecneynBaeT aHanus
n 06paboTKy Tpaduka, NPoXoasaLero Yepes naaTgopmy, NpUMEHEHNE Pa3INYHbIX CEPBUCOB K
TpaduKy v yrnpassiieHne noaocomn.

CKAT BRAS coCcTouT 13 Cneayowmnx KOMMOHEHT;

1. fastDPI - oTBevaeT 3a 06paboTKy 1 TepMUHaLMIO TpaduKa:

e OyHKuuKn NAS (IPoE, PPPoE, DHCP L2)

e OrpaHnyeHne CKOPOCTU B paMKax TapugHOro niaaHa

e [10SINCMHI KaHa0B 1 MOJIMCUHT MO Cceccum

e [pumeHeHne cepsucos nnathopmbl (CG-NAT, benbin cnucok n Captive Portal, Web-
tunbTpaumsa, Mini-Firewall, DDoS 3awmTa)

e dopmMUpoBaHMe 3KCNopTa NHpopMaumn o Tpaduke B popmaTe IPFIX n Netflow v5 (Full NetFlow,
Clickstream, NAT log)

2. fastPCRF - oTBeyaeT 3a B3amMomenctame nnatdopmbl ¢ OSS onepaTopa CBA3M N0 NPOTOKONY
RADIUS. (AAA — Authentication, Authorization, Accounting). KomnoHeHTbI fastDPI n fastPCRF
CBA3bIBAOTCS APYr C A4PYroM Mo BHYTPEHHEMY NMPoToKoy B3anmogencTens yepes TCP/IP ctek. PCRF
MOXET ObITb BbIHECEH KaK Ha OTAeJIbHbIN (PU3NYECKUIA NN BUPTYasbHbIA CepBep, Tak U paboTaTb Ha
TOM Xe cepBepe BMecTe ¢ fasDPI. B ciiydyae ncnonb3oBaHus Heckonbkux CKAT, ncnonb3yeTtcs cxema
2xXPCRF(Active-Standby) n NxCKAT.

3. Router - ncnonb3yeTcs 419 aHOHCUPOBaHNA MapLLpyToB No npoTtokosam BGP n OSPF ¢
nognepxkon VRF.

4. DHCP - ncnonb3yetcs nokanbHbin DHCP cepeep KEA. CKAT moxeT paboTaTb B 04HOM 13
PEeXNMOB:

e DHCP-relay - nepeHanpas/iieHne 3anpocoB Ha onpefeneHHbIn cepeep. NepBoHaYvanbHbIA 3anNpoc
KnneHTa nepeanpecyetca B DHCP cepsep, nocsne Bbigayu IP agpeca CKAT ocywecTtsnseT
aBTopm3aumio aboHeHTa.

e DHCP radius proxy - nHopmauma o HacTponkax nepegaetcs B oTBeTax RADIUS, a CKAT
BbiCTynaeT B kayecTBe DHCP cepsepa. [ns atpmnbyTa Framed-pool CKAT ocywecTtenset DHCP
3anpoc B NOKanbHbIN unu BHewHMn DHCP cepsepbl.

5. GUI - rpacgmnyecknin Web-nHTepdenc

L3-Connected BRAS

\y ‘) BNG L3 IPoE Mode
L3-Connected BRAS B3anumogencteyeT c aboHEHTaMU Yepe3 NPOMEXYTOYHbIE MapLLPYTMU3aTopb,


https://youtu.be/5-xoTSiXYws?si=4EHB1IHFYFyqgY2M
https://youtu.be/kHX11rQJTHU?si=OOiGaDIAVymKsT6e

MO3TOMY OH He BUAMT opurnHanbHbix MAC-afpecos, a aboHeHTaM y)ke Ha3Ha4veHbl IP-agpeca.
Bbifayva IP-afipecoB B 3TON CxeMe OCYLLEeCTBASeTCA WM CTaTUYeCKN B CETEBbIX HAaCTPOMKaXx
KOHEeYHOoro o6opya0BaHUS MM Ha KOMMyTaTopax AocTyna Yyepe3 DHCP Relay.

MonynsapHOCTb 3TON cxeMbl Y npoBangepos LLUMJ 0bbACHAETCSA NEerkoCcTbio pe3epBrpoBaHNS Y3108
CeTun 1 NOCTPOEHUS pacnpeseNeHHon ceTu.

L2-Connected BRAS

_ BNG L2 DHCP Mode
b BNG L2 PPPoE Mode

L2-Connected BRAS n aboHeHT HaxoasTcs B ogHoM L2 nomeHe. CKAT BnauT opuruHanbHble MAC-
agpeca, VLAN nam Q-in-Q, ARP n DHCP 3anpocbl, Ha 0CHOoBaHMUK KOTopbIX hopmupytoTcs RADIUS
3anpocbl. BapnaHTel BRAS L2:

e DHCP - AboHeHT nony4vaeT IP-anpec 4yepe3 CKAT DHCP Proxy un npoxoant AAA B bunnunre.

e Static IP - ABoHeHT nmeeT nKCcMpoBaHHLIN IP-agpec, no nepsoMy IP nakeTy npoxoant AAA B
bunnuHre.

* PPPOE - AGOoHeHT nogHumaeT PPP TyHHe b, Yepes3 aBTopu3aumnio no JormH/naponb NpoxoaunT
AAA B bunnuHre.

®dyHkuuu cneuyncdunyHsie gnsa L2-Connected BRAS

e TepMuHauus Tpauka ot AboHeHTOB B WAN, opurnHaumsa (npusemseHune) oTBETHOro Tpaduka
n3 WAN K AboHeHTaMm.

e MoHuTOpuHr DHCP-3anpocoB oT AGOHEHTOB 1 UX 06CNyXXMBaHWeE.

e |P source guard - no3BonseT KOHTpoMpoBaTb cooTBeTcTBUE Tern VLAN u IP-agpeca gns
aboHeHTOB.

e 3aMblKaHMe NI0KaJbHOro Tpaguka mexay AboHeHTaMm 1 0T ABOHEHTOB K JIOKaJIbHbIM
pecypcam.

e KOHTPO/Ib aKTUBHOCTU aboHeHTa.

e OdunbTpaumns Tpaduka - 06cnyxmMBaHMe TONbKO ONpeaesieHHbIX NoaceTen.

e Framed-Route - Bce IP-agpeca 13 ykasaHHOM noaceTn byayT MapwpyTU3npoBaTbCs Yepes
yKa3aHHbIN apec Wwi3a.

NMpeumywectea CKAT B cpaBHeHUe C ApyruMu peLueHussMu
BRAS

BRAS ¢ TexHonoruen DPI npu paboTe B pacnpeneneHHon CETN NMeeT MHOXXEeCTBO MPEUMYLLECTB W
BO3MOXXHOCTEWN MO CPABHEHMIO C TPAANLMNOHHBIMU PeLleHNSMU:

e KOHTpPO/b U NpUopuTM3aLmMs Tpaduka no NpuIoKeHNIM U aBTOHOMHBLIM CCTEMaM B
AOCTYMHOW NMO0Ce KaX10ro U3 anIMHKOB.
e OrpaHn4YeHmne nosiochl 3aHATON TPA(PUKOM TOPPEHT KJNEHTOB NPY PUCKE HEXBATKM 06LLel


https://youtu.be/y8mqHU34oDE?si=OhnnolGxZgSL9oi8
https://youtu.be/N_1KtwC1h_w?si=GJd6pnFA0J5FQuNF

NoNocChl (MPUBAMXKEHNN K «MOJIKE).

e [prnopuTtm3saumns Tpadurka nNo NPUIOXKEHNAM N aBTOHOMHBIM CUCTEMaM B paMKax TapugHOro
nnaHa ABoHeHTa (aKTyaslbHO A5 KOPMOPaTMBHLIX KNNEHTOB, KOraa B paMKax 04HOro
TapuHoOro naaHa paboTaeT MHOMO KOPNOPaTMBHLIX MOJIb30BaTENEN, KOTOPLIM HeEobX04UMO
pacnpenenaTb N0n0Cy, 4Tobbl HEe MeLwanu apyr 4pyry).

e NMoanep>xka ABOHEHTOB C NPOM3BOJIbHLIM MHOXXECTBOM IP apecoB, B TOM YMC/IE BblAaBaEMbIX
AVNHaMUYeCKN.

* [lepeHanpasneHne AboHeHTOB Ha Captive Portal B cny4ae HeonnaTbl CHETOB, C Pa3peLLleHHbIM
6enbiM CMMCKOM pecypcoB, HanpuMep 6aHKOBCKUMK MOpTanaMu 4111 OnJiaTbl, HA OCHOBE
AoMeHHoro umenun nnm URL, BKoYas BapuaHThl ¢ wildcard acTepuckamu (3Be3404KaMu).

e BO3MOXXHOCTb CHUMaTb MonHbIN NetFlow co BCer NOAOCHI MAW TONLKO AN TapupuumpyemMbix
aboHeHTOB.

e NMognepxka TpeboBaHM perympyowmnx N NpaBooXpaHUTESIbHbIX OPraHoOB, aBTOMaTUYeCKas
3arpyska v unbTpaumsa rno peectpam PKH n MuHiocTa.

e B3anmogenctame ¢ COPM (paboTa B kKayecTBe cbeMHuMKa COPM-3).
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