Table of Contents

O6wan HACTPOMUKA BRAS BN1A L2/L3 PEIKMMOB ...........oooiiiiiiiiiiiiiiiiiieesiieeesiteeesiieeessteee e snaeeesnnneee e
HacTporKa BRAS L3 BfaStDPI .................c.ccccooiiiiiii i e e e e e e
Y OO P TP PP PP O PPPPPPPPPPPPPPPPPP
BHeApeHNE BRAS-GBTOPMBALIMM .ccceeeeeeiiiiiiiiiiiiiie ittt e e e e e e e e e e e e e e s n e e e e
[TAPAMETPbI @BTOPUBALIMM  .eeeeeiieeeeeiiteee e e e ettt e e e s s it e e e e e e s ssb e e e e e s s asbb bt e e e e s e bbbe e e e e e s anbbnseeeesannnnneeas
HacTporKa BRAS L2 B FASTDPI .................c...ooooiiiiiii ettt
HACTPOMKA IPVG ................cco ittt e e e bbbt r et e e e e e e e e e e s s e e s naee
BKIMOUEHNME IPVO BRAS ..ttt s e e s e e e e e e e e e e e e e e e e eeenrnrrnne
NHTErpauUms C PAANYC-CEPBEPOM .ouuuiieiiieiiiiiieeetetttinieeessestuanseessestta s aeseeaste e eeaeestsa e eeeeesrnns






Obwas HacTporka BRAS gnsa L2/L3 pexumos

BebuHap no Teme:

HacTtpounka BRAS L3 B fastDPI

HeobxoOmmo co3faTb yCAyrm U NOJIMCUHI, KOTOpble B JafibHenwem byayT

@ nepefasaTb C nomouwbio Radius aTpubyTtoB oT bunnuHra. NMpumep HaCTPONKM
nonncuHra (TapudHein nnaxH) n Captive Portal, KoTopble MUMHUMaIbBHO HEOOXOAUMBI
ANa cTapTa.

1. Co3zaTb pann aslocal.bin (Mnn oTKOppeKTMpoBaTh 3TOT (Paitsl, €CNN OH yxe eCTb). B tann
aslocal nponuckiBaloTCA Te AMana3oHbl cepbix IP-afpecoB, KOTOPbIE NCMONb3YIOTCS B JIOKaNbHON
CceTn npoBanaepa. B kayectBe HoMepa aBTOHOMHOW CUCTEMbI A5 HAX YKa3biBaeM nobon n3
Avana3oHa 64512 - 65534.

vi aslocal.txt

10.0.0.0

172.16.0.0

192.168.0.0

cat aslocal.txt | as2bin /etc/dpi/aslocal.bin

FastDPl aBTOpuM3yeT TOJIbKO JIOKabHbIX NOSb30BaTenen. JIoKkanbHOCTb MOJib30BaTENS
onpeaenseTca no NnpuHaanexHocTn ero IP-agpeca K CNUCKY JIOKaNbHbIX @aBTOHOMHbIX

cucTeMm.

@ 910 ycnoBue noaxoaut Tonbko ana IPoE-aboHeHTOB y KOoTOpbIX IP-appec
HacTpauBaeTCcA Ha ux aboHeHTckux yctpouctBax. fins IPoE DHCP 3to penaTb
HE pekomeHpyeTcs!

2. Co3paTb hann asnum.dscp (MM OTKOPPEKTUPOBATL 3TOT (halsl, ECAN OH y)Ke eCThb). B aToM hanne

HY>KHO YKa3aTb HOMepa JI0KaJlbHbiX (local) aBTOHOMHbIX CUCTEM - UMEHHO 415 HUX byneT
NPOU3BOAMTLCS aBTOpPU3auns. Kak npaBusio, 3T0 aBTOHOMHbIE CUCTeMbl Ans cepblx IP-agpecos,
yKa3aHHble B aslocal.bin, naoc nybnnyHblie IP-agpeca, BbiAeNeHHbIE NPOBANAEPY, €C/IN 3TU
nybnnyHble IP-agpeca NCNosib3yTCa B JIOKaNbHOM CeTU, TO eCTb TpebyloT aBTopu3aunn. ns Bcex
IP-agpecoB aBTOHOMHbIX CUCTEM, MOMeYeHHbIX Kak local B asnum.dscp, 6yaet npon3soanTbCs
aBTOpM3aLMA.

vi asnum.txt
local
cat asnum.txt as2dscp /etc/dpi/asnum.dscp
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3.B /etc/dpi/fastdpi.conf akTuBupyem aBTopm3sauuio:

enable auth=

4. 3apaTb cnucok fastPCRF-cepBepos:

auth servers=127.0.0.1%lo0: ,192.168.10.5%ethl:

dopmMaT 3adaHua ogHOro cepeepa: ip%sdev:port, roe ip - IP-agpec cepsepa, dev - foKanbHoe

YCTPOWCTBO, C KOTOPOro yCTaHaBAMBaTb coeanHeHune. FastDPI ycTaHaBiMBaeT coeanHeHMe C NepBbIM
[ocTynHbiM cepeepoMm fastPCRF n3 cnucka.

5. He 3abbiBaeM akTmBupoBaTb UDR — xpaHunuie CBONCTB NoJb30BaTeNeNn:

udr=

Mocne BHECEHUSA N3MeHeHUn HeobxoaAMMO caenaTb nepesanyck cepBuca: service
fastdpi restart.

IPv6

Ana asTopusaumn IPvb-agpecos cnefgyet akTUBMPOBATL NoanepxKy IPve. ®aktuyecku CKAT
aBTOPM3YyeT He KOHKPeTHbIN IPv6-afapec, a noAceTh C 3a4aHHON ANMHOM npedurKca (Mo yMONYaHuio
/64). Hanpumep, ecnn nayT nakeTtbl oT agpecos 2001:1::1 n 2001:1::10, TO TONbKO OAWNH U3 3TUX
agpecos byneT NocnaH Ha aBTOpPU3aLMIO, a BO3BPaLLEHHbIE MapaMeTpbl aBTOPU3aLNN NPUMEHSIOTCA
ans scex agpecos u3 noacetn 2001:1::/64

Onsa IPv6 HeT aHanora canna aslocal.bin, Tak Kak HET NPUBATHbLIX aAPECOB. Bbl AOKHbI
noMeTuTb B (hanne asnum.dscp Homepa AS, KoTopble TpebytoT aBTopu3aumnm, kak Local

AsTopu3aumns IPve aBToMaTu4eckn BktoyaeTcs, ecnm B fastdpi. conf ykasaHo

ipv6=
enable auth=

HauyunHas ¢ Bepcun CKAT 8.1.4 eCTb BO3MOXXHOCTb NPUHYAUTESIbHO OTKJIIO4YUTL aBTOpMU3auunio IPve-
agpecos, ykasas B fastdpi.conf:

enable auth ipv6=

Mpo4yne HaCTPOMKKM aBTOPMU3aLUN
BHeppeHue BRAS-aBTOpM3auum

Mpouecc BHeApeHMs HOBOMo (hyHKLMOHaNa BCcerga TpyLeH U TEPHUCT, a B cnyyae ¢ BRAS-
aBTopmM3aumen - ocobeHHo, Tak Kak TpebyeT HacTpoinkun He Tonbko fastdpi/fastpcrf, Hou
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Radius-cepBepa, Ha KOTOPOM NMPOMCXOAUT OCHOBHaA paboTa No aBTopu3aumm aboHEHTOB, 1 BCEro
backend'a 3a Radius-cepepom, — 6a3bl AaHHbIX, OUANNHIOBON CUCTEMBI U NP. 34eCb Mbl
PacCMOTPUM HECKOJIbKO MOAXOA0B K BHEAPEHMIO aBTOPM3aLMN.

TecToBbIN CTEHA,

TpuBMaNbHbLIN N HAAEXHbIN CNOCOH6 — OpraHn30BaTb TECTOBLIM CTEHA. [lOCTOMHCTBa — He 3aTPOHET
XMBbIX aBOHEHTOB, HEAOCTATOK — HY)XHO AOMNOJHUTENbHOe 0bopynoBaHMe. He Bcerga BO3MOXHO
OpraHn30BaTh NOJSIHOLLEHHbIN CTEHA.

OTpenbHasAs aBTOHOMHasA cucTeMa

Kak onuncaHo paHee, aBTOpM3aLLna NPOBOANTCA TOJIbKO MO JloKajbHbIM IP-agpecaM. JlokanbHOCTD IP-
agpeca 3agaetcs ¢garom local pns aBTOHOMHOM cucTembl. OTClO4a BbIBOA — MOXHO BbIAENNTb
Anana3oH TecToBblX IP-afpecos, 3a4aTb UM HOMEP aBTOHOMHOW CUCTEMbI U3 AMana3oHa
3ape3epBMpOBaHHbLIX O YacTHbIX Lenen (64512..65534), n nponncaTtb, 4TO 3Ta aBTOHOMHas
cuctema — nokanbHas (local).

Takum obpa3om, TonbKo IP-agpeca, npuHagnexaline 3To NoKaabHON aBTOHOMHON cucteme byayT
aBTopum30BaTbCA. "XKueble" aboHeHThl He ByayT 3aTparmeBaTbCs A0 TEX NOP, MOKa aBTOHOMHbIE
CUCTEMbI, K KOTOPbIM OTHOCUTCA UX IP-agpeca, He byayT obbsBneHbl Kak local. 3To no3sonser
OTNlaXKmBaTb aBTOpU3auuio Ha 6oesoM fastDPI.

TectoBbiX IP-agpec

HakoHeLl, TpeTbs BO3MOXHOCTb, — 00bABMTL, YTO aBTOPU3ALMIO HYXXHO NPOBOANTL TOJIbKO ANS
yKa3saHHbIx IP-agpecos. 1na 3Toro B fastdpi.conf ectb HacTponka auth trace ip, B koTopon
MOXXHO 3afaTb 04AMH U aBa (Ho He Bonee) IP-agpeca:

auth trace ip=192.168.20.11,192.168.30.58

YKa3aHHble IP-agpeca fo/KHbI ObITb IOKaNbHbIMK (TO €CTb OTHOCUTBLCA K aBTOHOMHOWN CMCTEME,
0bbsBNEHHON Kak local, cM. Bbiwe). B cnyvyae Hanu4uma HacTponky auth trace ip aBTopusaums
byneT NpoBOANTLCA TOSILKO ANS YKa3aHHbIX B HeW IP-aapecos.

MapameTpbl aBTOpPU3aL UK
B fastdpi.conf MoXHO 3apaTb ciiefyoLme napamMeTpbl aBTopm3anmnm, B LONOJHEHME K

OMNCaHHbLIM paHee:

auth resend timeout - TaiM-ayT nepenocoiniku 3anpocos K fastPCRF Ha aBTopu3auuio, B
CeKyHaax. 3Ha4yeHune no ymonyanuio: 60. Ecnm fastDPI He nony4nn B Te4eHMe 3TOro BpeMeHN OTBETA
ot fastPCRF, To 3anpoc aBTopm3auun byaet NoBTOPEH.

auth_expired timeout - BpeMs XM13HU aBTOpM3aLMM, B MUHYTaX. 3Ha4yeHne no ymon4aHuo 60
MUHYT. 3Ha4veHune 0 - 6eccpoyHO. ITOT NapaMeTp NPMMEHAETCA TONbKO ecnn B Radius-oTBeTe HeT
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aTpubyTa Session-Timeout, KOTOpbIA 3a4aeT BpeMS XU3HU ceccun. OTMeTuM, 4To B Access-Reject
aTpubyT Session-Timeout TakXXe MOXET NPUCYTCTBOBaTb. 10 MCTEYEHUMN 3TOro BpeMeHun bynert
nociiaH NOBTOPHbIN 3aNpoC aBTopU3aLmnm.

3Ha4veHune 0 (6ecCcpoyHO) MOXET NPUBECTM K TOMY, 4TO abOHEHT, KOTOPOMY OTKa3aHo

@ B foctyne (Access-Reject), ocTaHeTcs B cTaTyce "He aBTOpM30BaH" HaBe4yHO. BbiBeCcTn
aboHeHTa 13 3TOro crtatyca MoXHO To/ibko COA-HOTUUKALMEN Ha peaBTopu3aLmio,
pectaptom fastDPI nnu BpyyHyto ¢ nomowbio fdpi ctrl.

auth _pcrf reconnect - TaM-ayT pekoHHeKkTa K fastPCRF, B cekyHAax. 3Ha4yeHune no ymMon4yaHuio -
1 cekyHpa.

TecToBble HACTPOUKHU

auth trace - 6ynesbii hnar, BKIOYAOLWMIA TPACCUPOBKY aBTOPM3aLMUN, MO YMONYAHNIO OTK/IOYEH.
CnepyeT yuynTbiBaTb, YTO TPACCUPOBKA aBTOPM3ALMMN OYEHb CUJIbHO BANSIET HA MPON3BOANTENLHOCTb
fastDPI n akTMBHO NULLET B N10rK, BKAOYaTb €€ 6e3 ocobon HanobHOCTM He cnenyer.

auth trace ip - cnucok IP-agpecos (He 6onee AByX), A/19 KOTOPbIX CneayeT NpoBoAUTb
aBTopm3aumio. Mo ymon4yaHuo nycTon.

MNpumep:
auth trace ip=192.168.10.20,192.168.30.45

ITOT CNNCOK MOXET ObITb NPUMEHEH Ha 3Tarne BHeApeHUs aBTopu3auny n HacTponkm Radius-
cepBepoB: aBToOpM3aumnsa byaeT NpoBOAUTBLCA TOJIbKO MO YKa3aHHbIM IoKabHbIM IP-agpecam (06bl4HO
3TO TecToBble abOHEHTbI), He 3aTparnBas "XuBbix" abOHEHTOB.

HacTtpouka BRAS L2 B fastDPI

AkTuBauus pyHkumuin BRAS B fastDPI nponssoanTcsa cneayowmmm obas3aTenbHbIMU HAaCTPONKaMu
KOH(UrypaumnoHHoro anna fastdpi.conf:

e bras enable=1 - obwun nar paspeweHns BRAS

e bras arp ip - 3agaet IPv4-agpec BRAS'a. 3T0 MOXeT 6bITb (hernkoBbIl IP-agpec, He
CBSA3@HHbIN HN C KaKUM CeTeBbLIM UHTepdencom. naBHoe TpeboBaHme - 3TOT IP-agpec AonKeH
ObITb YHUKAJIbHBIM, HUKAKOMY M0JIb30BaTE/N0 OH HEe A0JIXKeH BbiTb CONOCTaBEH.,

e bras_arp mac - MAC-agpec BRAS'a, gpopmaT XX:XX:XX:XX:XX:XX, Hanpumep,
a0:00:b1:01:4e:cc. 3ToT MAC-agpec Ao/KeH BbiTb YHMKANbHbLIM BO BCEN NOKaNbHOW CETU; 3TO
MOXXeT bbITb henkoBbin MAC-aapec, He CBA3aHHbIN HN C KaKoW CETEBOWN KapToM.

e auth servers - 3agaet cnucok fastPCRF-cepsepos. Cepsep fastPCRF oTBeyaeT 3a
B3auMopencTene ¢ Pagnyc-cepsepamun. ®opmaT 3a4aHna 04HOro cepeepa: ip%sdev:port, rage
ip - IP-anpec cepBepa, dev - I0KaJibHOE YCTPONCTBO, C KOTOPOro yCTaHaB/MBaTb COeIMHEHME.
FastDPI ycTaHaBnuBaeT coefMHeHne C nepsbiM A0CTYNHbIM cepBepoM fastPCRF u3 cnucka.



Takxxe ons koppekTHon paboTbl fastDPI BRAS gonmxHa bbiTh akTusmposaHa UDR (user
data repository - BHyTpeHHAa 6a3a AaHHbIX CBOWCTB MOJib30BaTenen): B

@ fastdpi.conf HomXHbI 6bITb CTPOKa

udr=

MpuMep:

udr=

auth servers=127.0.0.1%lo0:
bras enable=

bras arp ip=192.168.1.255
bras arp mac=a0:00:b1:01:4e:cc

Mpwn BbibOpe 3HaYeHWs NapameTpa bras arp mac peKkoOMeHAyeTCs UCMOJIb30BaTh
cyuiecTByowmnn MAC-anpec nopTa KapThl. HO ecnm ucnonb3yoTca yay4ylleHHble

nocnenHun oktet B MAC-aapece.

@ KapTbl, Hanpumep, 25G Ha 4yune XXV710 unu ¢ gpansepom i40e — MOXHO NOMEHATb

Mpumep: MAC-agpec nopTa KapTel — a0:00:bl:01:4e:ccC, C N3MEHEHHbIM
nocnefHUmM okTeToM — al:00:bl:01:4e:dd.

OToenbHble BO3MOXHOCTU fastDPI BRAS akTuMBMPYKOTCA AOMNOJHUTENIbHBIMMN
HacTpoMkamMu, onMcaHHbIMU fanee, Ho 6e3 ¢nara bras enable=1 370T
AOMONHNTENbHLIN (PYHKLNOHAN 6yaeT HeQoCTyneH.

HacTtpouka IPv6

L2 BRAS noppepxusaeT Bblgady IPv6-agpecos stateful DHCPv6. B 3ToM pexume IPv6-agpec
aboHeHTaM BblgaeTcs Yyepe3 DHCPv6. ABToMaTuyeckoe Ha3HavyeHue IPv6-anpecos (SLAAC/stateless
DHCPv6) He noagep>XunBaeTcs.

KOHLI,eI'ITyaJ'IbHO cXeMa pa6OTbI BbIrNAOUT TaK:

1.

aboHeHTckmn CPE nweT B ceTun IPv6-poyTep ¢ nomowbto ICMPv6. CKAT aHOHCUpyeT cebs Kak
IPv6-poyTep, yKa3biBasd, 4To And nosaydeHus IPve-agpeca cnenyet ncnosb3osate DHCPVG;

CPE nocbinaet DHCPv6-3anpoc nosyyeHus IPve-agpeca;

CKAT nepexBaTbiBaeT Bce DHCPv6-3anpockl aboHeHTOB 1 obpabaTbiBaeT nx, TeM CaMbIM
(hakTnyecku BbicTynas kak DHCPv6-cepsep. Ecnn aboHeHT CKATY HensBeCTeH UM ero ceccus
nctekna, DHCPv6-3anpoc TpaHcmpyeTcs B Pagnyc Yepes PCRF;

PCRF nony4yaeT oTBeT OT Pafuyca, cogepxaLimmn, noMruMo npoymx napameTpos, BblAaHHbIN
aboHeHTy IPv6-npedukc n, ecnn tpebyetcs, PD-npedukc (prefix delegation), n TpaHcanpyet
3TOT oTBeT 06pabHo CKATYy;

. Mony4me oT PCRF gaHHble, CKAT nocbinaet DHCPv6-oTBeT aboHeHTy. CKAT BblgaeT oauH IPv6-

agpec u3 BblgaHHOro aboHeHTy IPv6-npedurkca, a PD-npeduKkc (ecam ecTb) nepepaeTcs
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aboHEeHTy NoMHOCTb0. HeCcMOTpS Ha To, 4TO M3 IPV6-npedmKca Bbl4aeTCs TONbKO 0AMH afpec,
BCe IPv6-appeca 3TOoro npegukca TPakTYyTCA Kak agpeca, npuHaanexaiwime stomy aboHeHTy.
Ha camom nene aboHEHT MOXXeT 3anpoCuTb HECKObKO IPv6-aapecos, - BCe OHM ByayT BblAaHbl
13 npenocTaBsieHHOro IPve-npedukca.

Cnenyet 0co60 0TMETUTb, 4TO Pagnyc gosxeH BbidaBaTb aboHeHTy IPv6-npedunkc
(pukcupoBaHHON OAuUHbLI. [nvHa npedukca 3agaeTcd napameTpom ipve subnetwork,
no ymonyaHuwo /64. OnnHa PD-npedukca TakXe [LONXKHA PaABHATbLCA
ipv6 _subnetwork.

Ecnn aboHeHTy BbigaeTcsa u IPv6-npedunkc, n PD-npedmnkc, To Takon aboHeHT 0643aTeNbHO AO/KEH
6bITb NOMeYeH Kak multi-bind, Tak Kak ¢ Takum aboHeHTOM cBA3aHO gBa IPv6-npedukca; B oTBeTE
Paguyca nomxeH 6biTe aTpubyT VasExperts-Multi-IP-User=1.

BknioyeHue IPv6 BRAS

Pexxum IPv6 BRAS BktoHaeTca aBToMmaTnyecku, ecnm B fastdpi.conf 3agaHo

ipv6=
bras enable=

Mo>XXHO NpUHYaMTENbHO OTKOYNTL IPv6 BRAS, yka3as B fastdpi.conf
bras ipv6=

MapameTp bras ipv6 ABNAeTCS HAaNONOBUHY FOPAYMM: €ro MOXHO OTKMO4YUTL (bras ipv6=0) 6e3
pectapta CKATa.

Pexxum obpaboTkn DHCPV6-3anpocoB BKIOYaEeTCa aBTOMaTUYeCKM, eciv BKoYeH IPve BRAS. MoXHO
NPUHYAMTENbHO 3anpeTuTb 0bpaboTky DHCPv6 n ICMPv6 Router Solicitation, 3anaB B
fastdpi.conf

bras dhcp6 mode=

HononHutenbHo B fastdpi.conf moryT 6bITb 3a4aHbl Cnegyoue napameTpsbi:

e bras ipv6 link local - link-local (13 FE80::/10) agpec CKAT. Ecv gaHHbIA NapamMeTp He
3apaH, link-local agpec BbldncnseTcs aBTomaTnyeckm n3 bras _arp_mac. CKAT Bcerpga umeet
link-local agpec.

e bras ipv6 address - 3agaet rnobanbHbi IPv6-agpec CKATa. MnobanbHbI agpec MoXxeT
ObITb NoneseH, HanpumMep, Ana nuHroaHmsa CKATa co cTopoHbl aboHeHTa. Ecnun faHHbIn
napameTp He 3agaH, CKAT He umeeT rnobansHoro IPv6-agpeca.

e Onuun ICMPv6
e Onuuun DHCPv6
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NHTerpauus c Papuyc-cepsepom

Mpumep 3anpoca Access-Request Ha Bblgady IPv6-npedurkcoB aboHeHTY:

Packet-Type = Access-Request

User-Name = "1106.106"
Calling-Station-Id = "a0:bl:c2:d3:00:6a"
Acct-Session-Id = "03119DF4AABSE41D"
NAS-Identifier = "FastPCRF"
NAS-Port-Type = Virtual

NAS-Port-Id = "1106/106"

NAS-IP-Address = 188.227.73.40
VasExperts-Service-Type = DHCPv6
VasExperts-DHCPv6-Request = Solicit
VasExperts-DHCPv6-Delegated =
VasExperts-DHCP-ClientId = 0x00010001237d47fca®blc2d3006a

B aToM npumepe ngeHtTugunkatopom aboHeHTa cnyxuTt QinQ, 3anpoc nHnuyumposaH DHCPv6-nakeTom
Solicit (VasExperts-Service-Type = DHCPv6, VasExperts-DHCPv6-Request = Solicit),
aboHeHT 3anpawmsaeT B ToM 4ncne PD-npedukc (VasExperts-DHCPv6-Delegated = 1).

AboHeHTCKOEe 060pyaoBaHNE MOXET 3anpalmBaTh IPv6-agpec n PD-npedumkc B 04HOM
DHCPv6-3anpoce nnm xe B pa3HbiX. [M03TOMY nonaratbCa Ha 3HavYeHue aTpubyTa
VasExperts-DHCPv6-Delegated He cnepyeT: paxe ecnm aboHeHT He
3anpawmnBaeT PD-npedunkc, Paanyc moxeT BblaaTb aboHeHTy PD-npegukc, CKAT
3anoMHUT ero n ecnm CPE B byayuiem 3anpocuTt PD-npedukc, CKAT BO3BpaTUT paHee
BblAaHHbI aboHeHTy PD

NMpumMep oTBeTa:

Packet-Type = Access-Accept
User-Name="abonent-106"
VasExperts-Multi-IP-User =

Framed-IPv6-Prefix = :cafe:
Delegated-IPv6-Prefix = :dele:
DNS-Server-IPv6-Address = :feac::
DNS-Server-IPv6-Address = :feac::

Session-Timeout =
Idle-Timeout =
VasExperts-Policing-Profile = "rate 100M"

VasExperts-Service-Profile = "1:testl"
VasExperts-Enable-Service = "9:on"
VasExperts-Enable-Service = "12:o0on"

3necb abOHEHTY BbiAaeTCs [1Ba Pa3HbIX NpeduKkca:

e Framed-IPv6-Prefix = 2001:cafe:32:106::/64 - u3 atoro gnanasoHa CKAT bygeTt
BblAaBaTb IPv6-agpeca aboHEHTY



e Delegated-IPv6-Prefix = 2001:dele:32:106::/64 - 310 delegated prefix nepenaetcs
CPE aboHeHTa (ecnu, koHe4Ho, CPE 3anpocut PD)

CnepnyeT 06paTUTb BHUMAHWE Ha CneayioLlee:

1. B IPv6 agpec Bcerpa fo/KeH BbiTb CBA3aH C IOFMHOM. JIOrUH BbICTYNaeT KaK YHUKaNbHbIN
noeHTUKaTop aboHeHTa, C KOTOPLIM MOXET ObITb CBA3aHO MHOXKECTBO IPv4-agpecos 1 IPv6-
npedukcos. JlornH aboHeHTa 3anaeTcsa B oTBeTe Access-Accept B atpmnbyte User-Name nam
VasExperts-UserName.

2. Ecnmn aboHeHTy NpeaocTaBnseTCcs HeCKoNbKO IPv6-npedrkcoB (Kak B AaHHOM npumMepe - IPv6-
npegukc n PD-npedunkc), Takon aboHeHT 06A3aTeNbHO A0/IKEH ObITb MOMeYeH Kak multi-
bind (aTpnbyT VasExperts-Multi-IP-User = 1).

ATpunbyT Session-Timeout 3anaeT Bpems ceccun CKATa (0HO e - BpeMsa accounting-ceccum): B
TeyeHue 3Toro BpemeHu sce DHCPv6-3anpockl oT gaHHoro knneHta CKAT bynet obpabaTteiBaTb
CamMoCToATesIbHO, BO3BpaLlas paHee BblfaHHble PagnycomM napameTpel. o npowecTsnn Session-
Timeout cekyHp Tekyllasa accounting-ceccms 3akpbiBaeTcs 1 DHCPv6-3anpoc BHOBb TPaHCIMPYEeTCS
B Paguyc Access-Request. Ecnm aTpnbyTta Session-Timeout HeT B oTBeTe Paaunyca, OH nonaraeTcs
paBHbIM fastdpi.conf-napameTpy auth_expired_timeout.

Bpems nu3smHra IPv6-npedukcos 3apgaeTtca fastdpi.conf-napametpamu bras_dhcp6 preferred _lifetime
n bras_dhcp6_valid_lifetime. Mo)XHO 3afiaBaTb BpeMs IM3MHIa MHANBUAYANbHO AN KaXXA0rro
aboHeHTa ¢ nomoulblo Pagnyc-atpubyta DHCP-IP-Address-Lease-Time: 3ToT aTpubyT 3agaeT
preferred lifetime, valid lifetime nonaraetcsa B ABa pa3a 60nbLINM.

JononHuTensHble DHCPV6-onumm MoryT 6bITh 3afiaHbl cnelmansHbiMu VasExperts VSA atpubyTtamu.

3apaHue DHCPv6-onuui B Papguyc

CKAT nongep»xmBaeT 3afaHne npakTnyeckn ntobdon DHCPv6-onuumn Yyepes cneymanbHele VSA-
aTpnbyThl VasExperts. Ecnu yctaHoBka CKAT npovssoamnnach WTaTHbIMK CpeacTBaMm U3
othmumnanbHoro peno3ntopusa Vasexperts, To akTyanbHbI cnoBapb Bcex VSA VasExperts HaxoauTcs B
thanne /usr/share/dpi/dictionary.vasexperts. Bce 3Tu aTpmbyThl ABNAIOTCSA CTPOKOBbLIMU C
einHbIM hopMaTOM 3HAYeHUS:

opt:value

roe opt - yucno, I/I,D,EHTI/ICpI/IKaTOp onuwmn, value - 3HaYeHme onuuu.

VSA aTpubyT OnucaHue
VasExperts-DHCP-Option-IPv6 Onuwun, 3apatowme IPve-agpec nam cnncok IPve-
agpecos
VasExperts-DHCP-Option-IPv6-Prefix|Onuuu, 3agatowme IPv6-npedmkc
VasExperts-DHCP6-0ption-Num 3afaeT onumio C YMCJI0BbIM 3HAYEeHNEM
VasExperts-DHCP6-0Option-String 3afaeT onumio Co CTPOKOBBLIM 3Ha4YeHUEM
3apaeT buHapHyto onuuio B Buae hex-ctpokn. Cnegyet
VasExperts-DHCP6-0ption-Bin YyYMTbIBaTh, YTO NPWU 3ag4aHnUn BUHapHOM onunn eé
3HaYeHme Ao/KHO bbiTh B network byte order

MNpumep (B hopmaTte FreeRadius):



# Onuwnsa 22 - cnncok IPv6-agpecoB SIP-cepBepos:

# CKAT nownet B DHCPv6 oaHy onuuio 22 co 3Ha4YeHUEM - CMMCOK YKa3aHHbIX IPv6 anpecos
VasExperts-DHCP-Option-IPv6 := "22:2cOf:ff91::10:1"
VasExperts-DHCP-Option-IPv6 += "22:2cOf:ff91::10:2"

# Onums 71 - MIPv6 Home Network Prefix Option
# 3apaet IPv6-npepukc
VasExperts-DHCP-Option-IPv6-Prefix += "71:2cOf:ff90:71::/56"

# Onuwna 32 - OPTION INFORMATION REFRESH TIME, 4ucnosas:
VasExperts-DHCP6-0Option-Num += "32:55779"

# Onuwna 27: IPv6-aapec NIS-cepsepa, 3agaHHas B buHapHoM Buae
VasExperts-DHCP6-0Option-Bin += "27:2c0fff91000000000000000000200001"

# To )Ke camoe MoXeT bbITb 3a4aH0 Tak:

# &VasExperts-DHCP-Option-IPv6 += "27:2cOf:ff91::20:1

# Onums 43: ERO (Relay Agent Echo Request option)

# rnpvBeeHa B Ka4ecTBe rnpumepa 3agaHus onunm, 3Ha4eHne KOTOPOU - CIINCOK Yncesn

# CKAT obbeanHnT Bce aTpubyThl 1o 43 onumn B ogHy DHCPv6 - onuumto co 3HavyeHmnem '50,60,32"
VasExperts-DHCP6-Option-Num += "43:50"
VasExperts-DHCP6-0Option-Num += "43:60"

# 1nt16-onunsa B buHapHoM Buge (3HadyeHne 32)
VasExperts-DHCP6-0Option-Bin += "43:0020"

MoNHbIN akTyasbHbIA cncok Bcex DCHPv6-onumin BMecTe co cchiikamn Ha RFC MOXKHO HaTu Ha
cante IANA.

ICMPv6 HacTpouku fastDPI

B fastdpi.conf moryT 6biTb 3aaaHbl cnegytowme napameTpbl 0bpaboTku ICMPV6 Router
Solicication/Advertisement; 60nbWMHCTBO U3 3TUX NapameTpoB onpeaeneHbl B RFC 4861:

3Ha4yeHue no
MapameTp dopmat OnucaHue
YMOJTYaHUIO

Pexxum n npuoputeTol BRAS kak IPv6-
poyTepa:

-1 - BRAS He asnseTtcs IPv6-poyTepom,
TO eCTb He obpabaTbiBaeT ICMPV6
Router Solicitation n He wneT Router
Advertisement;

0 - BRAS sBngeTcs IPve-poyTepom ¢
npuoputeToMm Medium;

1 - BRAS aensaetcs IPv6-poyTepom c
npuoputeToM High;

3 - BRAS sBngeTca IPve-poyTepom ¢
npuoputeTom Low

bras ipv6 router pref yncno |0

MTU, yka3biBaeMbln B Router
Advertisement. 3Ha4yeHune 0 - He
nobasnsaTbe MTU-onuwuio B Router
Advertisement

bras icmp6 rtradv mtu yncno (1500



https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2
https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2

3HavyeHue no
YMOJ14aHUIO

MapamMmeTp dopmat OonucaHue

AdvRetransTimer, B MUNINCEKYHAOAX.
cnonb3yeTtcs IPv6-kKneHTaMu - Bpems
bras icmp6 reachable time |uncno |0 mMexay peTpaHcMuToM Neighbor
Solicitation coobwieHun. 0 - He
3aaeTca poyTepom

AdvCurHopLimit 3Ha4eHue nons Hop
Limit IPv6-nakeToB

AdvDefaultLifetime, B cekyHAax.
Ncnonb3yetcs IPvo-knmeHTamun ons
bras icmp6 default lifetime|umncno |1800 noctpoeHus cnucka default routers.
3HaveHue 0 rosopuT 0 TOM, 4TO BRAS
He sBnseTcs default router'om.

bras_icmp6 hop limit ynucno |64

Unsolicited RA

Tak kak CKAT B pexxume L2 BRAS ssnseTtcs IPv6-poyTepoMm, OH fosxeH, cornacHo RFC 4861,
nepuoamnyeck aHoOHCMpPoBaTb cebs B SIOKaJIbHYIO CeTb NocpeacTBoM coobuyeHns ICMPv6 Router
Advertisement (unsolicited RA). Ins BKOYEHUS NepUoanNYeCcKMx aHOHCOB NpeiHa3Ha4YeHbl
cnegyowme napameTpol fastdpi. conf:

MapameTp dopmMaT 3nauenue no OnucaHue
yMOJ14aHUIO
bras icmp6 send rtradv yncno |0 Moceinate (1) W HET (0)
- - - nepuoanyeckmu RA

HavanbHad rpaHvua nHTepsana

bras icmp6 min rtradv intervaljyncno |200 oTrnpaBku nepuogmnyeckoro RA,
CeKyHA
KoHe4Has rpaHuua nHTepsasa

bras icmp6 max rtradv_intervaljyncno 600 OTNpaBKuW Nepuoanyeckoro RA,
CeKyHA

Mpw BKAOYEHHOM pexxume oTnpaskn unsolicited RA Bpems cneaytollen oTnpaBky RA BbibupaeTcs
cnyyarHbiM obpa3om 13 nHTepsana [bras icmp6 min rtradv _interval,
bras icmp6 max rtradv interval] ona kaxgporo aktusHoro DHCPv6-aboHeHTa.

DHCPv6 HacTpouku fastDPI

B fastdpi.conf moryT 6bITb 3agaHbl cnegytowme napameTpbl 06paboTkn DHCPVG:



MapameTp

dopmaTr

3HavyeHue
no
YMOJTYaHUIO

OnucaHue

bras dhcp6 enable rapid commit

4ymncno

pa3peweH nunmn 3anpewieH Rapid
Commit.

O6bl4Has npouenypa BbiAayn agpeca
B DHCPv6 cocTtomT 13 4 waros (2
3anpoca + 2 oteeTa). MoOXHO
MCNOSIb30BaTh 2-LUaroByo npoueaypy
(Rapid Commit):

0 - 3anpeTtuTb Rapid Commit;

1 - paspewnTtb Rapid Commit. 2-
Laroeas npowuenypa Bblhayv agpeca
OyneT NpMMeHATLCA TONbKO ANS
KJINEHTOB, KOTOPbIE NOAAEPXKMBAIOT
Rapid Commit

bras dhcp6 enable unicast

4ymncno

pa3peLleH nau 3anpeweH Server
Unicast

0 - unicast 3anpeweH. Unicast-
3anpockl DHCPV6 CO CTOPOHbLI KINEHTA
6yoyT NrHopupoBaThCA.

1 - unicast pa3peLueH.

bras dhcp6 preferred lifetime

4ymncno

3600

MpennoyTuTENbHOE BpeMs apeHbl
IPv6-agpeca, CeKyHA. DTO 3HayYeHme
LOJKHO BbITb MeHbLUE, YeM

bras dhcp6 valid lifetime

bras dhcp6 valid lifetime

4Yncno

7200

Bpems apeHabl IPv6-anpeca, CEKYHA.
9T0 3Ha4yeHme foMKHO bbITb BoNbLUE,
4yem

bras dhcp6 preferred lifetime.

bras dhcp6 preference

4Yncno

3Ha4eHue Preference-onuun 8 DHCPV6
Advertise. 3Ta onuusa 3agaeTt
npeanovyTutenbHocTe DHCPV6-
cepBepa B CeTU C HECKONbKMUMU
DHCPv6-cepBepamu.

-1 - He yka3biBaTb Preference-onuuio B
DHCPv6 Advertise.

bras dhcp6 nak lifetime

4ymncno

60

[CKAT 8.3] Bpemsi xu3Hu Reject-
oTBeTa Papguyca, cekyHg

Ecnun Pagunyc He Bblgan knneHTy IPv6-
agpeca, KNIMeHT MOXET NOBTOPATb
DHCPv6-3anpocbl 6eCKOHEYHO 1
BECbMa 4acTo, Bbl3biBas TEM CaMbIM
wTopM Access-Request 3anpocos Ha
Pagnyc. [laHHbIM NapaMeTPOM MOXXHO
3a4aTb Nepuog BpeMeHu, B Te4eHune
koToporo CKAT cam byneT oTBe4YaTb
Ha 3arpochl TeX KJINEHTOB, KOTOPbIM
Pannyc He Bblgan IPve-agpec.
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