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Obwas HacTporka BRAS gnsa L2/L3 pexumos

BebuHap no Teme:

HacTtpouka BRAS L3 B fastDPI

HeobxoOommo co3fhaTb YCAYyrM U NOJIMCUHI, KOTOpble B JafbHenwem byayT
nepefasaTb C nomouwblo Radius aTpnbytoB oT 6bunnuHra. NMpuMep HaCTPOMKMK
nonncuHra (TapudHein nnaH) n Captive Portal, KoTopble MUHUMaNIbHO HEOOXOAUMBI
Ans cTapTa.

1. Co3paTtb thann aslocal.bin (nnn oTKoppekTMpoBaTb 3TOT (halsl, €C/IN OH yXXe ecTb). B dann
aslocal nponuceiBalOTCS Te AnanasoHbl cepbiX IP-agpecoB, KOTOPbIE NCNOL3YIOTCA B IOKaJIbHOW
ceTn nposangepa. B kayecTBe HoMepa aBTOHOMHOW CUCTEMbI AN HUX YKa3blBaeM ntobon n3
Anana3oHa 64512 - 65534.

vi aslocal.txt

10.0.0.0

172.16.0.0

192.168.0.0

cat aslocal.txt | as2bin /etc/dpi/aslocal.bin

onpegnenseTcs No npuHansieXxXHocTu ero IP-agpeca K CNUCKY JIOKaJibHbIX aBTOHOMHbIX

@ FastDPI aBTopu3yeT TOJIbKO NIOKabHbIX NOJib30BaTeien. JTIOKaAbHOCTL NOJib30BaTeNA
cucTeMm.

2. Co3paTb hann asnum.dscp (MM OTKOPPEKTUPOBATL 3TOT (halsl, €CAN OH y)Ke eCTb). B aToM hanne
HY>KHO yKa3aTb HOMepa JI0KaJlbHbiX (local) aBBTOHOMHbIX CUCTEM - UMEHHO ON5 HUX byaneT
NPOM3BOAMTLCSA aBTOpM3aLns. Kak npaBnio, 3T0 aBTOHOMHbIE CUCTEMBI ANs cepbix IP-agpecos,
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yKkasaHHble B aslocal.bin, naoc nybnuyHble IP-afpeca, BblAeneHHble NpoBanaepy, ecnm 3tu
nybanyHble IP-agpeca MCnosb3ylTCA B IOKaSbHOW CeTW, TO eCTb TpebyloT aBTopusaunn. na scex
IP-afpecoB aBTOHOMHbIX CUCTEM, MOMEeYeHHbIX Kak local B asnum.dscp, byaeTt npon3soanThes
aBTOpM3aLms.

vi asnum.txt
local
cat asnum.txt | as2dscp /etc/dpi/asnum.dscp

3.B /etc/dpi/fastdpi.conf akTuBMpyem aBTOpPMU3aLMIO:
enable auth=

4. 3apaTb cnucok fastPCRF-cepBepos:

auth servers=127.0.0.1%lo0: ,192.168.10.5%ethl:

dopmMaT 3adaHua ogHOro cepeepa: ip%sdev:port, roe ip - IP-agpec cepsepa, dev - floKkanbHoe
YCTPOWNCTBO, C KOTOPOro ycTaHaB/AMBaTb coenHeHne. FastDPl ycTaHaBAnBaeT coefuHEHME C NePBbIM
[ocTynHbiM cepeepoMm fastPCRF n3 cnucka.

5. He 3abbiBaeM akTmBupoBaTb UDR — xpaHunuLLe CBONCTB NoJib30BaTeNeNR:

udr=

Mocne BHeCEHUSA N3MeHeHUn HeobxoaMMO caenaTb nepesanyck cepBuca: service
fastdpi restart.

IPv6

Ana asTopusaumu IPvb-agpecos cnegyet akTUBMPOBATL NoanepxKky IPve. ®aktuyecku CKAT
aBTOPM3YyeT He KOHKPeTHbIN IPv6-afpec, a noAceTh C 3alaHHON ANMHOM npedurKca (Mo yMOYaHuio
/64). Hanpumep, ecnn nayt naketbl oT agpecos 2001:1::1 n 2001:1::10, TO TONbKO OAWNH U3 3TUX
agpecos byneT NocnaH Ha aBToOpPU3aLMIO, a BO3BPaLLEHHbIe MapaMeTpbl aBTOPU3aLNN NPUMEHSIOTCA
ans scex agpecos u3 noacetn 2001:1::/64

Onsa IPv6 HeT aHanora canna aslocal.bin, Tak Kak HET NPUBATHLIX aApeCcoB. Bbl AOMKHb
noMeTuTb B (hane asnum.dscp Homepa AS, KoTopble TpebytoT aBTopu3aumnm, kak local

AsTopu3aumns IPve aBToMaTu4eckn BktodaeTcs, ecnm B fastdpi. conf ykasaHo

ipv6=
enable auth=

HauunHas ¢ Bepcun CKAT 8.1.4 eCTb BO3MOXXHOCTb NPUHYAUTESIbHO OTKJIIO4YUTL aBTOpMU3auunio IPveo-
agpecos, yka3as B fastdpi.conf:
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enable auth ipv6=

Mpo4yne HaCTPOMKKM aBTOPMU3aLUN

BHeppeHue BRAS-aBTOpM3aLum

Mpouecc BHeApeHUa HOBOro (PyHKLMOHaNa BCceraa TpyaeH N TEPHUCT, a B ciyyae ¢ BRAS-
aBTopm3aumen - ocobeHHo, Tak Kak TpebyeT HacTponkun He Tonbko fastdpi/fastpcrf, Hou
Radius-cepBepa, Ha KOTOPOM MNPOUCXOAMUT OCHOBHas paboTa no aBTopusauny aboHeHTOB, 1 BCEro
backend'a 3a Radius-cepepom, — 6a3bl AaHHbIX, OUNNNHIOBOW CUCTEMBI U NP. 34eCb Mbl
pPacCMOTPUM HECKOJIbKO NOAXOA0B K BHEAPEHMWIO aBTopU3aLmK.

TecToBbIN CTEHA,

TpviBMaNbHbIA 1 HAaEXHbIA CNocob — opraHM30BaTh TECTOBLIN CTEHA. LOCTOMHCTBA — HE 3aTPOHET
XUBbIX aOOHEHTOB, HEAOCTATOK — HY)XXHO A0MOJIHUTENbHOE 06opyaoBaHMe. He Bcerga BO3MOXXHO
OpraHn30BaTb MOJIHOLLEHHbIA CTEH.

OTpenbHasA aBTOHOMHasA cucTeMa

Kak onuncaHo paHee, aBTOpM3aLLnMa NPOBOANTCA TOJIBKO MO JSloKajbHbIM IP-agpecaM. JlokanbHOCTD IP-
agpeca 3agaetcs ¢garom local pns aBTOHOMHOM cucTembl. OTClO4a BbIBOA — MOXHO BbIAENNTb
Anana3oH TecToBblX IP-afpecos, 3a4aTb UM HOMEP aBTOHOMHOW CUCTEMbI U3 AMana3oHa
3ape3epBMPOBaHHbIX AN YaCTHbIX Lenen (64512..65534), n nponncaTb, 4TO 3Ta aBTOHOMHas
cuctema — nokanbHas (local).

Takmum obpasoM, ToNbKo IP-agpeca, NpvHagaexalme 3Ton 10KaabHON aBTOHOMHON cucteme byayT
aBTopm30BaTbCA. "XKueble" aboHeHThl He ByayT 3aTparmBaTbCs A0 TEX NOP, MOKa aBTOHOMHbIE
CUCTEMbI, K KOTOPbIM OTHOCUTCA UX IP-agpeca, He byayT obbsBAeHbl Kak local. 3To no3sonseT
OTJlaXXMBaTb aBTOpU3auuio Ha 6oesom fastDPI.

TecTtoBbin IP-appec

HakoHeLl, TpeTbs BO3MOXXHOCTb, — 00bABMTL, YTO aBTOPU3ALMIO HYXXHO NPOBOANTL TOJIbKO ANS
yKa3aHHbIx IP-agpecos. 1na 3Toro B fastdpi.conf ectb HacTponka auth trace ip, B koTopon
MO>XHO 3aaTb OAUH Uan ABa (HO He bonee) IP-agpeca:

auth trace ip=192.168.20.11,192.168.30.58
YKa3aHHble IP-agpeca A0/KHbI ObITb IOKaJIbHbIMK (TO €CTb OTHOCUTbLCA K aBTOHOMHOWN cUcTeMe,

0bbsBNEHHON Kak local, cM. Bbiwe). B cnyvyae Hanu4umsa HacTponky auth trace ip aBTopusaums
byneT NpoBOANTLCA TOSILKO ANS YKa3aHHbIX B HeW IP-aapecos.
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MapameTpbl aBTOPU3aL UK

B fastdpi.conf MoXHO 3aaaTh cieaytoLine napaMmeTpbl aBTOPU3aLMmM, B OMNOJIHEHMNE K
OMMCaHHbIM paHee:

auth resend timeout - TaiM-ayT nepenoceinkm 3anpocos K fastPCRF Ha aBTopm3auuio, B
cekyHAax. 3Ha4veHme no ymon4yaHuio: 60. Ecnm fastDPI He nony4nn B Te4eHMe 3TOro BpEMEHN OTBETA
ot fastPCRF, To 3anpoc aBTopm3auun byaet NnoBTOPEH.

auth _expired timeout - BpeMs XM13HU aBTOPM3aLMM, B MUHYTaX. 3Ha4YeHne no ymon4aHuo 60
MUHYT. 3Ha4veHune 0 - 6ecCpoyHO. ITOT NapaMeTp NPUMEHAETCS TONbKO ecnn B Radius-oTBeTe HeT
aTpubyTa Session-Timeout, KOTOpbI 3a4aeT BpeMs XU3HU ceccun. OTmeTuM, 410 B Access-Reject
aTpmbyT Session-Timeout Tak)Xxe MoXXeT NPUCYTCTBOBaTb. [10 MCTEYEeHUN 3TOro BpemMeHun byaeT
nociiaH NOBTOPHbIN 3aNpPOC aBToOpuU3aLmu.

3Ha4eHue 0 (beccpoyHO) MOXKET MPMBECTM K TOMY, 4TO aBOHEHT, KOTOPOMY OTKa3aHo

@ B foctyne (Access-Reject), ocTaHeTCs B CTaTyce "He aBTOpM30BaH" HaBe4yHO. BbiBeCTr
aboHeHTa 13 3TOro CTaTyca MOXXHO TOJIbKO COA-HOTU(MKALMEN Ha PpeaBTOPM3aLInIo,
pectapTom fastDPI nnu Bpy4Hyto ¢ nomowwbio fdpi ctrl.

auth pcrf reconnect - TaM-ayT pekoHHeKkTa K fastPCRF, B cekyHAax. 3Ha4yeHuMe No yMOn4aHuio -
1 cekyHpa.

TecToBble HACTPOMKHM

auth_trace - 6ynesbil hnar, BKAOYAOLWMNA TPACCUPOBKY aBTOPM3aLUK, N0 YMONYAHUIO OTK/IOYEH.
CnepyeT y4ynThiBaTb, YTO TPACCUPOBKA aBTOPM3aLMUMN O4eHb CUIbHO BANSET Ha MPOU3BOANTENLHOCTb
fastDPI n akTMBHO NULLET B NI0rK, BKAOYaTb eé 6e3 ocobon HaaobHOCTM He cnenyer.

auth trace ip - cnucok IP-agpecos (He 6onee aByx), 819 KOTOPbIX ClegyeT NpoBOAUTb
aBTopm3aumio. Mo ymonyaHuio NycTon.

Mpumep:
auth trace 1ip=192.168.10.20,192.168.30.45
ITOT CNNCOK MOXXET BbITb NPUMEHEH Ha 3Tane BHeAPEHNS aBTOpU3aLny 1 HacTponkm Radius-

CepBepoB: aBTOPM3aLMnsA byaeT NpoBOANTLCSA TOMLKO MO YKa3aHHLIM JIoKasibHbIM IP-agpecam (06bI4HO
3TO TecToBble abOHEHTbI), He 3aTparnBas "XuBbix" aboOHEHTOB.

HacTtpounka BRAS L2 B fastDPI

AkTunBauus dyHkumin BRAS B fastDPI npon3soanTcs cnefyowumy ob6s3aTenbHbLIMU HACTPONKaMHM
KOH(urypaumoHHoro tanna fastdpi.conf:

e bras_enable=1 - obwun nar paspewweHns BRAS



e bras _arp ip - 3apaet IPv4-agpec BRAS'a. 3T0 MoXeT 6bITb (herkoBbIl IP-agpec, He
CBAA3aHHbBIN HW C KAKUM ceTeBbIM UHTepdencom. [naBHoe TpeboBaHMe - 3TOT IP-agpec foxeH
ObITb YHUKaNbHbIM, HAKAKOMY MOJIb30BaTE/0 OH HE A0JKEeH ObiTb COMOCTaBJIEH.

e bras_arp mac - MAC-agpec BRAS'a, popmaTt XX:XX:XX:XX:XX:XX, Hanpumep,
a0:00:b1:01:4e:cc. 3ToT MAC-agpec Ao/KeH BbiTb YHMKANbHbLIM BO BCEN NNOKANbHOM CETU; 3TO
MOXXeT bbITb heinkoBbin MAC-afapec, He CBA3aHHbIN HN C KaKoW CETEBOWN KapToMN.

e auth_servers - 3afaet cnucok fastPCRF-cepsepos. Cepsep fastPCRF oTBeyaeT 3a
B3aumMopencTene ¢ Pagnyc-cepsepamun. ®opmaT 3afaHna 0HOro cepeepa: ip%sdev:port, rae
ip - IP-agpec cepepa, dev - NoKallbHOE YCTPOMNCTBO, C KOTOPOro yCTaHaBANBaTb COeAUHEHNE.
FastDPI ycTaHaBnMBaeT coegnHeHNe C NepBbiM A0CTynHbIM cepepom fastPCRF 13 cnucka.

Takxxe ons koppekTHon paboTbl fastDPI BRAS gomxHa bbiTb akTuBmMpoBaHa UDR (user
data repository - BHyTpeHHAa 6a3a AaHHbIX CBOWCTB MOJib30BaTeNeNn): B

@ fastdpi.conf momxHbl BbITb CTPOKa

udr=

MpuMep:

udr=

auth servers=127.0.0.1%lo:
bras enable=

bras arp ip=192.168.1.255

bras arp mac=a0:00:b1:01:4e:cc

Mpu BbibOpe 3Ha4yeHMa napameTpa bras arp mac pekoMeHAyeTCs UCMNOJb30BaTb
cywecTtByowmn MAC-agpec nopTa KapTbl. HO ecan ncnonb3yoTca yaydlleHHble
KapTbl, Hanpumep, 25G Ha 4yune XXV710 unu ¢ gpansepom i40e — MOXHO NOMEHATb
nocnegHun oktet B MAC-aapece.

Mpumep: MAC-agpec nopTa kKapTel — a0:00:bl:01:4e:cc, C N3MEHEHHbIM
nocnegHMM oktetoM — a0:00:bl1:01:4e:dd.

HacTpoMkamMu, onuMcaHHbIMU fanee, Ho 6e3 ¢nara bras enable=1 370T

@ OToenbHble BO3MOXHOCTWU fastDPI BRAS akTuUBMPYIOTCA LOMOJAHUTENIbHbIMU
LOMONHUTENbHBLIA (DYHKLUMOHan byaeT HedoCTyneH.

HacTtpouka IPv6

L2 BRAS noppepxusaeT Bblgady IPv6-agpecos stateful DHCPv6. B 3ToM pexume IPv6-agpec
aboHeHTaM BblgaeTcs Yyepe3 DHCPv6. ABToMaTu4yeckoe Ha3HavyeHue IPv6-aapecos (SLAAC/stateless
DHCPv6) He noogep>XunsaeTcs.

KoHLenTyanbHO cxemMa paboTbl BbIrNSANT Tak:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start#активация_встроенной_бд

. aboHeHTCKUN CPE nwweT B ceTu IPv6-poyTep ¢ nomowbto ICMPv6. CKAT aHoHCupyeT cebs Kak
IPv6-poyTep, yKasbiBas, 4TO Oa4 nonyyveHus IPvb-agpeca cnenyet ncnosb3osatb DHCPVG;

. CPE nockinaet DHCPv6-3anpoc nony4eHus IPve-agpeca;

. CKAT nepexBaTbiBaeT Bce DHCPv6-3anpockl aboHeHTOB 1 0bpabaTbiBaeT MX, TEM CaMbiM
thakTuyecku BoicTynas kak DHCPv6-cepeep. Ecnn aboHeHT CKATY HEM3BECTEH WM €ro ceccus
nctekna, DHCPv6-3anpoc TpaHcmpyeTcs B Pagnyc Yepes PCRF;

. PCRF nony4yaet oTBeT oT Paguyca, cogep>xalimi, MOMMMO NPOYMX NapaMeTpoB, BblAaHHbIN
aboHeHTy IPV6-npedmkc n, ecnun Tpebyetcs, PD-npedmkc (prefix delegation), u TpaHcanpyeT
3TOoT oTBeT 0bpabHo CKATYy;

. Mony4me oT PCRF gaHHble, CKAT nocbinaet DHCPv6-oTBeT aboHeHTYy. CKAT BbligaeT oauH IPv6-
agpec u3 BblgaHHoOro aboHeHTy IPv6-npedukca, a PD-npedukc (ecnm ecTb) nepepaeTcs
aboHEeHTy NoMHOCTb0. HeCcMOTpS Ha To, 4TO M3 IPVv6-npedmKca Bbl4aeTCs TObKO 04MH afpec,
BCe IPv6-agpeca 3Toro npegukca TPakTYOTCA Kak agpeca, npuHaanexaiwme stomy aboHeHTy.
Ha camom nene aboHEHT MOXXeT 3anpoCuTb HECKObKO IPv6-aapecos, - BCe OHM ByayT BblaHbl
13 npenocTaBsieHHOro IPve-npedukca.

Cnenyet 0co60 0TMETUTb, 4TO Pagunyc goskeH BbldaBaTb aboHeHTy IPv6-npedunkc
(bukcupoBaHHOM OAuUHbLI. [nvHa npedukca 3agaeTca napameTpom ipve subnetwork,
no ymonyaHuw /64. OnnHa PD-npedukca TakXe [LONXKHa PaABHATbLCA
ipv6 _subnetwork.

Ecnn aboHeHTy BbigaeTcsa u IPv6-npedunkc, n PD-npedmnkc, To Takon aboHeHT 0643aTeNbHO AO/KEH
6bITb NOMeYeH Kak multi-bind, Tak Kak ¢ Takum aboHeHTOM cBA3aHO gBa IPv6-npedukca; B oTBeTE
Paguyca pomxeH 6biTe aTpubyT VasExperts-Multi-IP-User=1.

BknioyeHue IPv6 BRAS

Pexxum IPv6 BRAS BktoHaeTcq aBToMmaTnyeckun, ecnm B fastdpi.conf 3agaHo

ipv6=
bras enable=

Mo>XXHO NpUHYanUTENbHO OTKOYNTL IPv6 BRAS, yka3as B fastdpi.conf

bras ipv6=

MapameTp bras ipv6 ABNAeTCS HAaNONOBUHY FOPAYMM: €ro MOXHO OTKMO4YUTL (bras ipv6=0) 6e3
pectapta CKATa.

Pexxum obpaboTky DHCPv6-3anpocoB BKIOHaEeTCa aBTOMaTUYeCKM, eciv BKoYeH IPve BRAS. MoXHO
NPUHYAMTENbHO 3anpeTuTb 0bpaboTky DHCPv6 n ICMPV6 Router Solicitation, 3anaB B
fastdpi.conf

bras dhcp6 mode=

fononHutenbHo B fastdpi.conf moryT 6bITb 3a4aHbl Cnegyouie napameTpsbi:

e bras ipv6 link local - link-local (13 FE80::/10) agpec CKAT. Ecv OaHHbIA NapamMeTp He
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3ajaH, link-local agpec BbluncnaeTcs aBTomaTudeckn mus bras_arp_mac. CKAT Bcerfa nmeet
link-local agpec.

e bras _ipv6 address - 3agaet rnobanbHbi IPv6-agpec CKATa. nobanbHbI agpec MoXxeT
6bITb NONe3eH, Hanpumep, Ana nuHroaHma CKATa co cTopoHbl aboHeHTa. Ecnun aaHHbIN
napameTp He 3agaH, CKAT He umeeT rnobansHoro IPv6-agpeca.

e Onuwnn ICMPv6

e Onuwnn DHCPv6
NHTerpauus c Papuyc-cepsepom

Mpumep 3anpoca Access-Request Ha Bblgady IPv6-npedmkcoB aboHeHTY:

Packet-Type = Access-Request

User-Name = "1106.106"
Calling-Station-Id = "a0:bl:c2:d3:00:6a"
Acct-Session-Id = "03119DF4AAB8E41D"
NAS-Identifier = "FastPCRF"
NAS-Port-Type = Virtual

NAS-Port-Id = "1106/106"

NAS-IP-Address = 188.227.73.40
VasExperts-Service-Type = DHCPv6
VasExperts-DHCPv6-Request = Solicit
VasExperts-DHCPv6-Delegated =
VasExperts-DHCP-ClientId = 0x00010001237d47fcab®blc2d3006a

B 3TOM nprmMepe naeHtTngurkaTopom aboHeHTa cnyxuT QinQ, 3anpoc nHmummposaH DHCPv6-nakeTom
Solicit (VasExperts-Service-Type = DHCPv6, VasExperts-DHCPv6-Request = Solicit),
aboHeHT 3anpawwnBaeT B ToM Yucne PD-npedukc (VasExperts-DHCPv6-Delegated = 1).

AboHeHTCKOe 0bopyaoBaHMe MOXeT 3anpalmeaTh IPv6-agpec n PD-npedukc B 04HOM

L DHCPv6-3anpoce nnm xe B pa3HbiX. [M03TOMY nonaratbCa Ha 3HavyeHue aTpubyTa

0 VasExperts-DHCPv6-Delegated He cnemyeT: faxe ecanm abOHEHT He

u 3anpawwnBaeT PD-npedukc, Pagnyc MmoxeT BbigaTb aboHeHTy PD-npedgukc, CKAT

3anoMHUT ero n ecnm CPE B byayuiem 3anpocuTt PD-npedukc, CKAT BO3BpaTUT paHee
BblAaHHbI aboHeHTy PD

MpumMmep oTBETa:

Packet-Type = Access-Accept
User-Name="abonent-106"
VasExperts-Multi-IP-User =

Framed-IPv6-Prefix = :cafe:
Delegated-IPv6-Prefix = :dele:
DNS-Server-IPv6-Address = :feac::
DNS-Server-IPv6-Address = :feac::

Session-Timeout =



Idle-Timeout =
VasExperts-Policing-Profile = "rate 100M"

VasExperts-Service-Profile = "1:testl"
VasExperts-Enable-Service = "9:on"
VasExperts-Enable-Service = "12:0n"

3necb abOHEHTY BblAeTCA ABa pa3HbIX Npedukca:

e Framed-IPv6-Prefix = 2001:cafe:32:106::/64 - nu3 atoro gnanasoHa CKAT byaeTt
BblAaBaTb IPv6-agpeca aboHeHTY

e Delegated-IPv6-Prefix = 2001:dele:32:106::/64 - 310 delegated prefix nepenaetcs
CPE aboHeHTa (ecnun, koHe4yHo, CPE 3anpocuT PD)

CnenyeT 06paTWUTb BHUMAHWE Ha CneayioLlee:

1. B IPv6 agpec Bcerpa fo/KeH BbiTb CBA3aH C IOFMHOM. JIOrUH BbICTYNAeT Kak YHUKaNbHbIN
naeHTUKaTop aboHeHTa, C KOTOPLIM MOXET ObITb CBA3aHO MHOXECTBO IPv4-agpecos u IPv6-
npedukcos. JlornH aboHeHTa 3anaeTcsa B oTBeTe Access-Accept B atpnbyte User-Name nam
VasExperts-UserName.

2. Ecnmn aboHeHTy NpeaocTaBnseTCs HEeCKoNbKO IPv6-npedrKkcoB (Kak B AaHHOM npumMepe - IPv6-
npedukc n PD-npedmnkc), Takoh aboHeHT obA3aTenbHO O0/KeH ObiTh NoMeyeH kak multi-
bind (aTpnbyT VasExperts-Multi-IP-User = 1).

ATpunbyT Session-Timeout 3anaeT Bpems ceccun CKATa (0HO e - BpeMsa accounting-ceccum): B
TeyeHue 3Toro BpemeHu sce DHCPv6-3anpockl 0T gaHHoro knneHta CKAT bynet obpabaTteiBaThb
CamMoCTOATEe/IbHO, BO3BpaLlas paHee BblaHHble Pagnycom napameTpel. o npowecTsnn Session-
Timeout cekyHA Tekyllas accounting-ceccms 3akpbiBaeTcs U DHCPv6-3anpoc BHOBb TPaHCIMPYyeTCS
B Paguyc Access-Request. Ecnn aTpnbyTta Session-Timeout HeT B oTBeTe Paaunyca, OH nonaraeTcs
paBHbIM fastdpi.conf-napameTpy auth_expired_timeout.

Bpems nu3sumHra IPv6-npedukcos 3apgaeTtca fastdpi.conf-napametpamu bras_dhcp6 preferred lifetime
n bras_dhcp6_valid_lifetime. Mo)XHO 3afiaBaTb BpeMs IM3MHIa MHAUBUAYANbHO A1 KaXXA0rro
aboHeHTa ¢ nomoulblo Pagnyc-atpubyta DHCP-IP-Address-Lease-Time: 3T0oT aTpubyT 3agaeT
preferred lifetime, valid lifetime nonaraetcsa B ABa pa3a 6onbLINM.

JononHuTensHble DHCPV6-onumm MoryT 6bITh 3afiaHbl cnelmansHbiMu VasExperts VSA atpubyTtamu.

3apaHue DHCPv6-onuui B Papguyc

CKAT nongep»xmBaeT 3afaHne npakTmnyeckn atobdon DHCPv6-onuum Yyepes cneymanbHele VSA-
aTpnbyThl VasExperts. Ecnu yctaHoBka CKAT nponssoamnnach WTaTHbIMK CpeacTBaMm U3
othmumnanbHoro peno3utopusa Vasexperts, To akTyanbHbI cnoBapb Bcex VSA VasExperts HaxoauTcs B
thanne /usr/share/dpi/dictionary.vasexperts. Bce 3Tu aTpmbyThl ABASAKOTCSA CTPOKOBbLIMYU C
eanHbIM hoOpMaTOM 3HaYeHUS:

opt:value

roe opt - yucno, I/I)J,EHTI/ICpI/IKaTOp onuwun, value - 3HaYeHne onuuu.



VSA aTpubyT OnucaHue
VasExperts-DHCP-Option-IPv6 Onuuw, 3apaowme IPv6-agpec nam cnmucok IPve-
agpecos
VasExperts-DHCP-Option-IPv6-Prefix|Onuun, 3agatowme IPve-npedumkc
VasExperts-DHCP6-0ption-Num 3afaeT onumio C YMCJI0BbIM 3HAYEeHNEM
VasExperts-DHCP6-0ption-String 3afaeT onumio CO CTPOKOBBLIM 3Ha4YeHUEM
3apaeT GBuHapHyto onumio B Buae hex-ctpokn. Cnegyet
VasExperts-DHCP6-0ption-Bin YYMTbIBaTh, YTO NPWU 3agaHnUn BUHapHOM onunn eé
3HaYeHme fo/MKHO bbiTh B network byte order

Mpumep (B hopmaTe FreeRadius):

# Onums 22 - cnncok IPv6-aapecoB SIP-cepBepos:

# CKAT nownet B DHCPv6 oaHy onuuio 22 Co 3Ha4YeHneM - CIMCOK yKa3aHHbix IPv6 aapecos
VasExperts-DHCP-Option-IPv6 := "22:2cOf:ff91::10:1"
VasExperts-DHCP-Option-IPv6 += "22:2cOf:ff91::10:2"

# Onuma 71 - MIPv6 Home Network Prefix Option
# 3apgaet IPv6-npegpukc
VasExperts-DHCP-Option-IPv6-Prefix += "71:2cOf:ff90:71::/56"

# Onuma 32 - OPTION INFORMATION REFRESH TIME, 4ucnoBas:
VasExperts-DHCP6-0Option-Num += "32:55779"

# Onuwna 27: IPv6-agpec NIS-cepsepa, 3a4aHHasi B bBMHapHOM Buje
VasExperts-DHCP6-0Option-Bin += "27:2c0fff91000000000000000000200001"

# 10 Xe camoe moxeT bbITb 3a[aHO Tak:

# &VasExperts-DHCP-Option-IPv6 += "27:2cOf:ff91::20:1

# Onuwna 43: ERO (Relay Agent Echo Request option)

# npuBefeHa B Ka4yecTBe nNpuMepa 3agaHnsa onunm, 3Ha4eHNe KOTOPOU - CIINCOK YNCEN

# CKAT obbeanHuT Bce atpubyThel no 43 onumn B ogHy DHCPV6 - onuunio co 3HadyeHnem '50,60,32"
VasExperts-DHCP6-Option-Num += "43:50"
VasExperts-DHCP6-0Option-Num += "43:60"

# 1nt16-onuns B buHapHoM Buae (3Ha4yeHne 32)
VasExperts-DHCP6-0Option-Bin += "43:0020"

MONHLIN akTyasbHbIA cNUcoK Bcex DCHPv6-onunin BMecTe o ccbiikaMm Ha RFC MOXKHO HanTu Ha
canTe IANA.

ICMPv6 HacTpouku fastDPI

B fastdpi.conf moryT 6biTb 3a4aHbl cnegyowme napameTpbl 06paboTkm ICMPv6 Router
Solicication/Advertisement; 601bLWNHCTBO N3 3TUX NapamMeTpoB onpeaeneHsl B RFC 4861:


https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2
https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2

MapamMmeTp

dopmat

3HavyeHue no
YMOJ14aHUIO

OnucaHue

bras ipv6 router pref 4ymcno

Pexxum n npnoputeTol BRAS Kak IPv6-
poyTepa:

-1 - BRAS He sBniseTcs IPv6-poyTepom,
TO ecTb He obpabaTbiBaeT ICMPV6
Router Solicitation n He wneT Router
Advertisement;

0 - BRAS sBnseTtcs IPv6-poyTepom ¢
npuoputeTom Medium;

1 - BRAS aBnseTtcs IPv6-poyTepom ¢
npuoputeTom High;

3 - BRAS sBnsetcs IPv6-poyTepom ¢
npuoputTeTom Low

bras_icmp6 rtradv_mtu 4ymcno

1500

MTU, yka3biBaembli B Router
Advertisement. 3HavyeHune 0 - He
nobasnsaTe MTU-onuwuto B Router
Advertisement

bras icmp6 reachable time |4mcno

AdvRetransTimer, B MUIIMCEKYHAOAX.
Wcnonb3yeTtca IPv6-kneHTaMu - Bpems
Mexnay peTpaHcmmToM Neighbor
Solicitation coobueHuin. 0 - He
3aaeTcs poyTepom

bras icmp6 hop limit 4ymcno

64

AdvCurHopLimit 3Ha4yeHune nons Hop
Limit IPv6-nakeToB

bras icmp6 default lifetime|ymcno

1800

AdvDefaultLifetime, B ceKyHOax.
Ncnonb3yeTcs IPv6-knmeHTamMun ans
noctpoeHns cnucka default routers.
3HayveHue 0 roBopuT 0 TOM, 4TO BRAS
He aBnseTcs default router'om.

Unsolicited RA

Tak kak CKAT B pexume L2 BRAS asnseTcs IPv6-poyTepom, oH fosxeH, cornacHo RFC 4861,
NnepuoanYeckn aHoHCMpPOBaThL Cebs B NOKaNbHYO CETb NocpeacTsom coobuieHns ICMPv6 Router
Advertisement (unsolicited RA). Ina BKJAKOYEHNA NEPUOANYECKMX aHOHCOB NpeAHa3Ha4YeHbI
cnepytowme napameTpbl fastdpi.conf:

3HavyeHue no
MapameTp dopmaT OnucaHue
yMon4aHuio
bras icmp6 send rtradv yncno |0 Mockinars (1) A HET (0)
- — — nepuoguyecknn RA
HavanbHas rpaHuLa nHTepsana
bras icmp6 min rtradv_intervaljyncno |200 OTrnpaBKu nepuogmnyeckoro RA,
CeKyHA
KoHe4Has rpaHuua nHTepeana
bras icmp6 max rtradv intervaljyncno 600 OTrnpaBKu nepuogmnyeckoro RA,
CEeKyHA

Mpw BKNIOYEHHOM pexume oTrpasky unsolicited RA Bpemsa cnepytowen otnpasku RA BeibrupaeTcs
cnyvyanHbiM obpa3om n3 uHTepsana [bras _icmp6 min rtradv_interval,
bras icmp6 max rtradv_intervall] gns kaxporo aktusHoro DHCPv6-aboHeHTa.




DHCPv6 HacTpouku fastDPI

B fastdpi.conf moryT 6biTb 3aaaHbl cnegytowimne napametTpbl 06paboTkn DHCPV6:

MapameTp

dopmaT

3HauyeHue
no
YMOJI4aHUIO

OnucaHue

bras _dhcp6 enable rapid commit

4yncno

paspelleH unn 3anpeweH Rapid
Commit.

O6bl4Hag npouenypa BblAayn agpeca
B DHCPv6 cocTonT 13 4 waros. (2
3anpoca + 2 oteeTa). MOXHO
MNCNONb30BaTh 2-LLIAroByo npouenypy
(Rapid Commit):

0 - 3anpeTunTb Rapid Commit;

1 - paspewnTb Rapid Commit. 2-
Larosas npouenypa Bblgayvm agpeca
OyneT NpUMEHATLCSA TONbKO A4S
KJINEHTOB, KOTOPbIE NOALEPXKUBAIOT
Rapid Commit

bras dhcp6 enable unicast

4mncno

paspeLleH nau 3anpeweH Server
Unicast

0 - unicast 3anpeleH. Unicast-
3anpockl DHCPV6 CO CTOPOHbLI KNINEHTa
OyoyT NrHopmpoBaThCS.

1 - unicast pa3peLueH.

bras dhcp6 preferred lifetime

4yncno

3600

MpeanoyTMTeNbHOE BPpeEMS apeHabl
IPv6-agpeca, cekyH. TO 3HaYeHune
LO/MKHO ObITb MEHbLLE, YeM

bras dhcp6 valid lifetime

bras dhcp6 valid lifetime

4ymncno

7200

Bpemsa apeHabl IPv6-afpeca, CEKYHA.
3TO 3HayYeHme [0SHKHO b6biTb BonbLue,
yem

bras dhcp6 preferred lifetime.

bras dhcp6 preference

4ymncno

3Ha4eHue Preference-onummn 8 DHCPv6
Advertise. 3Ta onuusa 3afaeT
npegno4yTutesibHoctb DHCPV6-
cepBepa B CETU C HECKOJIbKUMU
DHCPv6-cepBepamu.

-1 - He yka3biBaTb Preference-onuuio B
DHCPv6 Advertise.

bras dhcp6 nak lifetime

4yncno

60

[CKAT 8.3] Bpemsi xu3Hun Reject-
oTeeTa Pagnyca, cekyHn

Ecnm Pagnyc He Bblgan KNneHTy IPv6-
agpeca, KJIMeHT MOXET NOBTOPATb
DHCPv6-3anpockl 6eCKOHEYHO 1
BECbMa 4acTo, Bbl3biBas TeM CaMbIM
wrTopM Access-Request 3anpocos Ha
Pagnyc. laHHbIM MapamMeTpoM MOXHO
3a4aTb Nepunog BpeMeHu, B Te4eHune
kKoToporo CKAT cam byneTt oTBe4yaTb
Ha 3anpocCbl TEX KJIMEHTOB, KOTOPbIM
Paguyc He Bblgan IPv6-agpec.




	Table of Contents
	Общая настройка BRAS для L2/L3 режимов
	Настройка BRAS L3 в fastDPI
	IPv6
	Внедрение BRAS-авторизации
	Тестовый стенд
	Отдельная автономная система
	Тестовый IP-адрес

	Параметры авторизации
	Тестовые настройки


	Настройка BRAS L2 в fastDPI
	Настройка IPv6
	Включение IPv6 BRAS
	Интеграция с Радиус-сервером
	Задание DHCPv6-опций в Радиус
	ICMPv6 настройки fastDPI
	Unsolicited RA

	DHCPv6 настройки fastDPI




