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Obwas HacTporka BRAS gnsa L2/L3 pexumos

HacTtpounka BRAS L3 B fastDPI

Heobxoammo co3paTb YCAYrM U MNOJIMCUHI, KOTOpble B dajbHenwem 6ynyT

@ nepenasaTb C nomouwbio Radius atpubytoB oT bunnuHra. NMpumep HaCTPONKM
nonucuHra (TapudHein nnaH) n Captive Portal, KoTopble MUHMMaNbHO HEOHX0AUMBI
Ans cTapTa.

1. Co3paTtb thann aslocal.bin (nnn oTKoppekTMpoBaTb 3TOT (halsl, €C/IN OH yXXe eCcTb). B dhann
aslocal nponucbiBalTCA Te AMana3oHbl cepbix IP-afpecos, KOTOPbIE NCMONbL3YIOTCS B JIOKaNbHON
CceTn npoBangepa. B kayecTBe HoMepa aBTOHOMHOW CUCTEMbI AN HUX YKa3bliBaeM ntobon n3
AnanasoHa 64512 - 65534.

vi aslocal.txt

10.0.0.0

172.16.0.0

192.168.0.0

cat aslocal.txt | as2bin /etc/dpi/aslocal.bin

onpegenseTcs No npuHagpsieXXHocTu ero IP-agpeca K CNUCKY JIOKaJIbHbIX @aBTOHOMHbIX

@ FastDPI aBTopu3yeT TOJIbKO NI0KabHbIX N0JIb30BaTesien. JTIOKaAbHOCTbL N0Jib30BaTENA
cucTeMm.

2. Co3paTb hann asnum.dscp (MM OTKOPPEKTUPOBATL 3TOT (halsl, ECAN OH y)Ke eCThb). B aToM hanne
HY>KHO yKa3aTb HOMepa J10Ka/ibHbiX (local) aBTOHOMHbIX CUCTEM - UMEHHO AN HuX bygeT
Npon3BOAMTLCA aBTOpM3aumsa. Kak npaBuio, 3T0 aBTOHOMHbIe CUCTeMbl A5 cepbix IP-agpecos,
yKa3aHHble B aslocal.bin, naoc nybnnyHblie IP-agpeca, BblAeNeHHbIE NPOBANAEPY, €CIN 3TU
nybanyHble IP-agpeca NCnosb3yloTCa B IOKaSbHOW CETU, TO eCTb TpebyloT aBTopu3saunn. na scex
IP-afpecoB aBTOHOMHbIX CUCTEM, MOMEeYeHHbIX Kak local B asnum.dscp, byaeTt npon3soanThes
aBTOpM3aums.

vi asnum.txt

local
cat asnum.txt as2dscp /etc/dpi/asnum.dscp
3.B /etc/dpi/fastdpi.conf akTuBmpyem aBTopu3saumio:
enable auth=

4. 3apaTb crnncok fastPCRF-cepBepos:

auth servers=127.0.0.1%lo0: ;192.168.10.5%ethl:
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dopmaT 3afaHnsa 04HOro cepeepa: ip%sdev:port, roe ip - IP-agpec cepsepa, dev - 1oKaJbHoe
YCTPOWNCTBO, C KOTOPOro yCTaHaBAMBaTb coeAnHeHune. FastDPl ycTaHaBAnBaeT coeaMHEHME C NEPBbIM
noctynHbiM cepsepom fastPCRF 13 crnncka.

5. He 3abbiBaeM akTuBuposaTb UDR — xpaHunuLLe CBOMCTB NoNb30BaTeNen:

udr=1

Mocne BHeCeHNs U3MeHeHMn HeobxoAnMO caenaTb nepesanyck cepsuca: service
fastdpi restart.

IPve

Ons asTopm3saunm IPve-agpecos cnefyeT akTUBMPOBaATh Noanepky IPve. ®aktuyeckn CKAT
aBTOPU3yeT He KOHKPeTHbIN IPv6-afpec, a NOACETb C 3alaHHOMN ONHON NpedurKca (N0 yMOTHaHMUIO
/64). Hanpumep, ecam ngyT nakeTsbl oT agpecos 2001:1::1 1 2001:1::10, TO TO/IbKO OAUH U3 3TUX
afgpecos byeT nocsiaH Ha aBTOpPU3aLMI0, @ BO3BPALLEHHbIe NapaMeTpbl aBTOpM3aLm NPUMEHSIOTCS
ona scex agpecos u3 nogcetn 2001:1::/64.

Ona IPv6 HeT aHanora (anna aslocal.bin, Tak Kak HeT NpMBaTHbLIX aAPecoB. Bbl LOKHbI
noMeTuTb B (haine asnum.dscp Homepa AS, KoTopble TpebytoT aBTopu3aumnm, kak Local.

AsTopu3auuns IPv6 aBToMaTuyeckn BkatodaeTcs, ecnm B fastdpi. conf ykasaHo:

ipv6=
enable auth=

HauynHas ¢ Bepcum CKAT 8.1.4 eCTb BO3MOXXHOCTb MPUHYANTENBHO OTKOYUTbL aBTopmu3aumio IPve-
agpecos, yka3as B fastdpi.conf:

enable auth ipv6=

Mpoyne HaCTPOWNKK aBTOPMU3aLINN
BHeapeHune BRAS-aBTOopu3sauum

Mpouecc BHegpeHNa HOBOro PyHKLUNOHaa BCcerga TpyAeH U TEPHUCT, a B ciiydae ¢ BRAS-
aBTopm3aumen - ocobeHHo, Tak Kak TpebyeT HacTponkun He Tonbko fastdpi/fastpcrf, Hou
Radius-cepBepa, Ha KOTOPOM NPOUCXOAMT OCHOBHas paboTa No aBTopusauny aboHEeHTOB, 1 BCEro
backend'a 3a Radius-cepepom, — 6a3bl AaHHbIX, OBUNANHIOBON CUCTEMBI U NP. 34ECb Mbl
PacCMOTPUM HECKOJIbKO NOAXO0A0B K BHEAPEHMIO aBTOPM3aLMN.

TecToBbIN CTEHA,

TpuBManbHbIN U HAAEXHbIA CNOCOO — OpraHn3oBaTb TECTOBbLIM CTeHA. [JOCTOMHCTBa — He 3aTPOoHeT


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup:radius_auth_conf_params

XKMBbIX aDOHEHTOB, HEOCTAaTOK — HY)KHO A0MOSHUTENbHOe 0bopynoBaHue. He Bceraa BO3MOXHO
OpraHn30BaTb MOJHOLEHHbIA CTEHA.

OTpenbHasAs aBTOHOMHasA cucTeMa

Kak onuncaHo paHee, aBTOpM3aLIMA NPOBOANTCA TOJIbKO MO SloKasibHbIM IP-agpecaM. JlokanbHOCTh IP-
agpeca 3afgaetcs gsiarom local ons aBTOHOMHOM cucTembl. OTClO4a BbIBOL — MOXHO BbIAENNTb
Anana3oH TecToBblX IP-afpecos, 3aaTb UM HOMEP aBTOHOMHOW CUCTEMbI U3 AMana3oHa
3ape3epBMPOBaAHHbIX AN YaCTHbIX Lenen (64512..65534), n nponncaTb, 4TO 3Ta aBTOHOMHas
cucTemMa — nokanbHas (local).

Takum obpasom, TonbKo IP-agpeca, NpuHaanexalme 3Ton JIoKasbHON aBTOHOMHON cucTeme bynyT
aBTOpPM30BaTbhCA. "XKuBble" aboHeHTbl He By yT 3aTparneaThCs 40O TeX Nop, NOKa aBTOHOMHbIE
CUCTEMbI, K KOTOPbIM OTHOCUTCA UX IP-afpeca, He byayT obbsBNeHbl Kak local. 9To no3sonseT
OTNaXXMBaTb aBTOpM3auuio Ha 6oesom fastDPI.

TectoBbin IP-agpec

HakoHel, TpeTbsl BO3MOXXHOCTb, — 00BSBUTL, YTO aBTOPU3aALIMIO HY>XXHO MPOBOAMTL TOJIbKO AJ1A
yKa3aHHbIx IP-agpecos. [1na 3Toro B fastdpi.conf ectb HacTpovka auth trace ip, B koTopon
MOXXHO 3afaTb OAUH unn ABa (HO He bonee) IP-agpeca:

auth trace ip=192.168.20.11,192.168.30.58

YKa3aHHble IP-agpeca fo/KHbI ObITb JIOKanbHbIMK (TO €CTb OTHOCUTBLCA K aBTOHOMHOMN CUCTEME,
0bbsBNEeHHON Kak local, cM. Bbilwe). B cniyvyae Hanuuma HacTponky auth trace ip aBTopusaums
OyLeT NpoBOAMTLCS TONIbLKO O/151 YKa3aHHbIX B Hel IP-agpecos.

MapameTpbl aBTOPU3aLUMU

B fastdpi.conf mMoxHO 3agaTb cnegytowme napaMeTpbl aBTopU3aLnn, B JONOIHEHNE K
OMMCaHHbIM paHee:

auth resend timeout - Tanm-ayT nepenoceinky 3anpocos K fastPCRF Ha aBTopn3auuio, B
CeKyHaax. 3Ha4vyeHme no ymon4yaHuio: 60. Ecnm fastDPI He nony4nn B Te4EeHME 3TOro BPEMEHN OTBETA
ot fastPCRF, To 3anpoc aBTopm3aunn byaeT NnoBTOPEH.

auth expired timeout - Bpems Xn3Hu aBTOpU3aunmM, B MUHYTaX. 3Ha4yeHne no ymoadaHuio 60
MUHYT. 3Ha4veHue 0 - 6eccpo4Ho. ITOT NapaMeTp NPUMeHSeTCs ToNbKOo ecnun B Radius-oTBeTe HeT
aTpubyTa Session-Timeout, KOTOpbIA 3a4aeT BpeMs XU3HU ceccun. OTMeTuM, 410 B Access-Reject
aTpubyT Session-Timeout TakXXe MOXET NPUCYTCTBOBaTb. 10 MCTEYEHUMN 3TOro BpeMeHun bynet
nocjiaH NMOBTOPHbIN 3aNpoC aBTopuU3aumnm.

3HaveHune 0 (beccpoy4HO) MOXET MPMBECTU K TOMY, 4TO abOHEHT, KOTOPOMY OTKa3aHo
@ B noctyne (Access-Reject), ocTaHeTcsa B cTaTyce "He aBTOpU30BaH" HaBeYHO. BbiBeCTun
aboHeHTa 13 3TOro cTaTyca MOXHO Tobko COA-HOTUDUKaLMEN Ha peaBToOpPM3aLInio,
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{ !\ pectapTom fastDPI unu Bpy4Hyto ¢ nomowwbio fdpi ctrl.

auth pcrf reconnect - Tanm-ayT pekoHHeKkTa K fastPCRF, B cekyHAax. 3Ha4yeHne no yMon4yaHuio -
1 cekyHpa.

TecToBble HACTPOUKH

auth trace - 6yneBbiii hnar, BKIOYAOLWMIA TPACCMPOBKY aBTOPM3aLIMK, MO YMOMHYAHNIO OTKITIOYEH.
CnepyeT y4YnTbiBaTb, YTO TPACCMPOBKA aBTOPM3aLIMM O4EHb CUJIbHO BAUSIET HA NPOU3BOANTENbHOCTb
fastDPl n akTMBHO NULLET B JIOTK, BKJIlOYaTb eé 6e3 ocobon HagobHOCTM He cnenyeT.

auth trace ip - cnucok IP-agpecos (He 6onee AByX), AN19 KOTOPbIX CnedyeT NpoBoAuTb
aBTopu3aumto. Mo yMony4aHUto nycTom.

Mpumep:
auth trace 1p=192.168.10.20,192.168.30.45

ITOT CNNCOK MOXXET BbITb MPUMEHEH Ha 3Tane BHeAPEHNS aBTOpPU3aLny 1 HacTponkm Radius-
cepBepoB: aBTopM3auuns byaet NpoBOANTLCS TOJIbKO MO YKa3aHHbIM NOKabHbIM IP-agpecam (06bl4HO
3TO TecToBble abOHEHTHI), HE 3aTparnBas "XuBbIX" aboOHEHTOB.

HacTtpounka BRAS L2 B fastDPI

AkTuBauns pyHkuuin BRAS B fastDPI nponssoanTcsa cnegyowmmm obs3aTenbHbIMU HAaCTPOMKaMu
KOH(urypaunoHHoro tanna fastdpi.conf:

e bras _enable=1 - obwun pnar paspewweHns BRAS

e bras_arp ip - 3apaet IPv4-agpec BRAS'a. 3T0 MoXeT 6bITb (herkoBbIl IP-agpec, He
CBSAA3@HHbIN HY C KaKMM ceTeBbIM UHTepdencom. [naBHoe TpeboBaHue - 3TOT IP-agpec AosKeH
ObITb YHUKaNbHbLIM, HAKAKOMY MOJIb30BaTE0 OH HE A0JKEeH OblTb COMOCTaBJIEH.

e bras _arp mac - MAC-agpec BRAS'a, hopmaT XX:XX:XX:XX:XX:XX, Hanpumep,
a0:00:b1:01:4e:cc. 3ToT MAC-agpec Ao/KeH BbiTb YHMKANbHbLIM BO BCEN NOKANbHOM CETU; 3TO
MOXXeT bbITb henkoBbin MAC-afpec, He CBA3aHHbIN HN C KaKoW CETEBOW KapToM.

e auth_servers - 3anaet cnucok fastPCRF-cepsepos. Cepsep fastPCRF oTBeyaeT 3a
B3amMonencTeme ¢ Paguyc-cepsepamun. dopmaT 3agaHnNs OAHOIO cepBepa: ip%sdev:port, roe
ip - IP-agpec cepsepa, dev - noKasbHOE YCTPOMNCTBO, C KOTOPOro yCTaHaBNBaTb COeAUHEHNE.
FastDPI ycTaHaBnMBaeT coegnHeHNe C NepBbiM AoCTYnHbIM cepepom fastPCRF n3 cnucka.

Takxe ans koppekTHom paboTel fastDPI BRAS gosxHa bbiTb akTuBmposaHa UDR (user
data repository - BHyTpeHHs5 6a3a gaHHbIX CBONCTB nonb3oBaTenei): B fastdpi.conf
LOJKHbI ObITb CTPOKa

udr=1
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MpuMep:

udr=

auth servers=127.0.0.1%lo0:
bras enable=

bras arp ip=192.168.1.255
bras arp mac=a0:00:bl:01:4e:cc

Mpu BbibOpe 3HaYeHWa NapameTpa bras arp mac BecbMa yaobHO MCNONb30BaTb
cywecTBylowmuin MAC-agpec nopTa KapTbl. HO 3aMeyeHO, YTO HeEKOTOpble

"cbepaTb" HekoTopble nakeTbl (Hanpumep, ARP), ecnn bras_arp_mac paseH MAC-

OE NpoABMHYTbIE KapTbl (HanpuMep, 25G kapTbl Ha Yune XXV710, npansep i40e) moryT

agpecy nopTta KapTbl. [IpMynHa Takoro NoBeAeHUs HEMOHATHA, MO3TOMY BO
n3bexaHne nponagaHns NakeToB coBeTyeM BblibuMpaTb 3HayeHne bras arp mac
4YMCTO BUPTYasibHbIM, HE coBnamatolmm ¢ MAC-aapecom nopTa

HacTpoMkaMu, onumcaHHbIMU fanee, Ho 6e3 ¢nara bras enable=1 370T

@ OToenbHble BO3MOXHOCTU fastDPI BRAS akTuBMPYOTCA LOMOJHUTESIbHbIMU

LOMONHUTENbHBLIA DYHKLUMOHaN byneT HedoCTyMneH.

««« back to BRAS

NMoppepxka IPv6

L2 BRAS noppepxusaeT Bblgady IPv6-agpecos stateful DHCPv6. B 3ToM pexume IPv6-agpec
aboHeHTaM BblgaeTcs Yyepe3 DHCPv6. ABToMaTu4yeckoe Ha3HavyeHue IPv6-aapecos (SLAAC/stateless
DHCPv6) He noagep>XunBaeTcs.

KoHLenTyanbHO cxemMa paboTbl BbIFNSANT Tak:

1.

aboHeHTCcKkm CPE nwet B ceTn IPv6-poyTep ¢ nomoubio ICMPv6. CKAT aHOHCupyeT cebs Kak
IPv6-poyTep, yKa3biBasd, 4To And nosydeHuns IPve-agpeca cnenyeT ncnosb3osate DHCPVG;

. CPE nockinaet DHCPv6-3anpoc nony4yeHus IPve-anpeca;
. CKAT nepexBaTbiBaeT Bce DHCPv6-3anpockl aboHeHTOB 1 06pabaThiBaeT X, TEM CaMbIM

(hakTnyecku BbicTynas kak DHCPv6-cepsep. Ecnn aboHeHT CKATY Hen3BeCTeH UM ero ceccus
nctekna, DHCPv6-3anpoc TpaHcmpyeTcs B Paguyc Yyepes PCRF;

PCRF nony4aet oTBeT OoT Paguyca, cogep>xalimi, MOMMMO NPo4Mx napaMeTpoB, BblAAHHbIN
aboHeHTy IPv6-npedukc n, ecnn tpebyetca, PD-npedukc (prefix delegation), n TpaHcanpyet
3TOT oTBeT 06pabHo CKATYy;

. Mony4me oT PCRF gaHHble, CKAT nocbinaet DHCPv6-oTBeT aboHeHTYy. CKAT BblgaeT oauH IPv6-

agpec u3 BblgaHHOro aboHeHTy IPv6-npedurkca, a PD-npedumkc (ecam ecTb) nepepaeTcs
abOHEeHTY NoNHOCTbI0. HeCMOTpS Ha TOo, 4TO 13 IPv6-npedrkca BbiAaeTCsa TONbKO OAMH aapec,
Bce IPv6-agpeca 3Toro npedumkca TPaKTYOTCA Kak agpeca, NpuHaanexaline stomy aboHeHTy.
Ha camoMm fene aboHEHT MOXXeT 3anpoCcuTb HECKObKO IPv6-aapecos, - Bce OHM ByayT BblAaHbl
13 npefocTassieHHoro IPv6-npedukca.
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CnenyeT 0co60 0TMETUTL, YTO Pagnyc goskeH BblAaBaTb aboHeHTy IPv6-npedunkc
(pukcupoBaHHON OAUHbLI. [nvHa npedukca 3agaeTcd napameTpom ipve subnetwork,
no ymonyanuw /64. OnnHa PD-npedukca TakXe [AONXKHa PaABHATbLCA
ipv6 subnetwork.

Ecnn aboHeHTy BbigaeTcs u IPv6-npedunkc, n PD-npedmnkc, To Takon aboHeHT 0643aTeNbHO AO/KEH
6bITb NOMeYeH Kak multi-bind, Tak Kak ¢ Takum aboHeHTOM cBA3aHO gBa IPv6-npedukca; B oTBeTE
Pagunyca pomxeH bbiTb aTpubyT VasExperts-Multi-IP-User=1.

BknioyeHue IPv6 BRAS

Pexxnm IPv6 BRAS BKtOHaeTCA aBTOMaTMYeCKu, ecnu B fastdpi.conf 3afnaHo

ipv6=
bras enable=

Mo>XHO NpuHYanMTEeNbHO OTKYNUTL IPv6 BRAS, yka3as B fastdpi.conf
bras ipv6=

MapameTp bras_ipv6 ABngeTCS HaNOAOBUHY FOPAYMM: €ro MOXHO OTKM04YUTbL (bras ipv6=0) 6e3
pectapta CKATa.

Pexxum obpaboTkn DHCPv6-3anpocoB BKJIOHAETCA aBTOMaTUYeCKM, eciv BKAoYeH IPve BRAS. MoXHO
NpUHYAMTEeNbHO 3anpeTuTb 0bpaboTky DHCPV6 n ICMPV6 Router Solicitation, 3apnaB B fastdpi.conf

bras dhcp6 mode=

JononHuTensHo B fastdpi.conf MoryT ObITb 3aflaHbl CiefytoLwmne napaMmeTpb:

¢ bras _ipv6 link local - link-local (n3 FE80::/10) agpec CKAT. Ecam OaHHbIA NapamMeTp He
3afaH, link-local appec BbliqucnseTcs asToMaTu4eckmn ns bras_arp_mac. CKAT Bcerpga umeer link-local
afpec.

¢ bras _ipv6 address - 3agaet rnobanbHbinn IPv6-anpec CKATa. nobanbHbIn afgpec MoXeT bbiTb
noneseH, Hanpumep, ona NnHrosaHns CKATa co CTOpOHbl aboHeHTa. ECm gaHHbI napameTp He
3agaH, CKAT He umeeT rnobansHoro IPv6-agpeca.

¢ Onuyun ICMPv6

¢ Onuum DHCPv6

NHTerpauus c Papuyc-cepsepoM

Mpumep 3anpoca Access-Request Ha Bblgady IPv6-npedurkcoB aboHeHTY:

Packet-Type = Access-Request
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User-Name = "1106.106"
Calling-Station-Id = "a0:bl:c2:d3:00:6a"
Acct-Session-Id = "03119DF4AAB8SE41D"
NAS-Identifier = "FastPCRF"
NAS-Port-Type = Virtual

NAS-Port-Id = "1106/106"

NAS-IP-Address = 188.227.73.40
VasExperts-Service-Type = DHCPv6
VasExperts-DHCPv6-Request = Solicit
VasExperts-DHCPv6-Delegated =
VasExperts-DHCP-ClientId = 0x00010001237d47fca@blc2d3006a

B aToM npumepe naeHtTudunkatopom aboHeHTa cnyxuTt QinQ, 3anpoc nHnyumposaH DHCPv6-nakeTom
Solicit (VasExperts-Service-Type = DHCPv6, VasExperts-DHCPv6-Request = Solicit),
aboHeHT 3anpawmBaeT B ToM 4yncne PD-npedukc (VasExperts-DHCPv6-Delegated = 1).

AboHeHTckoe obopyaoBaHMe MOXET 3anpawwmnBaTb IPve-agpec n PD-npedurkc B 04AHOM
DHCPv6-3anpoce nnum xe B pa3HbiX. [M03TOMY nonaratbCa Ha 3HavyeHue aTpubyTa
VasExperts-DHCPv6-Delegated He cnepyeT: paxe ecam aboHeHT He
3anpawmnBaeT PD-npedukc, Paanyc MmoxeT BbiAaTb aboHeHTy PD-npedukc, CKAT
3anoMHUT ero n ecnm CPE B 6yayuiem 3anpocuTt PD-npedukc, CKAT BO3BpaTUT paHee
BblAaHHbI aboHeHTy PD

MpumMmep oTBeTa:

Packet-Type = Access-Accept
User-Name="abonent-106"
VasExperts-Multi-IP-User =

Framed-IPv6-Prefix = :cafe:
Delegated-IPv6-Prefix = :dele:
DNS-Server-IPv6-Address = :feac::
DNS-Server-IPv6-Address = :feac::

Session-Timeout =
Idle-Timeout =
VasExperts-Policing-Profile = "rate 100M"

VasExperts-Service-Profile = "1l:testl"
VasExperts-Enable-Service = "9:0n"
VasExperts-Enable-Service = "12:0n"

30ech abOHEHTY BbIIaeTCs [1Ba pa3HbIX Npedmnkca:

e Framed-IPv6-Prefix = 2001:cafe:32:106::/64 - u3 atoro gnanasoHa CKAT bygeTt
BblAaBaTb IPv6-agpeca aboHeHTY

e Delegated-IPv6-Prefix = 2001:dele:32:106::/64 - 310 delegated prefix nepenaetcs
CPE aboHeHTa (ecnu, koHevHo, CPE 3anpocut PD)

CnepyeT 06paTUTb BHUMaHWE Ha CneaytoLlee:

1. B IPv6 agpec Bcerpa [o/KeH BbITb CBA3aH C JIOTMHOM. JIOMMH BbICTYMNAeT Kak YHUKaJIbHbIN
noeHTudukaTop aboHeHTa, C KOTOPbIM MOXET ObITb CBA3aHO MHOXeCTBO IPv4-agpecos u IPv6-



npedgukcos. JlornH aboHeHTa 3afjaeTcs B oTBeTe Access-Accept B atpubyte User-Name nau
VasExperts-UserName.

2. Ecnmn aboHeHTy NpenocTaBnsieTCcss HeCKobKO IPv6-npedrKkcoB (Kak B AaHHOM npumMepe - IPv6-
npedukc n PD-npedmnkc), Takoh aboHeHT obA3aTenbHO Ao/KeH ObITb NoMeveH kak multi-bind
(aTpnbyT VasExperts-Multi-IP-User = 1).

ATpunbyT Session-Timeout 3anaeT Bpems ceccumn CKATa (OHO e - BpeMsa accounting-ceccum): B
TeyeHune 3Toro BpemeHun sce DHCPv6-3anpockl oT aaHHoro knneHta CKAT byneTt obpabaTthiBaTh
CaMOCTOATENbHO, BO3BpaLlas paHee BbiAaHHbIe Pagnycom napameTpsl. [1o npowecTeum Session-
Timeout cekyHA Tekyuwas accounting-ceccms 3akpbiBaeTca n DHCPv6-3anpoc BHOBb TpaHCAMPYETCS
B Pagnyc Access-Request. Ecnm aTpnbyTa Session-Timeout HeT B oTBeTe Paanyca, OH nonaraercs
paBHbIM fastdpi.conf-napameTpy auth_expired_timeout.

Bpemsa nusumHra IPv6-npedukcos 3agaetcs fastdpi.conf-napameTtpamu bras_dhcp6 _preferred_lifetime
n bras_dhcp6_valid_lifetime. Mo)XHO 3afiaBaTb BpeMs IM3MHIa MHAUBMAYANbHO AN KaXX40rro
aboHeHTa ¢ nomoulblo Pagnyc-atpubyta DHCP-IP-Address-Lease-Time: 3ToT aTpubyT 3agaeT
preferred lifetime, valid lifetime nonaraeTcsa B aBa pasa 6onbwnM.

JononHutensHble DHCPV6-onumm MoryT 6biTh 3afaHbl cneumansHbiMy VasExperts VSA atpubyTtamu.

3apaHue DHCPv6-onuuun B Paguyc

CKAT nopgep»xmBaeT 3afaHne npakTnyeckn ntobdon DHCPv6-onuum Yyepes cneymanbHele VSA-
aTpmbyTbl VasExperts. Ecnu yctaHoBka CKAT npovssoamnnach WTaTHbIMK CpeacTBaMm 13
othuumansHoro penosuntopus VasExperts, To akTyabHbI coBapb Bcex VSA VasExperts HaxoanTcsa B
tanne /usr/share/dpi/dictionary.vasexperts. Bce 3T aTpmbyTbl ABASIOTCA CTPOKOBLIMU C €4UHbBIM
hopMaTOM 3HaAYEHUS:

opt:value

roe opt - 4ncno, NAEHTUMUKATOP OnuunK, value - 3Ha4YeHune onuun.

VSA atpubyT OnucaHume
VasExperts-DHCP-Option-IPv6 Onuuw, 3apaowume IPvb-agpec nam cnucok IPvb-agpecos
VasExperts-DHCP-Option-IPv6-Prefix Onumu, 3agatowune IPv6-npedmkc
VasExperts-DHCP6-Option-Num 3ajaeT onuuto C YNCIOBLIM 3HAYeHNEM

VasExperts-DHCP6-Option-String 3afaeT onumio Co CTPOKOBLIM 3HaYeHNEM

3afaeT buHapHyto onumio B Buae hex-ctpokun. Cnepnyet
VasExperts-DHCP6-Option-Bin YYUTbIBaTb, YTO MpKU 3afaHnm BUHapHON onuun eé 3HavyeHune
LO0/KHO bbITh B network byte order

Mpumep (B hopmaTe FreeRadius):

# Onuna 22 - cnncok IPv6-anpecos SIP-cepBepos:

# CKAT nownet B DHCPv6 onHy onuuio 22 co 3Ha4YeHUEM - CMINCOK YKa3aHHbIX IPv6 appecos
&VasExperts-DHCP-Option-IPv6 := "22:2cOf:ff91::10:1"
&VasExperts-DHCP-Option-IPv6 += "22:2c0f:ff91::10:2"

# Onumns 71 - MIPv6 Home Network Prefix Option

# 3apaet IPv6-npedukc
&VasExperts-DHCP-0Option-IPv6-Prefix += "71:2cOf:ff90:71::/56"


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_setup:radius_auth_conf_params:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_vsa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_vsa:start

# Onuua 32 - OPTION INFORMATION REFRESH TIME, 4ucnoBas:
&VasExperts-DHCP6-0Option-Num += "32:55779"

# Onuns 27: IPv6-appec NIS-cepsepa, 3afaHHas B GMHapHOM Buae
&VasExperts-DHCP6-0Option-Bin += "27:2cO0fff91000000000000000000200001"
# TO )Xe camoe MOXeT ObITb 3a4aH0 Tak:
# &VasExperts-DHCP-Option-IPv6 += "27:2c0f:ff91::20:1

# Onuns 43: ERO (Relay Agent Echo Request option)
# npvBefeHa B Ka4yeCTBe NpuMMepa 3afaHns onuun, 3Ha4eHne KOTOPON - CIMCOK Yucen
# CKAT 06beaunHuT BCe aTpmnbyThl no 43 onuuun B ogHy DHCPV6-onuumio co 3HavyeHuem '50,60,32"
&VasExperts-DHCP6-0Option-Num += "43:50"
&VasExperts-DHCP6-0Option-Num += "43:60"
# intl6-onumnsa B GuHapHOM Buae (3HaveHune 32)
&VasExperts-DHCP6-0Option-Bin += "43:0020"

MonHbIN akTyasbHbIN cnncok Bcex DCHPv6-onumin BMecTe co cchiikamn Ha RFC MOXKHO HanTu Ha
canTe IANA.

ICMPv6 HacTpouku fastDPI

B fastdpi.conf moryT 6bITb 3a4aHbl cnegytowme napameTpsl 0bpaboTkn ICMPV6 Router
Solicication/Advertisement; 60nbLWNHCTBO U3 3TUX NapameTpos onpeaeneHbl B RFC 4861:

3HayeHue no
MapameTp dopmat OnucaHue
YMONYaHUIO

Pexxum n npuoputeTol BRAS Kak IPv6-poyTepa:
-1 - BRAS He saBnseTcs IPv6-poyTepom, TO eCTb
He obpabaTbiBaeT ICMPv6 Router Solicitation n
He wneT Router Advertisement;

0 - BRAS aBnseTtcs IPv6-poyTepom ¢
npuoputeToM Medium;

1 - BRAS asnseTtca IPv6-poyTepomM ¢
npuoputeTom High;

3 - BRAS sBnseTcs IPv6-poyTepom
npuopuTeTom Low

bras_ipv6_router pref yncno |0

MTU, yka3biBaembln B Router Advertisement.
bras_icmp6_rtradv_mtu yncno (1500 3Ha4yeHue 0 - He gobaBnaTb MTU-onumio B
Router Advertisement

AdvRetransTimer, B MUINNCEKYHOAX.
Ncnonb3yeTtcs IPv6-kieHTaMu - Bpems Mexay
peTtpaHcMuToMm Neighbor Solicitation
coobLeHunn. 0 - He 3alaeTCca poyTepom

bras_icmp6_reachable_time|4ncno |0

AdvCurHopLimit 3Ha4eHune nons Hop Limit IPv6-

bras_icmp6_hop_limit yncno |64
- - = NnakeToB

AdvDefaultLifetime, B cekyHaax. icnonb3yeTcs
IPv6-knmeHTaMn 4 NOCTPOEHUS CNUCKa
default routers. 3Ha4yeHne 0 rOBOPUT O TOM,
410 BRAS He sBnsetcs default router'om.

bras_icmp6_default_lifetimeyncno {1800



https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2
https://www.iana.org/assignments/dhcpv6-parameters/dhcpv6-parameters.xhtml#dhcpv6-parameters-2

Unsolicited RA

Tak kak CKAT B pexxume L2 BRAS ssnseTtcs IPv6-poyTepom, OH fosKeH, cornacHo RFC 4861,
nepuoanyeckn aHOHCMpPoBaTb cebs B JIOKaJIbHYI CeTb NocpeacTBoM coobueHns ICMPv6 Router
Advertisement (unsolicited RA). [Ina BKJOYEHNA NEPUOANYECKMX aHOHCOB NpeAHa3Ha4Y€eHbI
cnepytowme napameTpsl fastdpi.conf:

MapameTp dopmMaT

3Ha4yeHue no
YMOJI4aHUIO

OnucaHue

bras_icmp6_send rtradv yncno |0

Mocbinathb (1) nnm Het (0)
nepunognyeckmm RA

bras_icmp6_min_rtradv_interval |4ncno

200

HavanbHada rpaHnua NHTepBaa
0TNpaBKu nepmnoamn4eckoro RA, cekyHg

bras_icmp6_max_rtradv_intervall4yncno

600

KOHeHHaﬂFpaHMHaMHTepBaﬂa
OTnpaBKK Nepmnoanv4eckoro RA,CeKyHﬂ

Mpn BKNIOYEHHOM pexume oTnpaskuy unsolicited RA Bpema cnenytollen otnpasku RA BeibupaeTca
cnyvanHbiM obpa3om 13 uHTepsana [bras _icmp6 min rtradv_interval,
bras icmp6 max rtradv_intervall] gns kaxporo aktusHoro DHCPv6-aboHeHTa.

DHCPv6 HacTpouku fastDPI

B fastdpi.conf MmoryT 6bITb 3afaHbl cnegytowme napameTpbl 06paboTku DHCPV6:

MapameTp

dopmaT

3HavyeHue
no
YyMOJ14aHUIO

OnucaHue

bras_dhcp6_enable_rapid_commit

4yncno

pa3spelleH naum 3anpeweH Rapid Commit.
Obbl4yHasa Npoueaypa Bblgayvn agpeca B
DHCPv6 cocTtonT 13 4 waros (2 3anpoca +
2 oTBeTa). MOXXHO MCNOb30BaTb 2-
warosyto npouenypy (Rapid Commit):

0 - 3anpeTuTb Rapid Commit;

1 - paspewnTb Rapid Commit. 2-warosas
npouenypa Bbigayun agpeca byner
NPUMEHATBLCA TOJIbKO [J19 K/IMEHTOB,
KoTopble nopnepxueatoT Rapid Commit

bras_dhcp6_enable_unicast

4yncno

pa3pelleH nam 3anpelleH Server Unicast
0 - unicast 3anpeLueH. Unicast-3anpocsl
DHCPv6 €O CTOpPOHbI KiMeHTa byayT
NFHOPUPOBATHLCA.

1 - unicast paspeLueH.

bras_dhcp6_preferred_lifetime

4yncno

3600

MNpeanoyTnTensHoe BpeMs apeHabl IPv6-
agpeca, CeKyHA. OTO 3HaYeHne [O/KHO
OblTb MEHbLLE, YEM

bras dhcp6 valid lifetime

bras_dhcp6 _valid_lifetime

4ymncio

7200

Bpems apeHabl IPv6-agpeca, CekyHA. 370
3Ha4YeHue fO/MKHO bbITh BosibLUe, YeM
bras dhcp6 preferred lifetime.




MapameTp

dopmat

3HavyeHue
no
YMOJI4aHUIO

OnucaHue

bras_dhcp6_preference

4yuncio

1
=

3HaveHue Preference-onuuu B8 DHCPv6
Advertise. 3Ta onuusa 3agaeT
npegnoytTutensHocte DHCPv6-cepBepa B
ceTu ¢ Heckonbkumu DHCPv6-cepBepamu.
-1 - He yKka3biBaTb Preference-onuuio B
DHCPv6 Advertise.

bras_dhcp6_nak_lifetime

4yuncno

60

[CKAT 8.3] Bpemsi xun3Hu Reject-oTBeTa
Papgunyca, cekyHn

Ecnn Paguyc He Bblgan KJINeHTY IPv6-
agpeca, KJIMEHT MOXXeT NOBTOPATb
DHCPv6-3anpocbl 6eCKOHEYHO 1 BECbMa
4acTo, Bbl3blBasi TEM CaMbIM LITOPM Access-
Request 3anpocos Ha Paguyc. laHHbIM
napaMeTpoM MOXHO 3a4aTb Nepuos
BpeMeHu, B TeyeHune KoToporo CKAT cam
OyneT oTBeYaTb Ha 3anpochl TeX
KJINEHTOB, KOTOPbIM Pagnyc He Bblgan
IPv6-appec.




	Содержание
	Общая настройка BRAS для L2/L3 режимов
	Настройка BRAS L3 в fastDPI
	IPv6
	Внедрение BRAS-авторизации
	Тестовый стенд
	Отдельная автономная система
	Тестовый IP-адрес

	Параметры авторизации
	Тестовые настройки


	Настройка BRAS L2 в fastDPI
	Поддержка IPv6
	Включение IPv6 BRAS
	Интеграция с Радиус-сервером
	Задание DHCPv6-опций в Радиус
	ICMPv6 настройки fastDPI
	Unsolicited RA

	DHCPv6 настройки fastDPI




