CopepxaHue

KOPOTKME KOMAHADBI AlIAS .......oiiiiiiiiiiiii it e e e e e e s e e e e e e nnnnees 3
findip <IP> — NOUCK MO IP-QAPECY ...........ooooiiiiiiiiiitiiiite ettt e e e 3
findmac <MAC> — MOUCK MO MAC-QAPECY .......oooooeeeeeiiiiiiiiiiiiiiiet ittt 3
findall — BBIBOL BCEX @ODOHEHTOB ................ooovvveeiiiiiieiee e ettt e e e e e e e e e aaaes 4
findsub <IP> — npocMOTP NpaBul OrPaAHNYEHUST CKOPOCTHU .........cceovveeeiiiiiiiiieaaiiiinineeeeaieneens 4
findfilter <IP> — npoCMOTP NPABUIT YCIYTU 16 ...........c.ooooiiiiiiiiiiiaiiiie et 6
dropip <IP> — ypnaneHune cTtatyca aBTopmn3auum, L2 cBoncTs; cOpoc aBTopmusaunm gnsa

DHGCP CECCHMU ...ttt n e e e e e e e e e e e e e e et e e e e e e e e e bbb e e as §)
leasesdhcpstatus — npocmotp cratnctukun ytunusaunm nynos B KEA n CKAT (B CKAT c

PA3BBENCHUECM MO VRF) ...t e e e e 6
subping <IPinet> <IPsubs> — Ping Internet 30HblI OT “UMEeHN” abOHEHTa ......................... 8
findcgnatstatus <IP> — npocMoTp cTtaTyca CGNAT .............ccccoooiiiiiiiiiiii e 8
healthcheck <IP> — MPOCMOTP CTATYCA CUCTEMDI ................coeuiiiiiiiiiiiiiriinirieeeeeeass s assinnennns 9
bngrestart — nepe3anyck fastDPI, fastPCRF gna cbpoca Bcex ceccui U npuMeHeHns

XOJIOAHBIX MAPAMETPOB .........c..eiiiiiiiiiieieeeee e e e e e e e e s s s st e et et eeeeeeeeaaa s s s s s e bbb rrasraeeeaaeeaaaaaasaans 9
bngstop — octaHoBKa fastDPI, faStPCRF ...............cccccoooiiiiiiiii e 9
bngstart — 3anyck fastDPI, fastPCRF ...................c.cccooiiiiiiie s 9
bngstatus — craTyc fastDPI, FaStPCRF ..................cccooiii i 9

bngfullrestart — nepe3anyck fastDPI, fastPCRF gnsa cbpoca Bcex ceccuit ¥ npuMeHeHHns
XONI04HbIX NAPaMETPOB € OYUCTKOM UDR ................ooovviiiiiiiiiiiii et 10






KopoTkue KkoMaHahbl alias

KomaHabl alias N03BOJIAOT NOSb30BATESIO C MOMOLLbIO OAHOMO C/I0BA WM AaXKe CMMBOJIA 3aMnyCcKaTb

ntobyto KoMaHay Wy rpynny KoMaHg, B TOM YCE C onumMsiMi, NapaMeTpamMu 1 gainamu.

alias — npocMoTp AOCTYMHbIX KOPOTKMNX KOMAHA.

findip <IP> — nouck no IP-apgpecy

CooTBeTCTBYET KOMaHAaM:

$# -ne ;
echo "Use: findip 'IP_ADDRESS'"

PrintDate

echo "Authorizaion status is: "
fdpi cli subs auth show ${1}
echo "L2 properties are: "
fdpi cli subs prop show ${1}
echo "DHCP session info: "
fdpi cli dhcp show ip=${1}
echo "Accounting session is:
fdpi cli pcrf acct show ip=${1}

findmac <MAC> — nouck no MAC-apgpecy

CHa4asia HaxoauTca akTMBHbIN (non expired) IP-agpec gns atoro MAC agpeca, 3aTeM aHanornyHole

KoMmaHAabl gna findip.

CooTBeTCTBYET KOMaHAaM:

$# -ne ;
echo "Use: findmac 'mac address

PrintDate
declare MAC="${1}"

declare ROWS=$(fdpi cli subs prop show mac="${MAC}" --json --strict

$(echo "${ROWS}" jq -r '.[].records|length’ =

declare SUB IP=$(echo "${ROWS}" jq -r
‘.[].records[].address.n _ip"

echo "${SUB IP}"
echo "Autharizaion status is:
fdpi cli subs auth show "${SUB_IP}"
echo "L2 properties are: "
fdpi cli subs prop show "${SUB_IP}"

I



echo "DHCP session info:
fdpi cli dhcp show ip="${SUB_IP}"

echo "Accounting session is: "

fdpi cli pcrf acct show ip="${SUB_IP}"
return 0

echo "${MAC} is not exist"
unset SUB IP

unset ROWS
unset MAC

findall — BbIBOA, BCcex aDOHeHTOB

CooTBeTCTBYET KOMaHAaM:

PrintDate
declare SUBS ACTIVE=$(fdpi cli subs prop show active --json --strict
$( echo "${SUBS_ACTIVE}" jg -ajr .[l.records) != 'null’ ;

echo -e "$(echo "${SUBS_ACTIVE}" | jq -ajr
".[1.records[]]|"\n\(.address.n_ip) |\ (.props.vrf)|\(.props.mac)|\(.props.l2su
bs id) |\ (.props.auth status.ts timestamp

.absolute time)\n"')" | grep -v -e '*"'" Jcolumn -t -N
IP,VRF,MAC,L2 SUBS ID,SESSION STARTED -s '|'
else
echo "No one connected subscriber."
fi

findsub <IP> — npocMoTp npaBus orpaHU4YeHns CKOpPoOCTH

CooTBeTCTBYET KOMaHAAM:

PrintDate

echo "IP Address: ${1}"

echo "Subscriber's policing rules:

echo -e "$(fdpi_ctrl list --policing --ip "${1}" --outformat=json2 | jq
-ajr
'.lpolicings[].policing|"\n'outbound' |\ (.outbound.classes[0].class)|\(.outbo
und.classes[0].ceil value) \(.ou
tbound.classes[0].ceil unit) |\n'outbound'|\(.outbound.classes[1].class)|\(.0
utbound.classes[1].ceil value)
\ (.outbound.classes[1].ceil unit)|\n'outbound'|\(.outbound.classes[2].class)
I\ (.ou
tbound.classes[2].ceil value)
\ (.outbound.classes[2].ceil unit) |\n'outbound'|\(.outbound.classes[3].class)
|\ (.outbound.classes[3].ceil value)



(.outbound.classes[3].ceil unit)|\n'outbound'|
(.outbound.classes[4].class) |\ (.outbound.classes[4].ceil value)
(.outbound.classes[4].ceil unit) |\n'outbound'|\(.outbound.classes[5].class)
|\ (.outbound.classes[5].ceil value) \(.outbound.

classes[5].ceil unit) |\n'outbound' |\ (.outbound.classes[6].class)|\(.outbound
.classes[6].ceil value)

\ (.outbound.classes[6].ceil unit)|\n'outbound'|\(.outbound.classes[7].class)
|\ (.outbound.

classes[7].ceil value)

\ (.outbound.classes[7].ceil unit)|\n'inbound'|\(.inbound.classes[0].class) |\
(.inbound.classes[0].ceil value)

\ (.inbound.classes[0].ceil unit)|\n'inbound' |\ (.inbound.c
lasses[1l].class) |\ (.inbound.classes[1].ceil value)
\(.inbound.classes[1].ceil unit)|\n'inbound'|\(.inbound.classes[2].class) |\(
.inbound.classes[2].ceil value) \(.inbound.classes[2].ceil uni

t) |\n'inbound' |\ (.inbound.classes[3].class)|\(.inbound.classes[3].ceil value
)

\(.inbound.classes[3].ceil unit)|\n'inbound'|\(.inbound.classes[4].class)|\(
.inbound.classes[4].ceil value) \(.

inbound.classes[4].ceil unit)|\n'inbound'|\(.inbound.classes[5].class)|\(.1in
bound.classes[5].ceil value)

\ (.inbound.classes[5].ceil unit)|\n'inbound' |\ (.inbound.classes[6].class)|\(
.inbound

.classes[6].ceil value)

\(.inbound.classes[6].ceil unit)|\n'inbound'|\(.inbound.classes[7].class)|\(
.inbound.classes[7].ceil value) \(.inbound.classes[7].ceil unit)\n""')"|grep
-v -e '""'|co

lumn -t -N DIRECTION,CLASS,RATE LIMIT -s '|'

\
\
\

echo 'IMPORTANT! "8 bps" is equivalent to "O bps"'
Mpumep Policing 8ns KOHKpPeTHOro aboHeHTa:

Current time: 2024-08-21T13:54:15.917Z
IP Address: 89.179.251.130
Subscriber's policing rules:

DIRECTION CLASS RATE LIMIT

outbound 0 110 mbps
outbound 1 110 mbps
outbound 2 8 bps

outbound 3 8 bps

outbound 4 110 mbps
outbound 5 110 mbps
outbound 6 110 mbps
outbound 7 110 mbps
inbound 0 110 mbps
inbound 1 110 mbps
inbound 2 8 bps

inbound 3 8 bps

inbound 4 110 mbps
inbound 5 110 mbps



inbound 6 110 mbps
inbound 7 110 mbps
IMPORTANT! "8 bps" is equivalent to "O bps"

Ha CKAT BRAS ot VAS Experts 3anpeT Ha TOT Wan MHON abOHEHTCKMI TpathK OOCTUraeTCs
OTHeCeHueM ero K onpegeneHHomy cepsucy (gnsa IP, TCP, UDP ncnosb3ytoTcs pa3Hble), MannuHra
3TOro cepsuca B onpefesneHHbin QoS Class, 1 BoigeneHnem 3ToMy Knaccy 8bit nosockl nponyckaHus.
MoapobHee 0 peann3oBaHHbIX TaknuM 06pa3oM aboOHEHTCKUX unbTpax — B HLD.

findfilter <IP> — npocMmoTp npaBun ycnyru 16

Pa3peweHHble TCP pecypchl 1 agpec ons pegmpekTa.

COOTBeTCTByeT KOMaHOaM:

PrintDate
fdpi ctrl list --service --ip ${1}

dropip <IP> — ynaneHue ctatyca asTopu3sauum, L2 cBOUCTB;
cOpoc aBTopusauuu pna DHCP ceccum

Cnepnytowmin DHCP 3anpoc oT aboHeHTa 0TNPaBUTCA Ha aBTOPM3aLmMI0); 0CTaHOBKa Accounting
ceccun.

CooTBeTCTBYET Habopy KOMaHA;:

PrintDate

echo "DHCP session info:
fdpi cli dhcp reauth ip=${1}

echo "Dropping autharizaion status..."
fdpi cli subs auth clear ${1}

echo "Dropping L2 properties..."

fdpi cli subs prop del ${1}
echo "Accounting session is:
fdpi cli pcrf acct stop ip=${1}

leasesdhcpstatus — npocMOTp CTaTUCTUKM YTUAU3ALUMU
nynoB B KEA n CKAT (B CKAT c paspeneHuem no VRF)

COOTBeTCTByeT KOMaHOaM:

KEA CTRL SOCKET='/var/kead-ctrl/kead-ctrl-socket"'
CMD STATUS='{"command":"stat-leased4-get"}'
CMD CONFIG='{"command":"config-get"}"'



sendtodhcp
echo ${1} | socat - UNIX-CONNECT:${KEA CTRL SOCKET}

jsongetvalue
echo ${1} | jq -r .${2}

jsongetcount
echo ${1} jg -r .${2} jg 'length’

getstat
echo $(sendtodhcp ${CMD STATUS}

POOL STATUS=$(jsongetvalue "$(sendtodhcp ${CMD_STATUS})"
arguments.'"'result-set'"’
KEA CONFIG=$(jsongetvalue "$(sendtodhcp ${CMD_CONFIG})" arguments.Dhcp4
SUBS NUMBER=$ (jsongetvalue "${POOL_STATUS}" rows jq 'length'’
SUBS PROP INDEX=0; SUBS PROP_INDEX < ${SUBS NUMBER};
SUBS PROP INDEX++ ;
j=0; j <= ${SUBS NUMBER}; j++ :
SUBNETS NUMBER=$(jsongetcount "${KEA_CONFIG}" '"'shared-
networks'"'[${SUBS PROP INDEX}].subnet4
${SUBNETS NUMBER} 1 ;
SUBNET INDEX=0; SUBNET INDEX < SUBS NUMBER;
SUBNET INDEX++ ;

$(jsongetvalue "${KEA_CONFIG}" '"'shared-

networks'"' [${SUBS PROP INDEX}].subnetd4[${SUBNET INDEX}].id = 'null’ ;

$(jsongetvalue "${KEA CONFIG}" '"'shared-
networks'"' [${SUBS PROP INDEX}].subnet4[${SUBNET INDEX}].id) ==
$(jsongetvalue "${POOL_STATUS}" rows|[${j}1[0 ; th
en

echo 'Pool name: "'$(jsongetvalue

"${KEA_CONFIG}" '"'shared-networks'"'[${SUBS PROP INDEX}|.name)'" Total

addresses: '$(jsongetvalue "${POOL_STATUS}" rows|[${j}
1 'Percent usage:'$(echo "($(jsongetvalue "${POOL_STATUS}"
rows[${j}1[3])/$(jsongetvalue "${POOL_STATUS}" rows[${j}1[1]))*100" bc -1

$(jsongetvalue "${KEA_CONFIG}" '"'shared-
networks'"'[${SUBS PROP INDEX}|.subnet4|[0].id = 'null’ ;
$(jsongetvalue "${KEA_CONFIG}" '"'shared-
networks'"'[${SUBS PROP INDEX}|.subnet4/0].id) == $(jsongetvalue

"${POOL_STATUS}" rows|[${j} 110 ;
echo 'Pool name: "'$(jsongetvalue "${KEA_CONFIG}"



'"'shared-networks'"'[${SUBS PROP INDEX}]|.name)'" Total addresses: '
$(jsongetvalue "${POOL_STATUS}" rows|[${j}

'Percent usage:'$(echo "($(jsongetvalue "${POOL_STATUS}"
rows[${j}1[3]1)/$(jsongetvalue "${POOL_STATUS}" rows[${j}]1[1]))*100" bc -
1

fdpi cli dhcp show stat vrf

subping <IPinet> <IPsubs> — Ping Internet 30HbI OT
“nMmeHn” aboHeHTa

CooTBeTCTBYET KOMaHOAM:
"$1" == "--help" "$1" == "-h" $# -eq
$# -gt ;
echo "Usage:"
echo "subping <IP address in the internet side>
<IP address of the subscriber>"

fdpi cli ping inet ${1} from ${2} n=

findcgnatstatus <IP> — npocmoTp ctatyca CGNAT

Kakoi nyban4yHbIn agpec BblgeneH, CTaTUCTUKa ncnonb3oaHusa TCP n UDP ceccui.
CooTBETCTBYET KOMaHAE:

sudo fdpi ctrl list status --service --ip <ip

MpoBepbTe YCTAHOBAEHHbLIN IMMUT Ha KOJINYECTBO abOHEHTCKMX CeCCM B CO3AaHHbIX NAT
npouax:

sudo fdpi ctrl list all profile --service
MpoBepbTe, He 3anosiHeH nun benbin IP-afpec, KOTopbIN UcnosiblyeT aboHeHT, Ha 100%

sudo fdpi ctrl list status --service --profile.name CGNAT-INET | grep
puwhb=

roe CGNAT-INET - umsa 11 cepsuca NAT



healthcheck <IP> — npocMoTp cTaTtyca cucteMmsl

CooTBeTCTBYET KOMaHfe:

echo ----PROCESS STATE----&4systemctl status fastdpiddisystemctl status
fastpcrfitecho ----LINK STATE----&48fdpi cli dev link state show| grep -A
Devicetd echo ----MGMT ROUTER STATE----&dbirdc show status|tail -n +

birdc show protocols|tail -n + echo ----MAIN ROUTER STATE----&&birdc
show status|/tail -n + birdc show protocols|tail -n +2;echo ----AUTHORIZED
SUBSCRIBERS- - - -&4fdpi cli subs auth show|tail -n echo ----DHCP
SUBSCRIBERS- - - -&4fdpi cli dhcp show all|tail -n

bngrestart — nepe3sanyck fastDPI, fastPCRF ansa cbpoca
BCeX CeCCMU U NPUMEHEeHUS XONOoAHbIX NapaMeTpoB

CooTBeTCTBYET KOMaHe:

systemctl stop fastdpi systemctl restart fastpcrf systemctl start
fastdpi

bngstop — octaHoBka fastDPI, fastPCRF

CooTBeTCTBYET KOMaHe:

systemctl stop fastdpi systemctl stop fastpcrf

bngstart — 3anyck fastDPI, fastPCRF

CooTBeTCcTBYeT KOMaHfe:

systemctl start fastdpi systemctl start fastpcrf

bngstatus — craTtyc fastDPI, fastPCRF

CooTBeTCTBYET KOMaHfe:

systemctl status fastdpi systemctl status fastpcrf



bngfullrestart — nepesanyck fastDPI, fastPCRF pnsa copoca
BCeX CeCCUMU U NMPUMEHEHMUS XOJIOAHbIX MapaMeTpPoB C
ouuctkoun UDR

declare -a TABLES LIST=("policing" "profile names" "profiles"
"vchannel policing" "vchannel services"
declare -a DB BAK DIR="/var/db/dpi/recovered"
declare -a UDR BAK="/tmp/data.mdb"
declare -a UDR="/var/db/dpi/data.mdb"
-d "${DB_BAK DIR}" |;
mkdir -p "${DB_BAK DIR}"

TABLE "${TABLES_LIST[@]}";
-t "${DB_BAK_DIR}"/dump."${TABLE}".load |;
rm -f "${DB_BAK_DIR}"/dump."${TABLE}". load

bin/cp -f "${UDR}" "${UDR_BAK}"

TABLE "${TABLES_LIST[@]}";
mdb_dump -f "${DB_BAK_DIR}"/dump."${TABLE}".load -s "${TABLE}"
var/db/dpi
declare -a RETVAL=$?
"${RETVAL}" -ne ;
echo "ERROR: Can not make dump of table ${TBALE} from UDR to
${DB_BAK_DIR}/dump.${TABLE}.load"
return

systemctl stop fastdpi
systemctl stop fastpcrf

bin/rm -f /var/db/dpi/lock.mdb
bin/rm -f "${UDR}"

TABLE “"${TABLES_LIST[@]}";
mdb load -f "${DB_BAK_DIR}"/dump."${TABLE}".load /var/db/dpi
declare -a RETVAL=$?

"${RETVAL}" -ne ;

echo "ERROR: Can not load table ${DB_BAK DIR}/dump.${TABLE}. load

to UDR"

bin/rm -f /var/db/dpi/lock.mdb

bin/cp -f "${UDR_BAK}" "${UDR}"

systemctl start fastpcrf

systemctl start fastdpi

return



systemctl start fastpcrf
systemctl start fastdpi
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