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HacTtpouka PPPOE aBTOopu3auum

CtaTbsa B 6nore: PPPoOE: 0c0beHHOCTU HACTPOMKKN, NPenMyLLecTBa U OTAINYUA OT
APYrux NpoTOKOJIOB COeANHEHUS
0630p L2 PPPOE Mode:

==

FastDPI BRAS HauyuHasa ¢ Bepcum 7.2 nogaepxmeaeT PPPoE. [Ins BknovyeHUsa nogaepxkun PPPoE
Heobxoanmo:

1. AkTusnposaTb BRAS
2. 3apaTb B fastdpi.conf:

# Bknovyaem PPPoE
bras pppoe _enable=1

# 3anaem makcumasibHoe Yucsao PPPOE -ceccun

# PekomeHpyemoe 3HaqyeHue - B 1.5 - 2 pa3a bosbLlue yncna PPPOE-aboHeHTOB
bras pppoe session=10000

# 0653aTe/IbHO A0/IXXHbI bbITb 3a4aHbl IP v MAC-aapeca wa3a/bopaepa, pacrnooXeHHOro
3a CKAT

# (aboHeHT -> CKAT -> bopaep/Lunto3)
bras gateway i1p=192.168.0.1
bras gateway mac=aa:bb:cc:dd:ee:ff

MoppepxuBatoTca NpoTokobl asTopusaunn PAP, CHAP, MS-CHAPv2. Cnncok paspeLueHHbIX
NPOTOKO/0B aBTOpM3aLmMm 3agaeTtca conf-napameTpom bras ppp auth list. MpoTokosbl B cnucke
pacrnosiaratoTcs B NopsakKe npeanoyTeHns: nepsbi ABASETCA CaMbiM MPeanoYTUTENIbHbIM.

NoeHTudurkaTopbl NOALEPKNBAEMbIX MPOTOKOJIOB:

e PAP - He pekOMeHAYyeTCs K UCMOJIb30BaHUIO
e CHAP-MD5
e MS-CHAPv2

3HayvyeHne No yMoa4aHuIo: BCe NPOTOKOJbI, Kpome 1 (PAP):


https://vasexperts.ru/blog/tehnologii/pppoe-osobennosti-nastrojki/
https://vasexperts.ru/blog/tehnologii/pppoe-osobennosti-nastrojki/
https://vasexperts.ru/blog/tehnologii/pppoe-osobennosti-nastrojki/
https://www.youtube-nocookie.com/embed/ZmCvcSOg73k?
https://www.youtube-nocookie.com/embed/ZmCvcSOg73k?
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l2_в_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_bras_l2_в_fastdpi
https://tools.ietf.org/html/rfc1334
https://tools.ietf.org/html/rfc1994
https://tools.ietf.org/html/rfc2759

bras ppp_auth list=2,
Tak>xe B0O3MOXXHa aBTopm3auma no MAC-agpecy aboHeHTa, ecnm B fastdpi. conf ykasaHo:
bras ppp mac auth=

AsTopusaumsa no MAC-agpecy npuMeHsieTCs, eCnm CTOPOHaM He yOanocbk 4OroBOPUTLCHA O NPOTOKOJe
aBTOpM3aLmN.

e [lonosHUTeNbHbIE HAacTponkn PPPOE BRAS
e AsTopu3aumns PPPoE-ceccuin Ha Radius-cepeepa

ObpaboTka ARP B PPPoOE

Co cTopoHbl aboHeHTOB ARP-3anpockl B PPPOE-ceTsAX CMbIC/1a He MMetoT, Tak kak PPPOE - 3To
coeaunHeHune "To4yka-To4ka" n aboHEeHT MOXXeT NocblNaTb NakeTbl TONbKO K PPPOE-cepBepy, MAC-
afpec KOToporo aboHEHTY M3BECTEH.

Co ctopoHbl WAN CKAT obpabaTbiBaeT Bce ARP-3anpockl "Who is IP=x.x.x.x?", rae x.x.x.x - IP-agpec
"»xusoro" PPPoE-aboHeHTa. B oTBeT CKAT Bo3BpaLLaeT 3Ha4veHne napameTpa bras _arp mac. To
ecTb CKAT oTknnkaeTcs Ha ARP-3anpochl K Tekywmum PPPOE-ceccusm.

Ecnn PPPoE-aboHeHTy noakntoveHa ycayra NAT, ARP-3anpockl co ctopoHbl WAN K
PPPoE-ceccusim He obpabaTbiBatoTCA

Ons PPPoE-ceccnin noaaepXmnBatoTcsa BCe 0CHOBHblE (DyHKLMM BRAS:

e |P source guard
e 3aMblKaHWe I0KaJIbHOro Tpaguka, B TOM Y1cae pa3HopoAHOro, HanpuMep, Korga oauH
cermeHT aBnsetcsa PPPoE-ceTblo, BTOpon - DHCP-ceTbio

BocctaHoBneHue PPPoE-ceccuut npu pectapte CKAT

Mpwu cTapTe fastDPI nbiTaeTca BoccTaHOBUTL PPPOE-ceccnn aboHeHTOB 13 UDR, 4TO6bI
KPaTKOBPEMEHHbI pecTapT cepBuca bbi He3ameTeH g aboHeHTOB. Takoe BOCCTAHOB/IEHME CECCUIA
L4719 HEKOTOPbIX BUAIMHIOB MOXKET NPMBOANTL K PacCOrlacoBaHMIO COCTOSHWA CECCUI B BUANNHIE 1
CKAT, ocobeHHO npn AnHammyeckon pasgade IP-agpecos: GUNANHT NpuW Bbligayve aApecoB MOXeT
PYKOBOACTBOBATbCA NocnefoBaTeslbHOCTbIO Access-Request + Acct-Start, Torga kak npu
BOCCTaHOBJIEHUW ceccumn npuxoanT Tonbko Acct-Start. B fastDPI 8.3 nosiBnnacb BO3MOXHOCTb
OTK04UTL BOCCTaHoBNeHMe PPPOE-ceccuii abOHEHTOB Npu CTapTe: napameTp

bras pppoe restore on startup s fastdpi.conf:

# BocctaHaBamBaTb PPPOE-ceccun Ha ctapTe fastDPI

# 1 (3HayeHue rno yMos14aHuIo) - BOCCTaHaB/INBATb

# 0 - He BoccTaHaB/mBaTb. ABOHeHTbI by yT co34aBaThb HOBbIE CECCUMN.
#bras pppoe restore on startup=1


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:pppoe_pppol2tp_parameters:bras_pppoe_radius
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:pppoe_pppol2tp_parameters:bras_pppoe_radius
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:pppoe_pppol2tp_parameters:bras_pppoe_radius
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:pppoe_pppol2tp_parameters:bras_pppoe_radius
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:pppoe_pppol2tp_parameters:bras_pppoe_radius
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_ipsg
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_local

YT0b6bI OTKNIOYNTL BOCCTaHOBEHMe PPPOE-ceccun, cnegyeT SBHO 3a4aTb

bras pppoe restore on startup=0B8 fastdpi.conf.B 3Tom cny4ae aboHeHT fonmxeH bygeT
co3aaTb HOBYO PPPOE-ceccuto n NponTy aBTOpPM3aLnio; Npu nonbiTke 06paTUThCA K CTapon ceccum
CKAT 6ygeT nocbinate aboHeHTy PADT-nakeT TepMMHALMN CECCUN.

HacTtpouka Service-Name pnsa VLAN

4 ‘) Ter Service-Name pgocTyneH ¢ Bepcuun DPI 12.3!

Ter Service-Name Heobxoaum ons yCTaHOBKM NpoLefypbl aBTopusaumm cornacHo TpebosaHunsm RFC,
CKAT nonHocCTbi0 Nogaep>XmnBaeT 3TOT Ter CornacHo Bcem TpeboBaHmaM.

Ter nokasbiBaeT, 4TO Aasiee cnefyet nmsa cepsuca. None TAG_VALUE npeactasnseT cobont CTPOKY
cumBosioB UTF-8 6e3 3aBepwatowiero NULL-cumBona. Hynesoe 3HayveHne nons TAG_LENGTH cnyxut
ANS MHANKaumm npuemnemocTun ntoboro cepsuca. Npumepom ncnonbL3oBaHns Tera Service-Name
MOXXET CNYXUTb MHANKALMA UMeHK ISP2, knacca nnm Kavyecta 06CnyXmnBaHums.

YnpaBneHue npom3BoanTCa oTaenbHO As1a Kaxgoro VLAN id.

KpaTkoe pyKoBOACTBO Mo yrnpaBfieHuto Service-Name Mo)KHO Bbl3BaTb KOMaHA0M

fdpi cli help vlan group
BbiBOA, CBOMCTB Fpynnbl

BbiBOA BCEX CBOWCTB AJ15 BCEX rpymnnm:

fdpi cli vlan group show all

BbiBOA BCEX CBOMCTB A5 FPYNMbl C KOHKPETHbIM id:

fdpi cli vlan group <id> show all

3pechb id - Homep VLAN, 4519 KOTOPOro Hy>KHO BbIBECTM MHGOpMaumMio no Service-Name.
MpuMep:

fdpi cli vlan group show all

loka3aTb NONNTUKY aBTOopu3aumu no PPPoE:

fdpi cli vlan group <id> show auth pppoe

MoKa3aTb MONUTUKY A8 BCEX NPOTOKOJIOB aBTOPU3ALIUN:

fdpi cli vlan group <id> show auth all



lNoka3aTb NOJINTUKY NCNOJIb30BaHUA CJ'Iy)KeﬁHbIX NMEH AOJ14 aBTOpU3alknn C MOMOLLbIO PPPOE:

fdpi cli vlan group <id-> auth pppoe show service-name all
Pa3peLueHue aBTOpU3aLUU

Pa3pewnTsb aBTOpPU3aunio Yepe3 PPPOE B KoHKpeTHOM VLAN:
fdpi cli vlan group <id-> allow auth pppoe
Pa3pelwmnTb aBTOpM3aumto Yepe3 PPPOE gnsa onpeneneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>'

nakeTa JoMnyCcTMMa BpeMeHHas 3aflepXxka (napameTp delay) nepen oTnpaBfieHNEM

.J Mpu ycTaHoBneHun PPPoE-ceccun Ha 3Tane Discovery stage nocne nonyyenus PADI
PADO nakeTa. [lonycTumble 3Ha4eHUs napameTpa delay: 0, 1, 2, 3, 4, 5.

Pa3pewnTb aBTOpM3aumio Yyepes PPPOE onsa onpepeneHHoro Service-Name ¢ 3agepxkon
(n3mepsieTca B CeKyHAax):

fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>' delay=<delay

MpuMep:

fdpi cli vlan group auth pppoe allow add service-name name='testl’
delay=

3anpeTt aBTOpU3aLUMn

YT0ob6bl 3anpeTuTb aBTOPMU3aLUuIo aAns onpegeneHHoro VLAN, CHavana Hy>XHO yOoanuTb
BCe cyuwecTBywwme npasuna ana gaHHoro VLAN. To ecTb, 4T0Obl pa3pewnTb
H onpepeneHHble Service-Name, CHavyasla HY>XXHO 3anpeTuTb BCe U TOJIbLKO MOTOM
paspeLwmnTb ornpeneneHHble Teru.

3anpeTuTb aBTOpPU3aLMio Yepe3 PPPOE B KOHKpeTHOM VLAN:
fdpi cli vlan group <id> deny auth pppoe
3anpeTunTb aBTOopMU3aumio Yepes PPPoE ans onpeneneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe deny add service-name



name='<service name>'

MpumMep: pa3pellaem aBTOPU3aALMIO TOSILKO OnpefieNieHHbIM Service-Name:

fdpi cli vlan group deny auth pppoe

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi cli vlan group auth pppoe allow add service-name name='test3'
delay=

I'IpuMep: 3anpewaemM aBTopn3aLlnio TOJIbKO onpeaneneHHbIM Service-Name:

fdpi cli vlan group allow auth pppoe

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname-
too'

Mpwn BBEAEHWM NPaBWJ BaXKHa NOC/IeA0BaTENbHOCTL KOMaHA. Tak, Hanpumep, ecan BBECTU 06w mMia
3anpeT aBTOPM3aLMUm NoC/e pa3peLlalownx Npasu, To aBTopmn3auus ¢ ntobeim Service-Name B vlan
1250 6yneT HepgoCTynHa:

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi cli vlan group auth pppoe allow add service-name name='test3'
delay=

fdpi cli vlan group deny auth pppoe

IlaHHOe orpaHnyeHne pacrnpoCcTpaHAeTCa N Ha OOUHOYHbIE 3anpeThl/paspeLleHuns.

MpuMep: pa3pewnTb aBTOpMU3aumio ¢ Service-Name "test-sname".

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe allow add service-name name='test-sname'

MpumMmep: 3anpeTuTb aBTOpM3aumio ¢ Service-Name "test-sname”.

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe allow add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname'

ﬂ,pyrue KOMaHAbl

Ynanutb Service-Name v ero cBolncTBa:

fdpi cli vlan group <id> auth pppoe delete service-name
name='<service name>'

YpanuTb BCe NpaBuna ons scex 3aBeneHHbix VLAN (paBHOCKMIbHO 06paboTke VLAN no yMon4aHmio):

fdpi cli vlan group 0O delete all
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