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HacTtpouka PPPOE aBTOopu3auum
0630p L2 PPPoE Mode:

==

FastDPI BRAS HauymHasa ¢ Bepcuu 7.2 nopaepxusaeT PPPoE. na BkaoveHusa nogaepxku PPPoE
HeobxoanMo:

1. AkTmeuposaTb BRAS
2. 3apaTb B fastdpi.conf:

# Bkso4yaem PPPoE
bras pppoe enable=1

# 3agaemM MakcumasibHoe Yncio PPPOE - ceccuii

# PekomeHpayemoe 3Ha4yeHune - B 1.5 - 2 pa3a 60sbLue yncna PPPOE-aboHeHTOB
bras pppoe session=10000

# 06s3aTesIbHO AO0AXHbI bbITh 3aA4aHbl IP v MAC-aapeca ww3a/bopaepa, pacrnoioXeHHOro
3a CKAT

# (aboHeHT -> CKAT -> bopaep/Lunto3)
bras gateway ip=192.168.0.1
bras gateway mac=aa:bb:cc:dd:ee:ff

Mopnep»xuBatoTCsa NpoToKobl asTopusaumm PAP, CHAP, MS-CHAPv2. Cnncok pa3peLleHHbIX
NPOTOKON0B aBTOpM3aLmm 3agaeTtcs conf-napameTpom bras ppp auth list. MpoTokonbl B cnucke
pacnosiaratTcs B NoOpsaKe NpeanoyYTeHNs: NepBbli ABASETCA CaMbiM MPeAnoYTUTESbHbIM.

|/|)J,eHTI/Iq)I/IKaTOpr noonep>XmBaeMbiX MPOTOKOJ10B:

e PAP - He pekoMeHAYyeTCs K MCNOb30BaHNUIO
e CHAP-MD5
e MS-CHAPv2

3HayeHre No yMOJIHaHUIO: BCE NPOTOKOJIbI, KpoMe 1 (PAP):

bras ppp_auth list=2,3


https://www.youtube-nocookie.com/embed/ZmCvcSOg73k?
https://www.youtube-nocookie.com/embed/ZmCvcSOg73k?
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup:start#настройка_bras_l2_в_fastdpi
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup:start#настройка_bras_l2_в_fastdpi
https://tools.ietf.org/html/rfc1334
https://tools.ietf.org/html/rfc1994
https://tools.ietf.org/html/rfc2759

Takxe BO3MOXHa aBTopm3auma no MAC-agpecy aboHeHTa, ecnm B fastdpi. conf ykasaHo:
bras ppp _mac_auth=

AsTopu3auuns no MAC-agpecy npuMeHaeTCs, ecsiv CTOPOHaM He yAaJioCb AOrOBOPUTLCA O NMPOTOKOIEe
aBTOpu3aLuun.

e [lononHuTeNbHbIE HAacTponkn PPPOE BRAS
e ABTopu3aumns PPPoE-ceccuin Ha Radius-cepeepa

TepmuHauusa PPPoE-Tpadmuka

Mpwn paboTte CKAT B pexxume PPPoE-cepsepa (bras pppoe enable=1) npou3sogatca cnegywowme
MaHunynauum ¢ PPPoE-naketamu:

e B HanpasneHun LAN - WAN: n3 naketa ygansawTtcsa PPPoE/PPP 3aronosku, srcMAC

bras arp mac, dstMAC := bras gateway mac
e B HanpasaeHun WAN - LAN: B nakeT gobasnsatca PPPOE/PPP 3aronoBku, srcMAC :=
bras arp mac, dstMAC := MAC-anpec aboHeHTa. Ecnm PPPOE ceccusi He HanpgeHa ro IP,

NakKeT gpornaeTcA.

Bce BO3MOXXHOCTM N0 TepMMHaLUmM Tpauka nogaepxueatoTcs, Bkaovasa VLAN/QInQ Tern B PPPoE-
Tpauke n nx TepMnHaLnio.

MapameTp bras terminate 12=1 Kk PPPoE-ceccusm He npumeHseTcs: ona PPPoE
BCerza npou3BoANTCA KOPPEKTMPOBKa L2-3aronoBKa NakeToB Kak OMMCcaHo BbiLLe.

Pexxum TepmuHaumm no AS K PPPOE-Tpadmky He npuMeHuM, Tak Kak B PPPOE-nakeTax He Bcerfa
ecTb IP-appec, noaTomy onpegenntb AS B 06LLEM C/ly4ae HEBO3MOXXHO.

ObpaboTtka ARP B PPPOE

Co cTopoHbl aboHeHTOB ARP-3anpockl B PPPOE-ceTsX CMbIC/1a HE MMeIOT, Tak Kak PPPOE - 310
coegmHeHmne "To4Yka-To4ka" n aboHEHT MOXXET NocblNaTb NakeTbl TONbKO K PPPOE-cepBepy, MAC-
agpec KOToporo aboHEHTY N3BECTEH.

Co cTopoHbl WAN CKAT obpabaTbiBaeT Bce ARP-3anpockl "Who is IP=x.x.x.x?", rae x.x.x.x - IP-agpec
">uBoro" PPPoE-aboHeHTa. B oTBeT CKAT BO3BpaLLaeT 3Ha4eHne napameTpa bras _arp mac. To
ectb CKAT oTknunkaetcs Ha ARP-3anpochl K TekyLwmm PPPoE-ceccuam.

Ecnn PPPoE-aboHeHTy nogkntoveHa ycayra NAT, ARP-3anpocbl co ctopoHbl WAN K
PPPOE-ceccnsim He obpabaTbiBatoTCA

Ana PPPoE-ceccnii nopfepXmBaloTCa BCe OCHOBHbIE (PyHKLMM BRAS:


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term:bras_l2_vlan_term_as:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term:bras_l2_vlan_term_as:start

e |P source guard
e 3aMblKaHune 10KaJIbHOro Tpaduka, B TOM YMcsie pa3HoOpPOLHOro, HanpuMep, Koraa oauH
cermeHT aBnsetcsa PPPoE-ceTblo, BTOpon - DHCP-ceTblo

BocctaHoBneHue PPPoE-ceccunn npu pectapte CKAT

Mpwu cTapTe fastDPI nbiTaeTca BoccTaHOBUTL PPPOE-ceccnn aboHeHTOB 13 UDR, 4TO6bI
KPaTKOBPEMEHHbIN pecTapT cepBuca bbin HezameTeH Ond aboHeHTOB. Takoe BOCCTaHOB/IEHNE CECCUN
AN HEKOTOPbIX BUANMHIOB MOXKET NPUBOANTL K PACCOrIaCoOBaHMIO COCTOSAHUSA CECCUA B BUNAUHIE 1
CKAT, ocobeHHO npu AnHaMmnyeckon pasaade IP-agpecos: GUAAMHE NpyY Bblaye aipeCcoB MOXET
PYKOBOACTBOBATLCA NocsiefoBaTesibHOCTbIO Access-Request + Acct-Start, Torga Kak npu
BOCCTAHOBJIEHUMN ceccum npmuxoanT Toabko Acct-Start. B fastDPI 8.3 nosiBunacb BO3MOXHOCTb
OTK/0YNTb BOCCTaHOBNeHMe PPPOE-ceccuin aboHeHTOB Npu CTapTe: NapamMeTp

bras pppoe restore on startup s fastdpi.conf:

# BoccTaHaBmBaTb PPPOE-ceccun Ha ctapte fastDPI

# 1 (3HayeHme o yMos14aHuIo) - BOCCTaHaB/IMBaThb

# 0 - He BocCcTaHaBamBaTb. ABOHeHTbI by ayT co34aBaThb HOBbIE CECCHUMN.
#bras pppoe restore on startup=1

YT06bl OTKNIOYNTL BOCCTaHOBNEHMe PPPOE-ceccun, cneagyeT SBHO 3a4aTb

bras pppoe restore on startup=0B8 fastdpi.conf.B 3Tom cny4ae aboHeHT fonmxeH bygeT
co3faTb HoBY0 PPPOE-ceccutio 1 NpornTn aBTOPM3aLMIO; MPY NOMbiITKe 00paTUTLCA K CTapon ceccum
CKAT 6ypeT nocbinate aboHeHTy PADT-nakeT TepMUHaLMK CECCUN.

HacTtpouka Service-Name pns VLAN

‘. ‘) Ter Service-Name pocTyneH ¢ Bepcumn DPI 12.3!

Ter Service-Name Heobxoaum ons yCTaHOBKMW NpoLefypbl aBTopmusaumm cornacHo TpebosaHunsm RFC,
CKAT nosiHOCTbIO NOALEePXMBAET 3TOT Ter CorJlacHo BceM TpeboBaHMAM.

Ter nokasblBaeT, YTO fasiee cnenyet nmsa cepsuca. NMone TAG_VALUE npenctasnseT cobon CTpoky
cumBosioB UTF-8 6e3 3aBepwatowiero NULL-cumBona. Hynesoe 3HadveHue nons TAG_LENGTH cnyxut
ANS MHONKauum npuemnemocTtun ntoboro cepeuca. Npumepom ncnonb3oBaHns Tera Service-Name
MOXET CNYXXUTb MHANKALMSA nMeHN ISP2, knacca nnmn kavyectsa 0bCcnyxumBaHus.

YnpaBneHue npom3BoanTCa oTaenbHO Ana Kaxaoro VLAN id.

KpaTkoe pyKoBOACTBO MO ynpaBieHunto Service-Name MO)KHO Bbl3BaTb KOMaHOOM

fdpi cli help vlan group


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_ipsg:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:bras_l2_vlan_local:start

BbiBOA CBOWCTB rpynnbl

BbiBOA BCEX CBOWCTB AA5 BCEX MPynm:

fdpi cli vlan group show all

BbiBOL BCEX CBOMCTB A5 FPYMMbl C KOHKPETHbIM id:

fdpi cli vlan group <id> show all

3aech id - Homep VLAN, a1 KOTOPOro Hy>KHO BbIBECTK MHGOPMaUmMio no Service-Name.
MpuMep:

fdpi cli vlan group show all

lNoka3aTb NOANTKKY aBTopu3aumm no PPPOE:

fdpi cli vlan group <id> show auth pppoe

Moka3zaTb NOANTKKY ANA BCEX NPOTOKO0B aBTOpU3aLnu:

fdpi cli vlan group <id> show auth all

Moka3aTb NOANTUKY MCMOJIb30BaHNA CNY)KEOHbIX UMEH Ans aBTopM3auum ¢ nomowbto PPPOE:

fdpi cli vlan group <id-> auth pppoe show service-name all
Pa3spelwieHue aBTopusaLum

PaspewnTb aBTOpU3saunio 4epes PPPOE B KOHKpeTHOM VLAN:
fdpi cli vlan group <id-> allow auth pppoe
Pa3pelmnTb aBTOpM3aumnto Yepe3 PPPOE gnsa onpeneneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>'

nakeTa AonycTUMa BpeMeHHas 3adep)xka (napametp delay) nepep oTnpaBaeHNEM

.J Mpwn ycTaHoBneHun PPPoE-ceccun Ha 3Tane Discovery stage nocne nonyyenus PADI
PADO nakeTa. lonycTumble 3Ha4yeHusa napameTpa delay: 0, 1, 2, 3, 4, 5.

Pa3pewnTb aBTOpPM3aunio Yyepe3 PPPOE onsa onpeneneHHoro Service-Name ¢ 3aaepxkon
(n3mepsieTca B CEKYHAaXx):



fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>' delay=<delay

Mpumep:

fdpi cli vlan group auth pppoe allow add service-name name='testl'
delay=

3anpeTt aBTOpU3aLUMn

YTo6bl 3aNpeTuTb aBTOPMU3aLMIO ANns onpeaeneHHoro VLAN, CHaYana Hy>XHO yOoanuTb
BCE cywiecTBylowme npasuna ana gaHHoro VLAN. To ecTb, 4T0bbl pa3pewnTb
H onpepeneHHble Service-Name, CHavyasla HY>XHO 3anpeTuTb BCE U TOJbLKO MOTOM
paspeLwmnTb onpeneneHHble Teru.

3anpeTunTb aBTopM3aumio Yepes PPPOE B KoHKpeTHOM VLAN:
fdpi cli vlan group <id> deny auth pppoe
3anpeTuTb aBTOpU3aumio Yepes PPPOE ons onpeaeneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe deny add service-name
name='<service name>'

MpuMep: pa3pellaeM aBTOPM3aLNIO TOSILKO onpedeneHHbiM Service-Name:

fdpi cli vlan group deny auth pppoe

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi cli vlan group auth pppoe allow add service-name name='test3'
delay=

MpumMep: 3anpeLlaemM aBTOPM3aLIMIO TOILKO onpeaeneHHbIM Service-Name:

fdpi cli vlan group allow auth pppoe

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname-
too'

Mpw BBEOAEHUN NPABUA Ba)KHa NOC/NEA0BaTENbLHOCTL KOMaHA. Tak, HanpuMep, ecnun BBeCTr obLwuni
3anpeT aBTopM3aumMm nocae paspeLlalwmnx npasun, To asTopmsauma ¢ nobeim Service-Name B vlan
1250 byneT HepocTynHa:

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi_cli vlan group auth pppoe allow add service-name name='test3'
delay=

fdpi cli vlan group deny auth pppoe



HaHHoe orpaHM4YeHmMe pacnpoCcTpaHAETCA N Ha OJANHOYHbIE 3anpeTb|/pa3peLueH|/|;|.

MpuMep: paspewnTb aBTOpMU3aumio ¢ Service-Name "test-sname”.

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe allow add service-name name='test-sname'’

MpumMmep: 3anpeTuTb aBTOpM3aumio ¢ Service-Name "test-sname”.

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe allow add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname'

Apyrue KkoMmaHpAbl

Ypanutbk Service-Name v ero cBoncTBa:

fdpi cli vlan group <id-> auth pppoe delete service-name
name='<service name>'

Ipon Tpadumka 6e3 aHann3a n3 KoHKpeTHoro VLAN:

fdpi cli vlan group <id> drop

[pon TpamKa C NnpeaBapuTesibHbIM aHaAn3oM, Ho be3 nepenayn B ctaTucTuke Netflow uns
KOoHKpeTHoro VLAN (Micnonb3yeTcs ons paboTbl C aCUMMETPUYHBIM TPahMKOM, KOria Ha MJioLaky
nofaetca aybnb Tpaduka C gpyron naowankm. Heobxoammo NpoBeCTW aHaM3 U APOMHYTb TPaguK,
4TOObI OH He nonasn B CTaTUCTUKY):

fdpi cli vlan group <id- hide

Mponyck Tpaduka 6e3 Kakoro-nmbo aHanm3sa n3 KoHkpeTHoro VLAN:

fdpi cli vlan group <id- pass

YpanuTb BCe npasuna aas Bcex 3aBefieHHblx VLAN (paBHocunbHO obpaboTke VLAN no yMon4aHuio):

fdpi cli vlan group 0O delete all
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