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HacTtpouka PPPOE aBTOopu3auum

" ‘) 0630p L2 PPPoE Mode

FastDPI BRAS HauynHasa ¢ Bepcuun 7.2 nopnepxusaet PPPoE. na BkatoveHnsa nognepxku PPPoE
Heobxoammo:

1. AkTmeuposaTb BRAS
2. 3apaTb B fastdpi.conf:

# Bkso4yaem PPPoOE
bras pppoe enable=1

# 3anaem makcumasibHoe Yucsao PPPOE -ceccuvi

# PekomeHpgyemoe 3Ha4yeHune - B 1.5 - 2 pa3a 6osbLue yncna PPPOE-aboHeHTOB
bras pppoe session=10000

# 06s3aTenbHO A0AXHbI bbITh 3aA4aHbl IP v MAC-aapeca ww3a/bopaepa, pacrioioXeHHOro
3a CKAT

# (aboHeHT -> CKAT -> bopaep/Lunio3)
bras gateway ip=192.168.0.1
bras gateway mac=aa:bb:cc:dd:ee:ff

Mopnep»xnBatoTCsA NpoToKOblI asTopusaumm PAP, CHAP, MS-CHAPv2. Cnuncok pa3peLleHHbIX
NPOTOKO/I0B aBTOpM3aLmm 3agaeTtca conf-napameTpom bras ppp auth list. MpoTokonbl B cnucke
pacnosiaratoTcs B NopsaKe NpefnoyYTeHUs: NepBbli ABASETCA CaMbiM MPeAnoYTUTESbHbIM.

|/|)J,€HTI/I(1)I/IKaTOpr noaonep>XmBaeMbixX MPOTOKOJ10B:

e PAP - He pekOMeHAyeTCs K UCMOJIb30BaHMIO
e CHAP-MD5
e MS-CHAPv2

3HayeHre No yMOJIHaHMIO: BCE NPOTOKOJIbI, KpoMe 1 (PAP):

bras ppp_auth list=2,3

Tak>)xe B0O3MOXXHa aBTopu3auns no MAC-agpecy aboHeHTa, ecnm B fastdpi.conf ykasaHo:
bras ppp _mac_auth=1

AsTopusaumsa no MAC-agpecy npuMeHseTCs, eCnm CTOPOHaM He yaanocbk AOroBOPUTLCSA O NPOTOKOJ1e
aBTOpM3aLmn.

e [lonosHUTeNbHbIE HAacTponkn PPPOE BRAS
e AgTopu3aumns PPPoE-ceccnin Ha Radius-cepsepa


https://youtu.be/ZmCvcSOg73k
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_activate:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_activate:start
https://tools.ietf.org/html/rfc1334
https://tools.ietf.org/html/rfc1994
https://tools.ietf.org/html/rfc2759
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_conf:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe:bras_pppoe_radius:start

TepmuHauusa PPPoE-Tpadmuka

Mpwn paboTte CKAT B pexxume PPPoE-cepBepa (bras pppoe enable=1) npou3ssogaTca cnegyowme
MaHunynauum ¢ PPPoE-nakeTamu:

e B HanpasneHun LAN - WAN: n3 naketa ygansawTtcsa PPPoE/PPP 3aronosku, srcMAC

bras arp mac, dstMAC := bras gateway mac
e B HanpasaeHun WAN - LAN: B nakeT gobasnsatca PPPOE/PPP 3aronosku, srcMAC :=
bras arp mac, dstMAC := MAC-agpec aboHeHTa. Ecnim PPPOE ceccus He HanpzeHa o IP,

NakKeT gponaeTcA.

Bce BO3MOXXHOCTM N0 TepMMHaLUKM Tpaduka nogaepxueatoTcs, Bkaodasa VLAN/QInQ Terun B PPPoE-
Tpauke n nx TepMnHaLnio.

MapameTp bras terminate 12=1 Kk PPPoE-ceccusm He npumeHseTcs: ona PPPoE
BCerfa npou3BoANTCA KOPPEKTMPOBKa L2-3aronoBKa NakeToB Kak OMMCaHo BbiLLe.

Pexxum TepmuHaumm no AS kK PPPOE-Tpadmky He npuMeHuM, Tak Kak B PPPOE-nakeTax He Bcerfa
ecTb IP-appec, noaTomy onpegenntb AS B 06LLEM C/ly4ae HEBO3MOXXHO.

Obpabotka ARP B PPPOE

Co cTopoHbl aboHeHTOB ARP-3anpockl B PPPOE-ceTsX CMbIC/1a HE MMeIoT, Tak Kak PPPOE - 310
coeamHeHmne "To4Yka-To4ka" n aboHEHT MOXXeT NocCblNaTb NakeTbl TONbKO K PPPOE-cepBepy, MAC-
agpec KOToporo aboHEHTY N3BECTEH.

Co ctopoHbl WAN CKAT obpabaTeiBaeT Bce ARP-3anpockl "Who is IP=x.x.x.x?", rae x.x.x.x - IP-agpec
">uBoro" PPPoE-aboHeHTa. B oTBeT CKAT BO3BpaLLaeT 3HaYeHne napameTpa bras_arp _mac. To
ectb CKAT oTknunkaetcs Ha ARP-3anpochl K Tekywmm PPPoE-ceccuam.

Ecnn PPPoE-aboHeHTy nogkntoveHa ycayra NAT, ARP-3anpocbl co ctopoHbl WAN K
PPPoOE-ceccnsm He obpabaTbiBatoTCA

Ansa PPPoE-ceccni nopfepXmBaloTCa BCE OCHOBHbIE PyHKLMM BRAS:

e |P source guard
¢ 3aMblKaHWe NoKaJIbHOro Tpadguka, B TOM YMcsie pa3HoOPOLHOro, HanpuMep, Koraa oauH
cermeHT anseTca PPPOE-ceTbto, BTOpon - DHCP-ceTbto

BocctaHoBneHue PPPoE-ceccuu npu pectapte CKAT

Mpwu cTapTe fastDPI nbiTaeTca BoccTaHOBUTL PPPOE-ceccnn aboHeHTOB 13 UDR, 4TO6bI
KPaTKOBPEMEHHbIN pecTapT cepBuca bbin HezameTeH Ond aboHeHTOB. Takoe BOCCTaHOBJIEHNE CECCUNA
AN HEKOTOPbIX BUANNMHIOB MOXKET NPUBOANTL K PACCOrIaCoOBaHMIO COCTOSAHUSA CECCUIA B BUNAUHTE 1


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_term:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_term:bras_l2_vlan_term_as
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_term:bras_l2_vlan_term_as
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_options:bras_l2_vlan_ipsg:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_options:bras_l2_vlan_local:start

CKAT, ocobeHHO npu AnHaMunyeckon pasgade IP-agpecos: OUAAMHE Npu BblAaye aApecoB MOXeET
PYKOBOACTBOBATbLCA NocnefnoBaTesibHOCTbIO Access-Request + Acct-Start, Torga kak npu
BOCCTAHOBJ/IEHUMN ceccum npmxoanT Tonbko Acct-Start. B fastDPI 8.3 nosiBunacb BO3MOXHOCTb
OTK/OYNTb BOCCTaHOBNeHMe PPPOE-ceccuin aboHEHTOB Npu CTapTe: NapamMeTp

bras pppoe restore on startups fastdpi.conf:

# BocctaHaBivBaTb PPPOE-ceccun Ha ctapTe fastDPI

# 1 (3Ha4YeHune no yMoJi4aHunIo) - BOCCTaHaB/IMBaThb

# 0 - He BoccTaHaB/MBaTb. ADOHeHTbI by AyT co34aBaTb HOBbIE CECCUN.
#bras pppoe restore on startup=1

YT06bl OTKNIOYNTL BOCCTaHOBNEHMe PPPOE-ceccun, cneagyeT SBHO 3a4aTb
bras pppoe restore on startup=0B8 fastdpi.conf.B 3Tom cny4ae aboHeHT fomxeH bygeT

co3aaTb HoBY0 PPPOE-ceccuto n NponTn aBTOpPM3aLmIo; NPy NOMnbiTKe 06paTUTLCA K CTapon Ceccum
CKAT 6ygeT nocbinaTbe aboHeHTy PADT-nakeT TepMUHALUN CECCUN.

HacTtpouka Service-Name pns VLAN

\ ‘) Ter Service-Name pocTtyneH ¢ sepcuu DPI 12.3!

Ter Service-Name HeobxoauM AN yCTaHOBKYM NpoLieaypbl aBTopu3auuy cornacHo TpebosaHusm RFC,
CKAT nofHOCTbIO NOAAEPXXUBAET 3TOT TEr COrJlacHO BCeM TpeboBaHMAM.

Ter nokasblBaeT, YTO fasee cnenyet nmsa cepsuca. NMone TAG _VALUE npenctasnseT cobon cTpoky
cumBonos UTF-8 6e3 3aBepatowiero NULL-cumBona. Hynesoe 3HadeHune nonsa TAG_LENGTH cnyxut
LNa MHOnKaumm npuemsemocTu noboro cepeuca. Npumepom ncnonb3osaHus tera Service-Name
MOXET CYXUTb UHAUKaLUS UMeHK ISP2, knacca unm Ka4yectsa 06CyXuBaHmA.

YnpaBneHue Npon3BoanTCS OTAENbHO Ans Kaxgoro VLAN id.

KpaTkoe pyKOBOACTBO Mo yrpaB/eHunto Service-Name M0XXHO Bbl3BaTb KOMaHAOM

fdpi cli help vlan group
BbiBOA, CBOUCTB rpynnbl

BbiBOA BCEX CBOWCTB A5 BCEX rpynnm:

fdpi cli vlan group show all

BbiBOL BCEX CBOMCTB A5 FPYNMbl C KOHKPETHbIM id:
fdpi cli vlan group <id> show all

3aech id - Homep VLAN, ans KOTOPOro Hy>KHO BbIBECTK MHGOPMaumMio no Service-Name.



MpuMep:

fdpi cli vlan group show all

lNoka3aTb NONNTUKY aBTOpuU3aumm no PPPOE:

fdpi cli vlan group <id> show auth pppoe

Moka3aTb NOAUTUKY AN BCEX MPOTOKOI0B aBTOpU3aLMK:

fdpi cli vlan group <id> show auth all

Moka3aTb NOANTUKY UCNONb30BaHNA CNYXXebHbIX MMeH AN aBTopM3aLumn ¢ nomoulbio PPPOE:

fdpi cli vlan group <id-> auth pppoe show service-name all

Pa3pelueHue aBTopusauum

PaspewnTb aBTOpUu3saumio 4epes PPPOE B KOHKpeTHOM VLAN:
fdpi cli vlan group <id> allow auth pppoe
PaspewunTb aBTOpPM3aunio Yyepes PPPOE onsa onpepeneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>'

nakeTa OonycTMMa BpeMeHHas 3afdepxKa (napameTtp delay) nepen oTnpaB/ieHNEM

.J Mpwn ycTaHoBneHun PPPoE-ceccun Ha 3Tane Discovery stage nocne nonyyenus PADI
PADO nakeTa. JonycTumble 3Ha4yeHnsa napameTtpa delay: 0, 1, 2, 3, 4, 5.

Pa3pelumnTb aBTOpM3aumto Yepe3 PPPOE ona onpeneneHHoro Service-Name ¢ 3a4ep>XKon
(n3mepseTca B cekyHaax):

fdpi cli vlan group <id> auth pppoe allow add service-name
name='<service name>' delay=<delay

Mpumep:

fdpi cli vlan group auth pppoe allow add service-name name='testl'
delay=

3anpeTt aBTOpU3aLUmn

YT0o6bl 3aNpeTuTb aBTOPMU3aLMIO AN onpedeneHHoro VLAN, CHaYana HY>XHO yoanuTb



) BCE cywiecTBylowme npasuna ana gaHHoro VLAN. To ecTb, 4T0bbl pa3pewunTb

-

. onpepnenieHHble Service-Name, CHavana HYXHO 3anpeTuTb BCe U TOJIbKO MOTOM
pa3peLwnTb onpeaeneHHbIe Teru.

3anpeTuTb aBTOpU3aumio Yyepes PPPOE B KoHKpeTHOM VLAN:
fdpi cli vlan group <id-> deny auth pppoe
3anpeTuTb aBTOpU3aumio Yepes PPPOE ons onpepeneHHoro Service-Name:

fdpi cli vlan group <id> auth pppoe deny add service-name
name='<service name>'

MpumMep: pa3pellaeM aBTOPM3aLIMIO TOLKO onpefeseHHbIM Service-Name:

fdpi cli vlan group deny auth pppoe

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi cli vlan group auth pppoe allow add service-name name='test3'
delay=

MpumMmep: 3anpeLLaem aBToOpM3aLmMIO TONbLKO onpeneneHHbIM Service-Name:

fdpi cli vlan group allow auth pppoe

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname-
too'

Mpw BBEAEHUM NPABW BaXKHa NOC/IeA0BaTEbHOCTb KOMaHA,. TakK, Hanpumep, eCan BBeCTr obLwmn
3anpeT aBToOpMU3aLMM NoC/e paspeLlatoLmx NpaBus, To aBTopusauma ¢ atoboim Service-Name B vlan
1250 6yneT HegocCTynHa:

fdpi cli vlan group auth pppoe allow add service-name name='test2'
fdpi cli vlan group auth pppoe allow add service-name name='test3'
delay=

fdpi cli vlan group deny auth pppoe

JlaHHOEe orpaHnyYeHne pacnpoCcTPaHAETCA 1 Ha OJMHOYHbIE 3aMpPeThl/pPa3peLLeHus.

MpumMmep: paspewnTb aBTOpM3aLmio ¢ Service-Name "test-sname”.

fdpi cli vlan group auth pppoe deny add service-name name='test-sname'
fdpi cli vlan group auth pppoe allow add service-name name='test-sname'’

MpuMep: 3anpeTnTb aBTOPU3aLUmMIo C Service-Name "test-sname”.
fdpi_cli vlan group auth pppoe deny add service-name name='test-sname'

fdpi cli vlan group auth pppoe allow add service-name name='test-sname'
fdpi cli vlan group auth pppoe deny add service-name name='test-sname'



Apyrue KoMmaHpAbl

Ypanutb Service-Name v ero cBoncTBa:

fdpi cli vlan group <id> auth pppoe delete service-name
name='<service name>'

Opon Tpadurka 6e3 aHann3a n3 KoHkpeTHoro VLAN:

fdpi cli vlan group <id> drop

[pon TpamKa C NpeaBapuTeNbHbLIM aHann3oM, Ho 6e3 nepenayn B ctatucTuke Netflow us
KoHKpeTHoro VLAN (Mcnonb3yeTcsa gna paboTbl C aCUMMETPUYHBLIM TpaduKoM, Korga Ha naowaaky
nopaetcsa aybnb Tpaduka ¢ apyron niowankm. Heobxogmmo NPoBeCTM aHaNU3 U APONHYTb TPagUK,
4TOObI OH He nonasn B CTaTUCTUKY):

fdpi cli vlan group <id- hide

Mponyck Tpagmka 6€3 Kakoro-nnbo aHanmnsa 3 KOHKpeTHoro VLAN:

fdpi cli vlan group <id- pass

YpanuTb BCe NpaBuna ons Bcex 3aBeneHHbix VLAN (paBHOCKMIbHO 06paboTke VLAN no ymon4aHuio):

fdpi_cli vlan group delete all
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